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Semantic-Aware Multipath TCP: Enhancing
Industrial IoT Flexible Manufacturing Networks

with GAN-Based Packet Recovery
Deajin Han, Nhu-Ngoc Dao, Sungrae Cho, and Woongsoo Na

Abstract—Flexible manufacturing in Industrial Internet of
Things (IIoT) environments leverages these capabilities to adapt
dynamically to changing demands. However, IIoT applications
face significant challenges in ensuring reliable data transmis-
sion due to high packet loss, resource constraints, and strict
latency requirements. Multipath TCP (MPTCP) has emerged as
a critical protocol for IIoT flexible manufacturing, leveraging
multiple network paths to enhance throughput and reliability.
Despite its advantages, MPTCP suffers from Head-of-Line (HOL)
blocking. This paper addresses the challenge of reliable data
transmission in IIoT flexible manufacturing networks, focusing
on the latency and throughput degradation caused by Head-
of-Line (HoL) blocking in MPTCP. We propose Semantic-Aware
MPTCP (SA-MPTCP), integrating semantic communication with
a GAN-based packet recovery mechanism that mitigates re-
ordering delays and minimize retransmission overhead. SA-
MPTCP prioritizes semantically significant data recovery, min-
imizes retransmission delays, and stabilizes congestion control.
Evaluations show SA-MPTCP achieves 96% recovery accuracy
in low-loss and over 85% in high-loss conditions, reducing delays
by up to 90% compared to retransmission. SA-MPTCP enhances
throughput and reliability, particularly for IIoT streaming and
real-time control applications.

Index Terms—Multipath-TCP, Generative Adversarial Net-
work, Industrial IoT, Semantic Communication, and Packet
Recovery

I. INTRODUCTION

INDUSTRIAL Industrial Internet of Things (IIoT) is rapidly
transforming the landscape of manufacturing and indus-

trial processes by enabling seamless connectivity, advanced
automation, and data-driven decision-making [1]. A critical
component of this transformation is flexible manufacturing,
which allows production systems to dynamically adapt to
changing demands, product specifications, and market con-
ditions. This adaptability relies on IIoT systems’ ability to
integrate distributed and heterogeneous devices, ensuring effi-
cient collaboration between the service, application, and device
domains [2].

Advanced AI tools, such as digital twins, machine learning
(ML), and natural language processing (NLP), are key to this
evolution [3]. These technologies enhance the capabilities of
IIoT systems by enabling real-time data analysis, predictive
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Fig. 1: The importance of MPTCP in IIoT flexible manufac-
turing networks

maintenance, and adaptive workflows. In particular, human-
machine interaction (HMI) in IIoT has evolved from simple
information relay to context-aware, user-centric, and intelli-
gent interfaces that improve decision-making and operational
efficiency.

Multipath TCP (MPTCP) emerges as a vital communica-
tion protocol in this context, addressing the challenges of
IIoT environments characterized by high mobility, variable
bandwidth, and frequent disruptions. Fig. 1 shows the im-
portance of MPTCP in IIoT flexible manufacturing networks.
Recent studies have demonstrated that MPTCP can effec-
tively enhance throughput and reliability in IIoT networks
by utilizing multiple network interfaces simultaneously [4].
Furthermore, machine learning-based approaches to MPTCP
path management have shown significant promise in optimiz-
ing network performance and reducing latency in dynamic
IIoT environments [5]. By leveraging multiple network paths,
MPTCP ensures reliable data transmission for time-critical
applications like smart manufacturing and industrial automa-
tion, minimizing delays and operational inefficiencies. These
applications often involve streaming data, such as remote
vision and robotic control, where MPTCP’s capabilities are
particularly beneficial.

Despite its advantages, MPTCP encounters a critical bot-
tleneck: Head-of-Line (HOL) blocking, which occurs when
delays in one subflow impede the reassembly of subsequent
packets. Studies have shown that the choice of congestion con-
trol algorithms can significantly influence the severity of HOL
blocking in MPTCP-based communications [6]. HOL blocking
critically impacts flexible manufacturing, where low-latency
and high-reliability are essential. Traditional retransmission-
based solutions exacerbate these delays, making them unsuit-
able for time-sensitive IIoT applications with high packet loss
and asymmetric network conditions. To mitigate such issues,
recent studies have proposed advanced scheduling algorithms
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that monitor transmission states to detect bufferbloat and pre-
vent HoL blocking, thereby improving MPTCP performance in
heterogeneous networks [7]. However, scheduling algorithms
alone fail to provide a fundamental solution to HOL block-
ing in scenarios where certain links experience high traffic
congestion. These methods struggle to adapt dynamically to
severe traffic imbalances, which are common in IIoT flexible
manufacturing networks and can lead to bufferbloat, further
exacerbating HOL blocking.

To address these challenges, this study proposes Semantic-
Aware Multipath TCP (SA-MPTCP), a framework tailored for
IIoT flexible manufacturing networks. SA-MPTCP integrates
semantic communication principles with a Generative Adver-
sarial Network (GAN)-based packet recovery mechanism to
enable real-time recovery of lost packets, minimize retransmis-
sion delays, and stabilize congestion control across subflows.
By prioritizing semantically significant data recovery, SA-
MPTCP aligns with the goals of flexible manufacturing, ensur-
ing robust and efficient communication even under dynamic
network conditions. Additionally, the integration of GANs
with advanced HMI approaches introduces a new dimension
of intelligence and adaptability, further enhancing IIoT flex-
ible manufacturing networks. This study contributes to the
advancement of next-generation IIoT communication proto-
cols, laying the groundwork for smarter, more adaptive, and
resource-efficient industrial networks. It should be emphasized
that SA-MPTCP is not intended to redefine the semantics
of the TCP/MPTCP protocol itself. Rather, it operates as an
application-assisted communication framework built on top of
MPTCP, where semantic relevance metadata generated at the
application or edge layer is used to support transport-layer
scheduling and recovery decisions while preserving existing
industrial data formats and protocol structures.

The primary contributions of the proposed study are:
• Reconceptualization of Transport-Layer Reliability

through Semantic Awareness: This work redefines
transport-layer reliability by introducing semantic rele-
vance as a new design dimension for multipath com-
munication. Unlike conventional MPTCP or FEC-based
protocols that focus solely on bit-level delivery accuracy,
the proposed SA-MPTCP incorporates task-level meaning
and contextual importance into its recovery and schedul-
ing decisions. This semantic-aware perspective bridges
the gap between data transmission and task performance,
aligning the transport mechanism with the emerging 6G
paradigm of meaning-oriented communication.

• Introduction of a GAN-Driven Packet Recovery Mech-
anism for MPTCP: This study proposes a novel GAN-
based packet recovery mechanism specifically designed
to mitigate the HOL blocking issue in MPTCP environ-
ments. By leveraging adversarial learning, this mecha-
nism enables real-time recovery of lost packets, thereby
reducing retransmission overhead and stabilizing the con-
gestion window (CWND) across subflows. This approach
addresses the unique challenges of IIoT environments,
such as high packet loss, limited bandwidth, and stringent
latency requirements.

• Holistic Design for Seamless Communication in IIoT
Flexible Manufacturing: The proposed method employs
a lightweight GAN architecture tailored for resource-
constrained IIoT devices, ensuring efficient operation
under diverse and heterogeneous network conditions. By
adapting to dynamic IIoT environments, the mechanism
supports real-time applications like smart manufacturing,
industrial automation, and healthcare systems. Addition-
ally, the use of semantic communication principles in
the recovery process prioritizes critical data delivery,
enhancing overall communication reliability.

• Scalable Solution for Next-Generation IIoT Flexible
Manufacturing: This study introduces a scalable and
modular framework tailored for IIoT applications re-
quiring low latency and high reliability. The proposed
mechanism seamlessly integrates with existing MPTCP
protocols while maintaining flexibility for large-scale
deployments. By addressing the limitations of traditional
retransmission-based methods, the framework serves as
a foundational technology for next-generation IIoT sys-
tems, enabling more flexible and adaptive manufacturing
processes.

• Dynamic Adaptation with Semantic Awareness: SA-
MPTCP incorporates semantic communication princi-
ples to dynamically prioritize and recover critical data
based on its contextual importance. This ensures that
high-priority packets are delivered reliably, optimizing
communication performance even in resource-constrained
environments.

II. RELATED WORK

Addressing the HOL blocking problem in MPTCP has been
extensively studied, with various methods proposed to miti-
gate its effects on data transmission. However, most existing
approaches fall short when applied to IIoT networks due to
the unique challenges these environments present, such as
limited bandwidth, high latency, and the demand for real-time
communication.

One of the traditional solutions involves congestion control
mechanisms that adjust the CWND to balance transmission
speeds across subflows. Morawski and Ignaciuk [6] proposed
a dynamic CWND adjustment algorithm, which successfully
mitigated speed imbalances in stable networks. However, in
IIoT environments with frequent packet loss and high vari-
ability, this approach often leads to significant transmission
delays, reducing its effectiveness. Similarly, retransmission-
based strategies address packet loss by resending missing data.
While straightforward, these methods introduce latency incom-
patible with real-time IIoT applications such as remote patient
monitoring or automated industrial processes. Furthermore,
state-of-the-art schedulers like BLEST [8] specifically target
HOL blocking in MPTCP for heterogeneous networks, but
they rely on estimation-based mechanisms and may not be as
effective in highly dynamic IIoT environments as a proactive
recovery approach.

Recent advancements in artificial intelligence (AI) have
offered new opportunities for optimizing communication sys-
tems. AI models have been applied to tasks such as traffic
prediction and error correction, demonstrating potential for
improving data transmission efficiency. For instance, a GAN-
based hybrid deep learning approach has been developed to
enhance intrusion detection in IIoT networks, addressing the
challenges of malicious attacks in dynamic environments [9].
GFlow, a Graph Neural Network (GNN)-based Deep Rein-
forcement Learning (DRL) solution, represents a significant
advancement in this area. By leveraging fine-grained network
states collected through In-band Network Telemetry (INT),
GFlow optimizes flow scheduling and reduces congestion,
achieving higher throughput and lower round-trip time (RTT)
compared to traditional method [10]. However, the compu-
tational complexity of GFlow limits its direct application in
resource-constrained IIoT environments. Also, as this method
is inherently scheduling-based, it faces inherent limitations in
resource-constrained environments.

GANs have emerged as a promising solution for addressing
packet loss issues. GANs leverage adversarial learning, where
a generator creates data and a discriminator evaluates its
quality. By iteratively improving both components, GANs can
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Fig. 2: Illustration of HoL blocking in multipath transmission.

produce high-quality replacements for lost packets without
relying on retransmissions [11], [12], [13], [14]. For example,
Karmakar et al. proposed SmartCon, a GAN-based deep
learning approach for auto link-configuration in Narrowband
IoT (NB-IoT) networks. This method dynamically adapts
transmission parameters to reduce packet loss and enhance
transmission reliability in NB-IoT systems [15]. For instance,
Aironi et al. proposed a time-frequency GAN-based method
for audio packet loss concealment, demonstrating significant
improvements in speech quality and intelligibility by effec-
tively reconstructing lost audio packets [16]. Similarly, Cheng
et al. introduced Attack-GAN, a GAN-based model designed
to generate adversarial network traffic at the packet level,
demonstrating the potential of GANs in crafting network
traffic sequences and optimizing performance in dynamic
conditions [17].

Despite these advances, existing GAN-based methods have
not been specifically optimized for IIoT environments, where
limited computational resources and the need for energy-
efficient solutions pose significant challenges. Moreover, these
GAN-based packet recovery methods have not been explored
in the context of MPTCP to address HOL blocking issues.

IIoT networks introduce distinct constraints, including lim-
ited power and computational capacity, as well as frequent
disruptions caused by mobility and interference. These chal-
lenges demand robust and efficient mechanisms capable of
maintaining reliable communication under dynamic condi-
tions. Traditional methods, while effective in general-purpose
networks, often fail to address the specific requirements of
IIoT communication systems.

This study builds upon prior research by proposing a GAN-
based packet recovery mechanism explicitly tailored to IIoT
networks. The proposed approach directly addresses HOL
blocking by enabling real-time recovery of lost packets, re-
ducing transmission delays and ensuring efficient utilization of
network resources. adapting GAN architecture to IIoT-specific
constraints, this work bridges the gap between existing HOL
blocking solutions and the demands of modern IIoT systems.

III. THEORETICAL BACKGROUND

A. Multipath TCP
MPTCP extends the traditional TCP protocol to sup-

port simultaneous data transmission over multiple network
paths [18]. This capability significantly enhances network ro-
bustness and resource utilization, particularly in heterogeneous
IoT environments where devices connect via diverse networks
such as Wi-Fi, cellular, or LPWAN. By utilizing multiple
paths, MPTCP ensures continuity in data transmission, even
when individual paths experience congestion or failure.

A key feature of MPTCP is its sophisticated congestion
control mechanism, which dynamically adjusts CWND across
different paths. The primary goal of this mechanism is to
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maximize overall throughput while maintaining fairness to
other network flows. For this purpose, MPTCP employs
coupled congestion control algorithms such as the Linked
Increases Algorithm (LIA). These algorithms ensure that the
total congestion window size across all subflows is distributed
efficiently, as expressed by the equation:

Wtotal =

N∑
i=1

Wi, (1)

where (Wtotal) represents the total congestion window size
across N subflows, and Wi denotes the congestion window
of the i-th subflow. To ensure fairness with single-path TCP
flows, MPTCP incorporates a fairness adjustment factor, α,
which modulates the rate of change in the congestion window
based on the RTT of each path. This relationship is captured
by the equation:

∆Wi ∝
1

α+ RTTi
, (2)

where RTTi is the RTT of the i-th path. Additionally, MPTCP
balances traffic across paths by allocating more data to paths
with higher available capacity, as described by:

Wi = min(Wmax,Capacityi × Utilization Factor). (3)

In our model, while MPTCP’s CWND remains active, the
semantic-aware scheduling mechanism can influence packet
pacing to favor high-priority content. This design allows for
adaptive prioritization while maintaining TCP compatibility.
Note that, while LIA is introduced for historical completeness,
modern congestion control schemes such as OLIA [19] and
MP-BBR [20] represent the current state of the art; the pro-
posed SA-MPTCP framework is orthogonal to the congestion
control algorithm and can operate atop these schemes without
modification.

B. Head-of-Line Blocking
HOL blocking is a phenomenon that occurs when a packet at

the front of a queue is delayed, preventing subsequent packets
from being processed, even if they are ready to proceed.
This issue is particularly significant in multi-path communi-
cation systems, such as MPTCP, where packets from different
subflows must be reordered at the receiver. HOL blocking
increases latency, reduces throughput, and may even cause
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unnecessary retransmissions, especially when there is a sig-
nificant RTT disparity among subflows [21]. Therefore, while
HoL blocking itself does not represent a direct packet loss
event, its secondary effects on latency and buffer buildup can
lead to throughput degradation and instability in congestion-
controlled environments.

Fig. 2 shows the HOL problem occurring in MPTCP. As
shown in the figure, packets transmitted over multiple paths
with varying latencies may arrive out of order. When an earlier
packet (e.g., packet 2 and 3) is delayed due to a slower subflow,
subsequent packets (packet 1, packet 4, and etc.) must wait in
the receiver’s reordering buffer, causing HoL blocking. This
not only delays application-layer delivery but may also lead
to increased retransmissions if buffer deadlines are missed as
shown in Fig. 31.

C. Generative Adversarial Networks
GANs consist of two components: a generator and a dis-

criminator. The generator creates synthetic data, while the
discriminator evaluates its authenticity. Through iterative ad-
versarial training, GANs achieve the capability to generate
high-quality data that closely resembles the original input [22].

The objective of GANs is to optimize a minimax game
between the generator and discriminator. Formally, the GAN
framework is defined by the following objective function:

min
G

max
D

V (D,G) = Ex∼pdata(x)[logD(x)]

+ Ez∼pz(z)[log(1−D(G(z)))]. (4)

Here, G represents the generator, which maps a random noise
vector z sampled from a prior distribution pz(z) to the data
space, and D represents the discriminator, which outputs
the probability that a given sample is real. The first term
corresponds to the discriminator’s ability to correctly identify
real samples, while the second term evaluates its ability to
reject fake samples generated by G.

During training, the generator and discriminator are up-
dated iteratively. The discriminator is trained to maximize its
classification accuracy by adjusting its parameters to optimize
V (D,G). Conversely, the generator is trained to minimize the
discriminator’s ability to distinguish between real and fake
data, effectively minimizing log(1−D(G(z))). This iterative
process can be expressed as:

θD ← θD + η∇θD

(
Ex∼pdata(x)[logD(x)]

+ Ez∼pz(z)[log(1−D(G(z)))]
)
, (5)

θG ← θG − η∇θGEz∼pz(z)[log(1−D(G(z)))]. (6)

In IoT networks, GANs offer a powerful solution for
real-time packet recovery. The generator can reconstruct lost
packets based on partial data and patterns from previous
transmissions, while the discriminator ensures the reliability of
these reconstructed packets. This approach eliminates the need
for retransmissions, reducing latency and optimizing resource
utilization in IoT environments [23]. However, it’s crucial to
recognize that GAN-based recovery, while effective in reduc-
ing latency, inherently involves semantic approximation rather
than perfect reconstruction. This implies a trade-off between
latency and absolute data integrity, which is acceptable for
certain IIoT applications like streaming but may not be suitable
for applications requiring lossless data transmission, such as
file transfers or critical command data.

1The figure presents a simplified model of HoL blocking due to RTT
imbalance between subflows. Additional factors such as MAC contention,
queuing delays, and bufferbloat are not explicitly modeled in this figure but
are recognized as relevant in practical deployment scenarios.

D. Semantic Communication
Semantic communication transcends traditional data trans-

mission by emphasizing the delivery of contextually significant
information [24]. In IoT networks, where resources are limited,
semantic communication ensures that critical data, such as
emergency alerts in a healthcare system or fault reports in
industrial settings, is prioritized over less significant informa-
tion.

The concept of semantic communication can be formalized
through an objective function that considers the semantic
fidelity of the transmitted message. Let s represent the se-
mantic content extracted from the source message x, and ŝ
represent the semantic content reconstructed by the receiver.
The semantic fidelity can be quantified as:

Fsem(s, ŝ) = 1− d(s, ŝ), (7)

where d(s, ŝ) is a semantic distance metric that evaluates the
difference between s and ŝ.

To optimize the semantic communication system, both the
encoder and decoder must be designed to minimize this se-
mantic distance while maintaining robustness against noise and
channel impairments. The end-to-end optimization problem
can be expressed as:

min
E,D

Ex∼p(x)[d(s, ŝ)], (8)

where E and D denote the encoder and decoder, respectively,
and p(x) is the distribution of input messages.

Semantic communication systems often leverage machine
learning techniques, particularly deep learning, to model the
relationship between x and s as well as ŝ [25]. Neural
networks are trained to learn mappings that extract semantic
features and reconstruct them accurately at the receiver. The
semantic extraction process can be represented as:

s = fsem(x; θE), (9)

where fsem is the semantic encoder parameterized by θE , and
the reconstruction process can be expressed as:

ŝ = gsem(y; θD), (10)

where y is the received signal and gsem is the semantic decoder
parameterized by θD.

The proposed GAN-based packet recovery mechanism in-
tegrates principles of semantic communication to optimize re-
source allocation. By focusing on the recovery of semantically
significant packets, the approach enhances communication
reliability and reduces the impact of resource constraints. In
the context of this work, however, semantic significance is
not inferred by the TCP/MPTCP stack itself. Instead, it is
generated by the application or edge layer and exposed to
the transport layer as lightweight metadata, enabling transport-
aware prioritization without modifying the original payload or
industrial message structure.

IV. SEMANTIC-AWARE MPTCP FOR IIOT NETWORKS

The main challenge in traditional MPTCP lies in its in-
ability to efficiently handle packet loss and HOL blocking,
especially in heterogeneous IIoT environments where frequent
path disruptions, variable delays, and network resource con-
straints are common. To address this, we propose a Semantic-
Aware Multipath TCP SA-MPTCP framework that integrates
semantic communication principles and GAN-based recovery
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Fig. 4: Network model of the proposed SA-MPTCP frame-
work.

mechanisms. The objective of SA-MPTCP is to ensure seam-
less communication by recovering lost packets and optimizing
bandwidth utilization. It is important to note that semantic rele-
vance is generated at the application or edge layer and exposed
to the transport layer as lightweight metadata; SA-MPTCP
does not infer or interpret semantics from raw TCP payloads.
In other words, SA-MPTCP is implemented as a semantic-
aware communication framework operating above MPTCP,
utilizing application-provided semantic metadata, rather than
embedding semantic interpretation within the MPTCP proto-
col itself. Accordingly, SA-MPTCP does not alter structured
industrial messages such as JSON, XML, protobuf, or TLV-
based binary payloads; these formats remain intact, while only
auxiliary semantic representations are used for transport-level
decision support.

Consider an IIoT network comprising N devices (nodes),
each connected via M subflows. Each subflow j of device i is
characterized by its bandwidth Bi,j , round-trip time RTTi, j,
and packet loss probability Pi, j. Fig. 4 illustrates the network
model of the proposed SA-MPTCP. The source node transmits
semantic-encoded packets through multiple subflows toward
the destination. At the receiver side, the semantic features
extracted from the received packets are fed into a GAN-
based recovery module, which reconstructs missing packets
and forwards them to the reassembly buffer. This model forms
the basis for the optimization problem defined in (11), describ-
ing throughput maximization and HoL blocking minimization
under IIoT constraints.

The goal of SA-MPTCP is to maximize overall network
throughput while minimizing latency and HOL blocking. Let
xi,j(t) represent the data transmitted over subflow j of device
i at time t, and yi,j(t) denotes the amount of data successfully
received within the semantic deadline. While TCP guarantees
eventual delivery, industrial systems often discard late packets
due to real-time constraints, making deadline-aware reception
critical.

Then, the objective function is formulated as:

max
xi,j(t)

N∑
i=1

M∑
j=1

∫ T

0

yi,j(t) dt

− λ

N∑
i=1

M∑
j=1

∫ T

0

HOLi,j(t) dt, (11)

subject to
M∑
j=1

xi,j(t) ≤ Bi,total, ∀i,

yi,j(t) = xi,j(t)(1− Pi,j), ∀i, j,
HOLi,j(t) ∝ ∆ti,j,reorder (12)

where T is the total transmission time, λ is a weighting factor
balancing throughput and HOL blocking, Bi,total is the total
available bandwidth for device i, and ∆ti,j,reorder represents
the reordering delay for subflow j of device i. To better
capture real-time constraints in industrial settings, we refine
the objective function from Eq. (11) to include semantic
deadlines and delay-aware HoL penalties. Specifically:

max
xi,j(t)

N∑
i=1

M∑
j=1

∫ T

0

xi,j(t) · δi,j(t) dt

− λ

N∑
i=1

M∑
j=1

∫ T

0

w(di,j(t)) · HOLi,j(t) dt (13)

where δi,j(t) = 1 if the packet arrives before its semantic
deadline, and 0 otherwise; w(di,j(t)) = α·di,j(t)2, with di,j(t)
denoting the delay associated with reordering; HOLi,j(t) mea-
sures the number of packets blocked in reassembly queues due
to HoL.

A. GAN-Based Packet Recovery
To address the issue of packet loss and HOL blocking, a

GAN is employed to predict and reconstruct missing packets
based on semantic features extracted from transmitted data.
Each IIoT device is modeled as a graph Gi = (Vi, Ei), where
Vi represents transmitted packets and Ei encodes temporal
and semantic relationships between packets within the device.
Our GAN-based packet recovery mechanism is deployed at
the receiver side, to minimize latency overhead.

Fig. 5 shows the GAN-based packet restoration framework.
The receiver employs a pre-trained semantic encoder to ex-
tract high-level features from recently received packets within
the same session. These semantic embeddings—representing
application-level context—are then used as inputs to a condi-
tional GAN model.

The generator estimates the latent representation of the
missing packet based on the surrounding semantic vectors and
sequence position. The reconstructed packet is then evaluated
by a discriminator for semantic consistency, ensuring that the
recovered data aligns with expected meaning and structure.
This mechanism allows the system to infer plausible replace-
ments for lost packets without having to directly observe them.
For example, a structured sensor report encoded in JSON
may contain multiple fields such as temperature, vibration,
and device state. In SA-MPTCP, these fields are first mapped
by the application or edge encoder into a compact semantic
vector, and the GAN reconstructs the missing semantic vector
rather than regenerating the original JSON string itself.

The GAN framework consists of a generator G and a
discriminator D. The generator leverages latent semantic fea-
tures to synthesize missing packets, while the discriminator
evaluates the authenticity of these generated packets. The GAN
training process is formulated as:

min
G

max
D

LGAN = Ex∼pdata(x)[logD(x)]

+ Ez∼pz(z)[log(1−D(G(z)))]. (14)

where pdata(x) is the distribution of real packets, pz(z) is the
prior distribution of latent variables, and z represents the latent
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Fig. 5: GAN-based packet restoration framework

semantic features extracted from the data. The generator output
for reconstructing a missing packet is:

x̂i,j = G(zi,j ; θG), (15)

where zi,j is the latent vector corresponding to the semantic
context of the packet.

The discriminator is trained to maximize its classification
accuracy:

LD = −Ex ∼ pdata(x)[logD(x)]− Ez∼pz(z)[log(1−D(G(z)))].
(16)

Simultaneously, the generator is updated to minimize the
discriminator’s ability to reject synthetic packets:

LG = Ez ∼ pz(z)[log(1−D(G(z)))]. (17)

By iteratively optimizing LD and LG, the GAN learns to
generate realistic packets that closely resemble original data.

The GAN-Based Packet Recovery Algorithm is designed
to address packet loss in IoT environments by leveraging
the adversarial framework of a generator and a discriminator.
The generator synthesizes lost packets based on noise vectors
sampled from a standard normal distribution (z ∼ N (0, 1)),
while the discriminator evaluates these packets’ authenticity
against real data. The iterative training process optimizes
both components to enable the generator to produce realistic
packets effectively.

Algorithm 1 illustrates the proposed GAN-based packet
recovery process. The algorithm initializes the generator and
discriminator parameters (Line 1) and configures the Adam
optimizer with a learning rate of 0.0002 and momentum terms
β1 = 0.5 and β2 = 0.999 (Line 2). During each epoch
(Line 3), mini-batches of real data and noise vectors sampled
from a standard normal distribution are processed (Lines 4–
5). The generator uses the noise vectors to output synthetic
packets x̂ = G(z) (Line 6), while the discriminator evaluates
both real and synthetic packets to compute its loss (Line
8). The discriminator parameters are updated to improve its
classification accuracy (Line 9), and the generator is optimized
to minimize the discriminator’s ability to distinguish real from
fake packets (Line 11).

B. Semantic-Aware MPTCP Framework
The SA-MPTCP framework is designed to enhance the

performance of MPTCP by leveraging the GAN-based re-
covery mechanism and incorporating semantic communication
principles. SA-MPTCP operates as follows. First, the semantic
content of each packet is extracted using an encoder function
fsem, parameterized by θE . This process generates a semantic
representation si,j for each packet xi,j :

si,j = fsem(xi,j ; θE). (18)

These semantic representations are used to guide packet
distribution across multiple subflows. Packets with higher
semantic importance are prioritized for transmission over sub-
flows with higher reliability or lower expected latency, which

Algorithm 1 GAN-Based Packet Recovery Algorithm

Require: Real packets x ∼ pdata(x), noise vectors z ∼
N (0, 1), epochs E, batch size B, learning rate η = 0.0002

Ensure: Trained generator G for packet reconstruction
1: Initialize generator G and discriminator D with parame-

ters θG and θD.
2: Set optimizer Adam with β1 = 0.5, β2 = 0.999.
3: for e = 1 to E do
4: for each mini-batch of size B do
5: Generate fake packets:
6: Sample noise vectors z ∼ N (0, 1).
7: Generate fake packets x̂ = G(z; θG).
8: Compute discriminator loss:
9: LD = −Ex∼pdata(x)[logD(x)] − Ez∼N (0,1)[log(1 −

D(G(z)))]
10: Update discriminator parameters: θD ← θD +

η∇θDLD.
11: Compute generator loss:
12: LG = Ez∼N (0,1)[log(1−D(G(z)))]
13: Update generator parameters: θG ← θG − η∇θGLG.
14: end for
15: end for
16: Generator Architecture:
17: Input: Noise vector z ∼ N (0, 1)
18: Structure:

• Fully Connected Layers: 256→ 512→ Output Dim.
• Activation: Leaky ReLU for hidden layers, Tanh for

output layer.
• Regularization: Batch Normalization, Dropout (0.3).

19: Discriminator Architecture:
20: Input: Packet data x or x̂.
21: Structure:

• Fully Connected Layers: 512→ 256→ 1.
• Activation: Leaky ReLU for hidden layers, Sigmoid

for output layer.
• Regularization: Dropout (0.3).

22: return Trained generator G capable of reconstructing lost
packets x̂ = G(z).

does not necessarily correlate with bandwidth, especially in
wireless environments. The transmission rate for each subflow
is determined as follows:

xi,j = min

(
Wi,max,

si,j ·Bi,j∑M
k=1 Bi,k

)
, (19)

where Wi,max is the maximum allowable window size for IIoT
device i.

When packet loss occurs, the GAN reconstructs the missing
packets by synthesizing them based on semantic context. The
reconstructed packets, x̂i,j , are generated as:

x̂i,j = G(zi,j ; θG). (20)

Finally, reconstructed packets are reordered at the receiver
to mitigate HOL blocking. The reordering priority is deter-
mined by a metric that combines semantic importance and
reordering delay. In addition, to further refine the recovery
prioritization process, we introduce a device-specific weight
factor di representing the relative importance of IIoT device:

Priorityi,j ∝
di · ˜si,j

∆ti,j,reorder
. (21)

where ˜si,j denotes the semantic significance for subflow j of
device i. This adjustment allows the SA-MPTCP framework
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Algorithm 2 The proposed SA-MPTCP

Require: Data stream with packets transmitted over multiple
MPTCP subflows

Ensure: Reassembled data with minimized packet loss
1: for each packet xi,j in the data stream do
2: Extract semantic representation si,j :

si,j = fsem(xi,j ; θE).

3: Distribute packets across subflows based on semantic
importance (19).

4: Transmit xi,j over subflows.
5: if packet loss is detected then
6: repeat
7: Generate replacement packet x̂i,j :
8: Perform Cyclic Redundancy Check (CRC) check

on x̂i,j .
9: if CRC check passes then

10: Insert x̂i,j into the subflow.
11: break
12: else
13: Send feedback to the source for retransmission.
14: end if
15: until Successful recovery or retransmission com-

pletes
16: end if
17: end for
18: return Reassembled packets with recovery metrics.

to dynamically prioritize packet recovery not only based on
semantic significance and delay but also on the operational
importance of the device, enabling smarter resource allocation
under constrained conditions. To quantify the importance of
each packet for recovery and scheduling decisions, we define
a semantic significance score based on three key attributes:
data criticality, semantic correlation, and time sensitivity [26].
The priority score for the i-th packet is given by:

s̃i = α · Ci + β · Si + γ · Ti (22)

where Ci represents the application-defined criticality (e.g.,
actuator control packets may receive higher scores than mon-
itoring data), Si measures the semantic correlation with pre-
viously received packets (e.g., via latent vector similarity),
and Ti reflects time sensitivity (e.g., based on arrival delay
or freshness). The weights α, β, γ are tunable depending on
deployment policy. This score guides both the order of GAN-
based packet reconstruction and the activation of hybrid fall-
back mechanisms (e.g., retransmission or FEC) when priority
exceeds a threshold but GAN confidence is low.

Algorithm 2 summarizes this holistic operation, detailing
how the components interact sequentially from semantic fea-
ture extraction to final packet reconstruction, as shown in
Fig. 4. As shown in the figure, the process begins at the source
node, where semantic information for each packet is extracted
using the encoder function (Line 2). These semantic values
guide the distribution of packets across multiple subflows,
prioritizing reliable subflows with higher bandwidth capacities.
The distribution strategy is defined as (19) (Line 3). Packets
are transmitted over the designated subflows (Line 4). If packet
loss is detected (Line 5)2, the GAN-based recovery module in
Fig. 4 is triggered to synthesize replacement packets x̂i,j (Line

2To determine if a packet is lost, the receiver monitors sequence number
gaps using Multipath TCP’s Data Sequence Mapping (DSM). If a packet
remains unacknowledged while higher-numbered packets are received, the
system flags it as lost.

7). The synthesized packets undergo a CRC check to ensure
their validity (Line 8). Since standard CRC cannot be directly
applied to generated semantic representations, the discrimina-
tor verifies semantic plausibility and continuity by checking
whether the reconstructed vector is consistent with neighbor-
ing semantic embeddings and satisfies task-level constraints
such as temporal smoothness and feasible value ranges. In this
sense, it serves as a semantic-level integrity check for GAN-
reconstructed packets. If the CRC check passes, the recovered
packet is inserted into the subflow (Line 9). If the CRC check
fails, feedback is sent to the source, prompting retransmission
of the incorrect packet (Line 11). The recovery process repeats
until successful reconstruction or retransmission resolves the
packet loss (Line 6–13). This simplified approach ensures
robust packet recovery and reassembly in MPTCP, leveraging
semantic information and GANs to enhance reliability while
reducing latency.

Note that SA-MPTCP does not require direct access to
plaintext payloads but rather to semantic relevance metadata
for effective packet reconstruction. Such metadata is generated
by the application or edge encoder by mapping structured
messages (e.g., JSON or XML payloads) into compact seman-
tic representations, such as feature embeddings or importance
indicators. The GAN-based recovery module operates solely
on these semantic representations, reconstructing missing or
delayed semantic vectors instead of regenerating raw payload
strings. While this is achievable in many industrial networks
with trusted edge processing (e.g., within factory-internal
LANs or edge-MEC environments), its direct application to
end-to-end encrypted channels (e.g., TLS) is limited. In such
cases, the framework could rely on secure semantic inference
approaches such as privacy-preserving learning, homomorphic
semantic embeddings, or federated edge inference to infer
task-level semantics without decryption, which remains an
open research direction. In particular, this assumption holds
for stream-based or AEAD encryption modes (e.g., TLS with
AES-GCM), whereas block-chaining modes such as TLS-CBC
prevent decryption of subsequent packets after a loss event
and are therefore outside the scope of this work. Therefore,
the proposed framework is primarily intended for trusted intra-
domain industrial environments or edge-assisted deployments
where semantic metadata can be exposed safely, rather than
for fully zero-trust end-to-end encrypted transport scenarios.

V. PERFORMANCE EVALUATION

The experimental environment was designed to evaluate
the performance of the proposed GAN-based packet recovery
mechanism in a simulated IIoT communication scenario. All
experiments were conducted in a Python-based discrete-event
simulation environment that emulates MPTCP functionali-
ties over heterogeneous links. The simulation models the
packet scheduling, congestion control, and GAN-based recov-
ery mechanisms in accordance with the parameters listed in
Table II. This environment was chosen to ensure a reproducible
and controllable setup for evaluating the proposed SA-MPTCP
under IIoT conditions. We evaluated our approach against
FEC-based MPTCP [27] and GFlow which is a recently
proposed transport framework from 2024 as a representative
state-of-the-art benchmark for comparative evaluation.

Experiments on real-world Solar IIoT data confirm the
semantic resilience of SA-MPTCP under dynamic conditions.
IIoT networks, characterized by resource constraints and het-
erogeneous connectivity, impose unique challenges, such as
frequent packet loss and high variability in network conditions.
The experimental setup was carefully constructed to reflect
these conditions while ensuring a controlled environment for
comprehensive evaluation.
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TABLE I: Summary statistics for solar cube dataset

Parameter Mean Max Min Unit
Date - - - -
AC Power (kW) 3.21 19.0 0.0 kW
AC Voltage (V) 220.05 231.3 109.0 V
AC Current (I) 14.60 84.8 0.0 A
DC Power (kW) 3.31 19.5 0.0 kW
DC Voltage (V) 527.46 687.3 120.3 V

The network topology consisted of multiple IoT nodes
connected via distinct subflows, each representing different
network conditions. The IoT nodes were configured to mimic
real-world constraints, such as limited computational power
and bandwidth. These nodes represented IIoT devices typically
found in industrial applications, such as monitors, industrial
sensors, and automation device. Each node transmitted data
over multiple subflows, reflecting the multi-path nature of
MPTCP in IoT systems.

To evaluate our proposed SA-MPTCP, we have used Solar
Cube dataset in our simulation model. The Solar Cube dataset
was used as the primary source of experimental data as shown
in Table I. This dataset, containing time-series data relevant
to IoT applications, was chosen for its high variability, which
posed significant challenges for the recovery mechanism.

The experiments also included a comparative analysis with
traditional retransmission methods, which are commonly used
in MPTCP environments. These methods served as a baseline
to highlight the advantages of the GAN-based approach.
Scenarios with varying packet loss rates and data sizes were
specifically designed to demonstrate the robustness of the
proposed solution in addressing the limitations of existing
strategies.

A. Performance Comparison with MPTCP and GFlow
1) Goodput, Latency and Retransmission Count: To eval-

uate the performance of MPTCP in an IIoT environment, we
designed a simulation scenario where multiple source nodes
transmit data packets through two heterogeneous links. The
environment models dynamic traffic conditions, such as high
packet loss rates and variable delays, which are common in
IIoT networks due to interference and resource constraints.
The primary focus is on understanding the impact of HOL
blocking, retransmissions, and advanced recovery mechanisms
on network performance.

Each source node generates traffic at a specified data rate,
and packets are distributed across two links with differing
capacities. These links simulate real-world heterogeneous net-
works where bandwidth and delay differ due to underlying
technology (e.g., wired vs. wireless). The simulation incor-
porates loss rates, delays, timeout mechanisms, and recovery
rates for lost packets. Three configurations, namely Normal
MPTCP, SA-MPTCP (proposed scheme), and GFlow, were
tested. Normal MPTCP represents a traditional retransmission-
based approach, SA-MPTCP incorporates recovery mecha-
nisms with dynamic recovery rates, and GFlow uses GNN-
based scheduling with retransmission.

The simulation parameters are summarized in Table II. The
values were chosen to emulate typical IIoT scenarios with
constrained resources and challenging network conditions.
Although both links share the same configured delay (e.g.,
100 ms), their transmission rates differ significantly: Link 1
sends packets at 10 packets/sec, while Link 2 sends at 5
packets/sec. This discrepancy causes packets on Link 1 to
arrive earlier than those on Link 2, resulting in Head-of-Line
blocking at the receiver’s reassembly queue. This configura-
tion reflects practical IIoT environments where heterogeneous

TABLE II: Simulation parameters
Parameter Value
Data Rate (per Source Node) 1 packet/sec
Link 1 Bandwidth 10 packets/sec
Link 2 Bandwidth 5 packets/sec
Link Delay 0.1 seconds
Timeout 0.3 seconds
Maximum Processing Delay 0.05 seconds
Packet Size 1 KB (8 kbits)
Total Packets (per Simulation) 1000
Simulation Runs 50 (1–50 Source Nodes)

devices communicate over links with similar latency but varied
throughput capabilities (e.g., Ethernet vs. Zigbee). Note that,
this setup is consistent with the HoL scenario illustrated in
Fig. 2, where out-of-order arrivals from different paths lead
to latency accumulation. While MPTCP typically uses RTT-
based path selection, our model assumes an even distribution
of packets across paths to investigate the effects of bandwidth
asymmetry. This allows us to simulate concurrent usage of
both links and observe HoL blocking induced by rate differ-
ences, rather than RTT variability.

2) Result Analysis: To evaluate the performance of the
proposed SA-MPTCP and the existing MPTCP schemes, we
analyzed three key metrics: success ratio of packet transmis-
sion (Goodput), latency, and the number of retransmissions.
The results were simulated under varying numbers of IIoT
devices, ranging from 1 to 50, to assess the scalability and
efficiency of each configuration.

The Goodput results, as shown in Fig. 6, represent the
success ratio of packet transmission. Normal MPTCP ex-
hibits a noticeable decline in goodput as the number of IIoT
devices increases due to HOL blocking and retransmission
overhead. In contrast, SA-MPTCP achieves consistently higher
Goodput because of its dynamic recovery mechanism, which
reduces retransmissions by recovering lost packets. GFlow-
based MPTCP initially performs similarly to normal MPTCP
but gradually falls behind SA-MPTCP as the number of
devices increases, primarily due to its limited optimization
in retransmission scenarios. The Latency results reveal the
average delay experienced by packets. Normal MPTCP shows
a steady increase in latency as the number of devices grows,
primarily due to HOL blocking and retransmission delays.
SA-MPTCP effectively mitigates latency through its recovery
mechanism, resulting in a lower and more stable latency curve
compared to Normal MPTCP. However, GFlow-based MPTCP
exhibits slightly higher latency than SA-MPTCP because of
its focus on scheduling optimization rather than recovery
efficiency. The Retransmissions results, illustrated in Fig. 6,
highlight the overhead associated with retransmissions in
each configuration. Normal MPTCP suffers from a significant
number of retransmissions as the network load increases, re-
sulting in higher overhead and reduced Goodput. SA-MPTCP
demonstrates a dramatic reduction in retransmissions due to its
effective packet recovery mechanism, which prevents unneces-
sary retransmissions. GFlow-based MPTCP, while optimized
for link utilization, has a higher retransmission count than SA-
MPTCP due to its less robust recovery mechanisms.

Fig. 7 illustrates the Goodput performance of the three
configurations. Normal MPTCP shows a significant decline
in Goodput as the loss rate increases due to the compounded
impact of retransmissions and HOL blocking. In contrast, SA-
MPTCP consistently achieves higher Goodput owing to its
dynamic recovery mechanism, which reduces retransmissions
by recovering lost packets without retransmission overhead.
Although GFlow-based MPTCP performs better than Normal
MPTCP, its Goodput declines more sharply than SA-MPTCP
due to its retransmission handling limitations under high loss
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Fig. 6: Goodput, latency, number of retransmissions according to the number of nodes (1 - 50)
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Fig. 7: Goodput, latency, number of retransmissions according to the loss rate (0.01 - 0.5)

0 10 20 30 40 50

The number of IIoT Devices

0.5

0.6

0.7

0.8

0.9

1

T
h
e
 s

u
c
c
e
s
s
 r

a
ti
o
 o

f 
p
a
c
k
e
t 
tr

a
n
s
m

is
s
io

n

Goodput Comparison

Proposed SA-MPTCP

FEC-based MPTCP

0 10 20 30 40 50

The number of IIoT Devices

0.1

0.15

0.2

0.25

0.3

0.35

L
a
te

n
c
y
 (

s
)

Latency Comparison

Proposed SA-MPTCP

FEC-based MPTCP

0 10 20 30 40 50

The number of IIoT Devices

0

100

200

300

400

500

M
F

L
O

P
s

MFLOPs Comparison

Proposed SA-MPTCP

FEC-based MPTCP

Fig. 8: Goodput, latency, computational overhead (FLOPs) according to the number of nodes (1 - 50)

rates. The latency results are presented in Fig. 7. Normal
MPTCP experiences a steady increase in latency as the loss
rate rises, primarily due to the increased retransmission delay
caused by HOL blocking. SA-MPTCP exhibits lower and
more stable latency compared to Normal MPTCP, thanks
to its efficient recovery mechanism. GFlow-based MPTCP,
while optimized for link scheduling, incurs slightly higher
latency than SA-MPTCP, especially at higher loss rates, due to

its reliance on retransmissions without an effective recovery
mechanism. Fig. 7 highlights the number of retransmissions
for each configuration as the loss rate increases. Normal
MPTCP suffers from a dramatic rise in retransmissions with
higher loss rates, leading to substantial overhead. SA-MPTCP
shows a marked reduction in retransmissions, even under
high loss rates, due to its recovery mechanism that prevents
retransmission for successfully recovered packets. GFlow-
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TABLE III: Illustrative impact of the GAN-based recovery
module on SA-MPTCP performance under a fixed simulated
loss rate

Scheme Normalized
Goodput Latency Retran. Count

MPTCP (Normal) 0.6 0.23 300
FEC-MPTCP 0.7 0.19 220
SA-MPTCP (GAN Off) 0.75 0.2 260
SA-MPTCP (GAN On) 0.82 0.17 55

based MPTCP performs slightly better than Normal MPTCP,
but its retransmissions remain significantly higher than SA-
MPTCP due to the lack of a robust recovery strategy.

B. Performance Comparison with FEC-based MPTCP
To assess the effectiveness of the proposed GAN-based

recovery, we conducted comparative experiments with FEC-
based MPTCP [27]. As shown in Fig. 8, SA-MPTCP con-
sistently maintains higher goodput compared to FEC-based
MPTCP under increasing IIoT device density. This is attributed
to its semantic-aware recovery, which reconstructs only critical
packets and avoids unnecessary retransmissions.

In addition, Fig. 8 illustrates that the latency of SA-MPTCP
slightly increases due to the inference time of the GAN model,
especially under higher network load. Meanwhile, FEC-based
MPTCP exhibits a flatter latency profile but lacks packet-level
semantic adaptation.

Regarding computational cost, the GAN-based semantic
recovery introduces substantially higher computational over-
head, especially in terms of floating-point operations (FLOPs),
this tradeoff is justified in many industrial scenarios. In
particular, IIoT systems often operate in environments where
semantic integrity and real-time responsiveness outweigh raw
computational efficiency. For example, in applications such as
robotic control, remote manufacturing inspection, or teleop-
eration, the loss of semantically critical information can lead
to process errors, safety hazards, or production inefficiencies.
To address this, we also discuss a hybrid design in which
FEC-based MPTCP is applied to non-critical flows, while SA-
MPTCP selectively activates GAN-based recovery for seman-
tically significant data. This layered approach balances perfor-
mance and resource constraints in practical IIoT environments.

While the proposed SA-MPTCP incurs slightly higher la-
tency and computational overhead compared to FEC-based
MPTCP, it demonstrates superior performance in maintaining
goodput and reducing retransmissions under increasing net-
work load. This trade-off reflects a practical gain in semantic
robustness and real-time reliability, particularly in IIoT sce-
narios where data significance and timely delivery outweigh
minimal increases in processing cost.

To examine the specific contribution of the GAN-based
recovery mechanism, we conducted an ablation study under
a fixed loss rate of 0.3 — a moderately lossy yet realistic
network condition for multipath transport. Table III compares
the performance of four schemes at a fixed loss rate of
0.3. When the GAN-based recovery module is enabled, SA-
MPTCP achieves the best performance across all metrics.
Goodput improves from 0.60 (MPTCP) to 0.82, latency de-
creases from 0.23 s to 0.17 s, and retransmissions are reduced
by more than 80%. This indicates that the GAN effectively
reconstructs lost semantic packets, mitigating Head-of-Line
blocking and minimizing retransmission overhead. Overall, the
GAN module substantially enhances reliability and bandwidth
efficiency in lossy multipath environments. We note that the
values in Table III are intended to illustrate relative trends in a
controlled simulation setting rather than to replicate a specific
industrial deployment.

C. Deployment Considerations
Given the computational nature of the GAN-based packet

recovery, deployment can be realized in two modes depending
on device capabilities:

• Edge Inference: For moderately powerful IIoT devices
(e.g., industrial PCs or gateways), the recovery module
can operate locally with sub-50 ms latency.

• Fog/Cloud Recovery: For constrained devices, packet
recovery can be offloaded to a centralized edge server
or cloud orchestrator.

The framework can dynamically select the mode based on
device resource profiling. Further, techniques such as model
quantization and distillation are being explored to reduce
runtime overhead.

D. Cross-Device Generalization
We also conducted preliminary tests to evaluate model trans-

ferability. When deployed across heterogeneous sensor types
(e.g., vibration, temperature), the GAN model retained 91.2%
average recovery accuracy with minimal fine-tuning. We plan
to incorporate domain adaptation and few-shot learning to
enhance generalizability in future work.

VI. CONCLUSION AND FUTURE WORK

This study proposed a GAN-based packet recovery mecha-
nism to address the HOL blocking issue in MPTCP environ-
ments, with a specific focus on IoT networks. The unique con-
straints of IoT environments, limited computational resources,
high packet loss rates, and the demand for real-time com-
munication, render traditional retransmission-based methods
suboptimal. By leveraging GANs, the proposed mechanism
recovers lost packets in real-time, eliminating retransmissions
and significantly reducing transmission delays, while main-
taining high recovery accuracy.

The experimental results validated the effectiveness of the
GAN-based approach. Across a range of packet loss rates, the
mechanism consistently achieved high recovery accuracy, ex-
ceeding 95% in low-loss scenarios and maintaining above 85%
even under high-loss conditions. Additionally, the proposed
method outperformed traditional retransmission strategies in
terms of transmission delay, achieving reductions of up to
90% in low-loss scenarios. These results highlight the mech-
anism’s potential to enhance real-time IIoT applications, such
as remote robot control, industrial automation, and flexible
manufacturing infrastructure, where low latency and high reli-
ability are essential. However, it is important to acknowledge
the limitations of GAN-based recovery. The reconstructed
packets are semantically similar, but not identical to the
original packets. This semantic approximation is acceptable for
applications like streaming video or real-time control where
occasional data imperfection is tolerable, but it may not be
suitable for applications requiring absolute data integrity, such
as file transfers or critical command data.

However, the study also identified areas for improvement.
The computational overhead associated with GANs became
more pronounced for larger data sizes, which could limit
the scalability of the mechanism in high throughput IIoT
systems. Addressing this limitation will be a key focus of
future research, including the development of lightweight
GAN architectures that can operate efficiently on resource
constrained IoT devices. Additionally, integrating the GAN-
based approach with semantic communication techniques of-
fers promising opportunities to further enhance performance
by prioritizing the recovery of semantically significant data.

In conclusion, this study demonstrated that the proposed
GAN-based packet recovery mechanism provides a robust and
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scalable solution for addressing the limitations of traditional
retransmission strategies in IoT networks. By tackling key
challenges such as HOL blocking, high packet loss, and real-
time communication demands, this research lays the foun-
dation for reliable and efficient data transmission in IoT
environments.3 Although our current framework is built on
MPTCP for compatibility with legacy IIoT stacks, a natural ex-
tension would be to implement SA-MPTCP over (MP)QUIC,
which natively supports stream-level prioritization. We plan to
explore this direction in future work. We also emphasize that
the proposed mechanism is not intended to replace existing
control-level delay compensation methods (e.g., observers)
or industrial application protocols, but rather to complement
them as an optional transport-aware enhancement in loss-
prone multipath environments. In addition, while this study
focuses on simulation-based evaluation to validate architec-
tural feasibility and performance trends, we acknowledge that
a prototype implementation on real systems would provide
stronger empirical validation. Developing a proof-of-concept
implementation on an edge-based MPTCP testbed is part of
our ongoing and future work as well.
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