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Abstract

The Internet of Things (IoT) has revolutionized how we live and work by connecting everyday devices to the Internet. As the
demand for IoT devices grows, a reliable and efficient communication infrastructure to support these devices has become crucial.
Cellular IoT (CIoT) has emerged as a promising solution to this challenge, offering a low-cost, low-power, and scalable commu-
nication network for IoT devices. This paper presents a comprehensive overview of CIoT technology in response to the growing
demand for IoT applications with low latency, high coverage, low power consumption, high device connection, and low cost. The
four major CIoT technologies standardized by the Third Generation Partnership Project (3GPP) organization are investigated, in-
cluding extended coverage global system for mobile communications IoT (EC-GSM-IoT), long-term evolution for machine-type
communications (LTE-M), narrowband IoT (NB-IoT), and recently, new radio reduced capability (NR-RedCap). These technolo-
gies are analyzed regarding their fundamental focuses, features, use cases, requirements, and future work. In addition, we provide
a comparative study of these types of IoT technology to assist researchers in understanding the available options and their potential
limitations. Finally, open challenges are discussed to direct future research in the field.
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1. Introduction

The cellular Internet of Things (CIoT) refers to using cellu-
lar networks, such as fourth and fifth-generation (4G and 5G)
networks, to connect IoT devices to the Internet. These devices
can range from simple to complex, from smart thermostats and
surveillance cameras to agricultural monitoring systems. The
concept of CIoT is derived from an interest in a wide coverage
area, massive connectivity, security, trustworthiness, ultralow
latency, throughput, and ultra-reliability. One of the main ben-
efits of using cellular networks for the IoT is their wide cover-
age area and ability to connect to the Internet, even in remote
or hard-to-reach locations. Compared to other types of wire-
less networks, cellular networks typically offer greater reliabil-
ity and lower latency, making them ideal for applications that
require real-time data transfers or remote control [1].

Moreover, because many IoT applications are mission crit-
ical and demand more than 99.99% reliability with less than
1 ms end-to-end latency, cellular connectivity is considered the
most appropriate option because it has access to the licensed
spectrum, ensuring the security and reliability of the communi-
cation service [2]. Due to their global and standardized nature,
cellular technology is required for the connection of billions of
devices in IoT applications. The cellular network offers a va-
riety of attributes that makes it a good choice for various IoT
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applications, including good quality of service (QoS) and expe-
rience (QoE), the ability to support mobility and service-level
agreements, fast data rates, and worldwide coverage [1]. To
support massive connectivity, the Third Generation Partnership
Project (3GPP) organization has standardized three new types
of technology: the extended coverage (EC) global system for
mobile communications (GSM) IoT (EC-GSM-IoT), long-term
evolution (LTE) for machine-type communications (LTE-M),
and narrowband IoT (NB-IoT), known as the CIoT, since Re-
lease (Rel.) 13. Additionally, Rel. 17 introduced the fourth cat-
egory of CIoT technology, called reduced capability (RedCap)
new radio (NR), which is specifically designed to offer cellu-
lar services to a vast number of IoT devices planned for use
in the 5G licensed spectrum [3]. The improvements made by
3GPP from Rel. 13 [4] to 15 [5] are on their baseline deploy-
ment; however, since Rel. 16, LTE-M and the NB-IoT can share
the 5G NR channels with 5G devices. 3GPP is working on a
technology that assures better coverage for a large number of
inexpensive, low-throughput devices with low power consump-
tion in applications that can tolerate delays. The CIoT is being
applied as a new approach to global connectivity and remote
device management. Moreover, given the enhanced data rate
and capacity, 5G networks are expected to drive numerous IoT
connections. Thus, cellular networks should be optimized to
support low-power and low-data-rate use cases to satisfy IoT
demands [6, 7, 8, 9, 10].

Machine-type communication (MTC) applications can be
delay-tolerant (tolerate low data rates and longer latencies, e.g.,
utility meters) or delay-sensitive (cannot tolerate low data rates
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Table 1: Definitions of Abbreviations

Abbreviations Definition Abbreviations Definition
3GPP Third Generation Partnership Project 8PSK Eight-phase shift keying
BS Base station CEL Coverage enhancement level
CE Coverage enhancement CIoT Cellular Internet of Things
DRI Day reporting interval DL Downlink
DRX Discontinuous reception cycles EC-GSM-

IoT
Extended coverage global system for mobile communica-
tions Internet of Things

eDRX extended discontinuous reception EDR Early data transmission
eGPRS enhanced-general packet radio service eMBB enhanced mobile broadband
FD-FDD Full-duplex frequency division duplexing GMSK Gaussian minimum shift keying
GPRS General packet radio service HARQ Hybrid automatic repeat request
HRI Hour reporting interval IIoT Industrial Internet of Things
IoT Internet of Things LPWA Low-power wide-area
LTE-M Long-term evolution for machine-type communication MAC Medium access control
MCL Maximum coupling loss mMTC Massive machine-type communications
MWUS Machine-type communications wake-up signals NB-IoT Narrowband IoT
NR New Radio NRSRP Narrowband reference signal received power
OFDMA Orthogonal frequency-division multiple access PDCCH Physical downlink control channel
PDSCH Physical downlink shared channel PRBs Physical resource blocks
PSM Power-saving mode PUSCH Physical uplink shared channel
QAM Quadrature amplitude modulation QoE Quality of experience
QoS Quality of service QPSK Quadrature phase-shift keying
RedCap Reduced capacity RRC Radio resource control
SC-FDMA Single-carrier frequency division multiple access TAU Tracking area update
TBS Transport block size TDMA Time division multiple access
UE User equipment UL Uplink
URLLC Ultra-reliable and low-latency communications VoLTE Voice over long-term evolution

and longer latencies, e.g., remote robotics surgery), certain ap-
plications, such as smart cities, fall in the middle of these two
opposite ends. Considering these categories, as per Ericsson’s
mobility report [11], by 2023, 3.5 billion CIoT connections are
expected to be deployed, and by 2026 [12], the NB-IoT and
LTE-M are expected to comprise 45% of all CIoT connections.
Consequently, research has been conducted to provide a review
of the CIoT with various scopes and themes, as detailed in the
subsequent section (Section 2). However, the existing studies
have covered only a subset of the CIoT technology or were lim-
ited to a specific focus area.

To the best of our knowledge, this survey paper holistically
details all the existing CIoT use cases, general architecture,
requirements, technology, and challenges. We have come up
with a broader concept of CIoT networks that covers various
aspects, including standards and emerging technology, to offer
a complete view of the available development technology and
the specific challenges that exist. Moreover, a state-of-the-art
review of CIoT technology regarding the focuses, features, and
applications is provided. The main contribution of this compre-
hensive survey consists of the following.

• We deliver an in-depth and updated overview of the cur-
rent state-of-the-art CIoT technology. The technology is
examined regarding advancements and innovations, and
the current development state is discussed, making it a
valuable resource for those interested in the field. A de-
tailed explanation of the general network design and in-
frastructure of CIoT systems is reviewed.

• We provide an analysis of the various real-world appli-
cations and the importance of the CIoT. In addition, we

analyze the use cases for the CIoT in terms of their signif-
icance and the potential effect on various industries and
societal systems.

• We examine the key features, including wide coverage,
massive connectivity, low cost, low power consumption,
and focus areas for each type of CIoT technology (i.e.,
EC-GSM-IoT, LTE-M, NB-IoT, and NR-RedCap). The
study offers a deep understanding of the capabilities of
each type of technology and the areas where they excel
or require improvement.

• We identify the open challenges to be addressed for the
future development of the CIoT to provide insight into
its future direction and the steps to be taken to overcome
these challenges.

The remainder of this article is organized as follows. Section 2
reviews related work, and Section 3 provides a general under-
standing of the structure and components of the CIoT networks.
Next, Section 4 investigates the general application use-case
classifications to be supported by the CIoT from the perspec-
tive of 3GPP and Ericsson. We present a review of the current
CIoT technologies: EC-GSM-IoT, LTE-M, NB-IoT, and NR-
RedCap in Section 5 divulging each technology’s briefing from
Sections 5.1 to 5.4, respectively. Regarding the focuses, fea-
tures, and applications of CIoT, we discuss from Sections 6 to
8, respectively. Section 9 outlines the potential challenges and
limitations of the CIoT, and Section 10 concludes the paper. For
ease of reference, we display the paper organization in Fig. 1.
Table 1 lists the abbreviations used in this survey.
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2. Related Work

Since the introduction of the CIoT, various research has
been conducted from different perspectives to provide an overview
of the related use cases, key enablers, and challenges. A com-
parative study [13] evaluated the NB-IoT against other technol-
ogy regarding latency, QoS, battery lifetime, capacity, and cost,
applying some application scenarios. In other studies [14], [15],
authors have analyzed the indoor coverage, low power con-
sumption, latency insensitivity, and massive connection sup-
port of NB-IoT-targeted technical features, such as resource al-
location, energy-efficiency techniques, and latency-energy per-
formance evaluations. In addition, some applications, such as
smart agriculture and smart health, have been analyzed with fu-
ture research directions. In [16], the authors detailed and ana-
lyzed possible security attacks on NB-IoT-enabled devices and
proposed various approaches and techniques for smart home
and smart healthcare applications. Standardization efforts em-
ployed on the security aspects of the NB-IoT and security re-
quirements of IoT applications with an extensible combination
of the NB-IoT to the 5G are addressed in [17]. In [18], ba-
sic factors, such as the modulation scheme selection and chan-
nel coding that affect the energy consumption of the NB-IoT
from the perspective of resource management, were analyzed
and synthesized, and future work suggestions were offered. In
[19], the physical layer, specifically the base station (BS) and
user equipment (UE) of the NB-IoT system, was presented in
detail, exploring the radio resource control (RRC) and medium
access control (MAC) layers in the physical design of chan-
nels as well. In [20], the power consumption and commu-
nication range of self-powered NB-IoT in remote monitoring
applications were evaluated. However, these studies [13, 14,
15, 16, 17, 18, 19, 20] considered only the NB-IoT technol-
ogy in the CIoT. The authors of [21] focused on integrating
low-power wide-area network (LPWA) technology to preserve
an affordable low-battery device and a wide geographical area
while enhancing power consumption and providing future re-
search directions. In [22], channel control procedures and mas-

sive MTC (mMTC) standard guidelines with NB-IoT and LTE-
M features, including wide coverage, low power consumption,
and massive connectivity, were explored along with future chal-
lenges and innovative ideas. A comparative study on the per-
formance of CIoT technology was conducted in [30], focusing
primarily on the NB-IoT and LTE-M. Coverage (i.e., coverage
enhancements (CEs)), power consumption, module cost, con-
nection count (i.e., number of connections per cell), supported
features (i.e., voice support), and service modes have been com-
pared. In [23], the authors provided comprehensive guidance on
the IoT localization methods of NB-IoT and LTE-M devices,
which is vital for ultra-dense devices that result in IoT position-
ing problems. Power consumption is the primary concern in
IoT applications. Hence, improving battery life and message
latency is essential, especially in rare data transmission cases,
because it has a large signaling overhead in LTE-M and the NB-
IoT due to the process of establishing a connection. In [31], the
authors clarified early data transmission (EDT) mechanisms in-
troduced by 3GPP to transmit data during the random-access
procedure (triggers the connection to a cell) to enhance the
power efficiency of the device and minimize message delay,
which is vital in a wide coverage scenario. The authors of [24]
evaluated mMTC features and QoS provisioning issues with
critical enablers for mMTC in cellular networks. A detailed
overview is presented on the channel access mechanisms and
radio access network (RAN) congestion problems in the NB-
IoT and LTE-M with machine learning (Q-learning approach)
solutions for congestion relief, including future research direc-
tions. However, these surveys [21, 22, 30, 23, 31, 24] reviewed
only the NB-IoT and LTE-M.

In [7], the authors investigated EC-GSM-IoT, NB-IoT, and
LTE-M as licensed LPWA technologies, focusing on their low
power consumption, low data rate, and broad coverage area fea-
tures. Their study had a limited scope and aimed to facilitate
LPWAN-5G integration to support a more extensive range of
industrial applications, including process control and high data-
rate multimedia applications. The authors of [25] compared the
cost of EC-GSM-IoT, LTE-M, and NB-IoT in urban and ru-
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Table 2: Summary of recent surveys on the CIoT

Reference Year CIoT Technology Focus Contributions

[13] 2019 NB-IoT Latency and QoS This paper investigated the benefits of the NB-IoT in terms of latency and QoS
compared with other types of LPWA technology.

[14] 2019 NB-IoT Energy-efficiency tech-
niques

This paper investigated the resource allocation and energy-efficiency techniques
of the NB-IoT to achieve green IoT objectives.

[15] 2020 NB-IoT Latency and Battery life The paper investigated the battery life and latency of NB-IoT devices, as well as
future research prospects in the integration and interconnection of AI and IoT.

[16] 2020 NB-IoT Security The paper analyzed the security issues of NB-IoT technology, focusing on the
aspects of secured network communication in network access and the security
requirements of IoT applications, along with future work recommendations.

[18] 2020 NB-IoT Resource management of
NB-IoT

This paper presented some challenges faced by the NB-IoT advancement in
energy efficiency, data-rate performance, scalability, and most importantly, re-
source management, along with identifying potential research opportunities for
future work.

[19] 2020 NB-IoT Physical layer design This paper offered a tutorial that outlined the features and scheduling of physical
channels on the NB-IoT BS and UE.

[20] 2021 NB-IoT Power consumption and
communication range

This paper developed an effective strategy for practical applications of self-
powered remote monitoring systems in 5G NB-IoT systems in terms of power
consumption, limited communication range, and operation lifespan.

[21] 2019 NB-IoT, LTE-M Coverage, signal propaga-
tion, and energy conserva-
tion

The performance of LTE-M and NB-IoT in terms of signal propagation, cover-
age, and energy conservation with viable future work is analyzed.

[22] 2020 NB-IoT, LTE-M URLLC and mMTC in
CIoT

The paper provided an in-depth review of the enablers, challenges, and tech-
niques involved in the integration of essential mMTC in CIoT networks with
upcoming innovative concepts.

[23] 2020 NB-IoT, LTE-M Localization The paper supplied a detailed overview of LTE-M and NB-IoT localization tech-
niques for a massive number of IoT devices.

[24] 2020 NB-IoT, LTE-M Application scenarios of
the mMTC and channel
access mechanisms

The paper provided a detailed overview of LTE-M and NB-IoT features in a
precise manner from the perspective of channel access mechanisms and offered
solutions for the RAN congestion problem using machine learning techniques
and future research directions.

[7] 2022 EC-GSM-IoT, LTE-
M, NB-IoT

5G, EC-GSM-IoT, LTE-
M, and NB-IoT integration

The research paper presented a survey and tutorial about the integration of the
5G network and LPWA network (LPWAN).

[25] 2021 EC-GSM-IoT, LTE-
M, NB-IoT

Cost structure and scala-
bility

The paper assessed the cost structure of the NB-IoT, LTE-M, and EC-GSM-IoT
with other non-CIoT LPWA technology.

[26] 2022 EC-GSM-IoT, LTE-
M, NB-IoT

Energy-saving solutions The survey examined the top solutions to minimize the energy consumption of
the CIoT devices, such as the frequency of data transmission, DRX, and RRC
timers with future directions for solutions on energy consumption reduction.

[9] 2021 RedCap Rural, urban, and indoor
coverage analysis

This paper demonstrated a thorough assessment of NR-RedCap coverage for
various physical channels, specifically on the coverage limitations for RedCap
UE in rural, urban, and indoor scenarios.

[27] 2021 RedCap Device complexity reduc-
tion, coverage, capacity,
and power analysis

This paper discussed an overview of RedCap and details the important com-
plexity features standardized by 3GPP, including device complexity reduction,
coverage compensation, and power saving.

[28] 2022 RedCap Analysis of battery life,
coverage, and cost

In this article, the authors discussed 3GPP Rel. 17 RedCap in terms of perfor-
mance improvements and cost reductions, including future release enhancement
requirements.

[29] 2022 EC-GSM-IoT, LTE-
M, NB-IoT, RedCap

AI and IoT integration and
future research directions

The paper detailed the short and generic characteristics of various IoT standards,
primarily EC-GSM-IoT, LTE-M, NB-IoT, and RedCap focused on AI integra-
tion.

Ours 2023 EC-GSM-IoT, LTE-
M, NB-IoT, RedCap

Overall feature analysis,
general architecture, appli-
cations, release enhance-
ment analyses, and focus
area explorations.

This paper clarifies the state-of-the-art CIoT features, general network architec-
ture, the release advancements since Rel. 13, focus areas, use cases, technology,
and future challenges.

ral deployments and key cost factors from the perspective of
profitability in employing the CIoT in firms. A broad survey
on energy-saving solutions in EC-GSM-IoT, LTE-M, and NB-
IoT was conducted, including analyzing critical factors that af-
fect power usage, such as data reporting frequency, discontin-
uous reception cycles (DRX), and RRC timers, [26], direct-

ing future energy consumption reduction techniques. However,
these studies [7, 25, 26] investigated EC-GSM-IoT, NB-IoT,
and LTE-M within limited key enablers.

In [27], the authors provided the primary features of the
RedCap device standardized by 3GPP to support mid-range IoT
applications with complexity reduction, coverage compensa-
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tion, and power-saving prerequisites. The authors of [9] con-
ducted a detailed assessment of coverage for RedCap UE in
various settings, including rural, urban, and indoor scenarios.
In [28], a comprehensive overview of 3GPP Rel. 17 RedCap
regarding cost reduction, and power-saving results were pre-
sented with design guidelines with future expected 3GPP Red-
Cap release specifications. These surveys [27, 9, 28] focused
on RedCap with some feature components based on the 3GPP
standard specifications.

In [29], the authors analyzed EC-GSM-IoT, LTE-M, NB-
IoT, and RedCap and verified that they are proven as 5G IoT
standards employed in various real-time applications when in-
tegrated with artificial intelligence (AI). However, the research
focuses on AI and IoT integration in the CIoT with future re-
search directions. Hence, considering the various surveys con-
ducted, the surveys and studies address various aspects with
limited focus. However, this survey provides comprehensive
all-in-one information on coverage, power consumption, cost,
device complexity, and device connection analysis. Further-
more, this review covers the general architecture, applications,
release enhancement, development analysis, focus area explo-
rations, and future challenges based on previous studies and on-
hand survey results. Table 2 summarizes related studies to il-
lustrate the difference from this survey.

3. General Network Architecture of the CIoT

This section discusses the general network architecture of
the CIoT. The cellular network standards organizations, such
as 3GPP and its member companies: Ericsson, Huawei, Qual-
comm, and Vodafone endorse the cellular-network-based archi-
tecture of CIoT. Cellular-network-based architectures connect
IoT devices to the cellular network’s IoT infrastructure and al-
low them to access the Internet through middleware provided
by the operators. Various requirements, such as bandwidth, en-
ergy efficiency, coverage, mobility, and reliability, are consid-
ered when network architecture is developed and deployed. The
network architecture of the CIoT is designed to be scalable and
flexible to support a wide range of devices and applications. Its
ultimate goal is to transition from inflexible network structures,
where all devices communicate directly with a network access
point, to a more flexible architecture. This new approach allows
devices and the network to dynamically form interconnected
sub-networks, resembling a mesh, as and when needed [32]. It
can support low-power, low-bandwidth, and high-power, high-
bandwidth devices and can be easily integrated with existing
networks and systems. Integration with existing networks and
systems allows organizations to leverage the advantages offered
by IoT without having to completely overhaul the existing in-
frastructure.

Figure 2 presents the general network architecture of CIoT,
facilitating communication between IoT devices and the Inter-
net. A CIoT network architecture focuses on increasing net-
work robustness against dynamic resource availability and pro-
viding ubiquitous connectivity. For instance, to meet the re-
quirements of CIoT, existing legacy network architectures need
to undergo substantial changes, such as enabling non-orthogonal

access to increase the number of connected devices, implement-
ing grant-free UL communication for fast and reliable commu-
nication, and adopting a multihop mesh network to support low-
power devices in challenging locations [33]. As CIoT operates
within existing cellular infrastructure, it facilitates interoper-
ability between devices and harvests communication and com-
puting resources across the network [34]. As depicted in the
figure, the architecture comprises four main components: the
IoT devices, BS, network stack (user plane and control plane),
and Internet (CIoT applications). The first layer, the IoT de-
vices include sensors, actuators, and other connected devices
that collect and transmit data. Using these nodes, sensor data
will be collected and transmitted to the access point, or they
will receive data from it, to perform the response associated
with the actuators. These devices communicate with the next
layer, the BS, using CIoT technology (EC-GSM-IoT, LTE-M,
NB-IoT, and RedCap), which connects the IoT devices to the
network.

The next layer is the network stack, comprising the user and
control planes responsible for the efficient and effective data
delivery between IoT devices and applications which are the
two optimizations for the CIoT. The user and control planes
form two distinct layers of the network stack and serve distinct
functions, with the user plane carrying the data and the con-
trol plane managing the network resources [35]. Specifically,
the user plane manages the data transmission and chooses the
best path for control data packets for uplink (UL) and downlink
(DL) [36], and the control plane manages the overall network.
In addition, the user and control planes work together to ensure
an efficient and reliable exchange of information among IoT de-
vices and the Internet. Finally, CIoT applications are at the top
layer, which includes the applications and services that use the
data collected by IoT devices. These applications can include
everything from smart home systems to industrial automation
systems [37]. The CIoT network architecture allows for the
seamless integration of IoT devices and applications, making it
an essential part of the IoT and plays a significant role to enable
massive CIoT applications.

Some of the CIoT technology (e.g., LTE-M and the NB-
IoT) operates over a shared spectrum of LTE architecture with
certain optimization techniques [38]. Some features were re-
moved to reduce the complexity, equipment cost, and battery
consumption in the shared LTE architecture, including handover
for fast connection, carrier aggregation, and channel quality
measurements [39]. In the CIoT network, two dedicated ma-
chines are used for communication: the MTC device and the
MTC gateway. An MTC device is an endpoint that can com-
municate directly with a BS or connect via two hops to MTC
gateways, as illustrated in Fig. 2. In this way, MTC gateways
help increase data transmission efficiency by relaying data to
the BS [40]. In fact, gateway utilization is feasible in numer-
ous instances, but certain regions and circumstances lack such
infrastructure. Consequently, in such scenarios, it becomes im-
perative to establish direct communication.
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Figure 2: Overall architecture of the CIoT.

4. CIoT Application Use-Case Classifications

The development of CIoT results from collaboration and in-
novation from multiple companies and researchers [11, 41, 42].
It has emerged as a way to extend the capabilities of cellular net-
works to establish connectivity for a diverse range of devices to
enable a broad range of new use cases and applications, such
as smart cities, industrial automation, and remote monitoring,
to mention a few, by offering low-cost, low-power, and reliable
connectivity. Globally, the standards of the CIoT have been
developed by 3GPP and Ericsson, among others, which have
different methods of classifying CIoT application use cases, as
presented in Fig. 3. Accordingly, this section discusses the ap-
plication use classification by 3GPP and Ericsson.

4.1. 3GPP Classification

3GPP is a collaboration between telecommunications stan-
dard organizations to develop global standards for cellular com-
munication technologies [43]. Specifically, 3GPP is working
on the development of 5G technology and standardization of
IoT technologies to improve connectivity and communication
between devices [44]. They also work on developing new fea-
tures and functionalities for cellular networks, such as network
slicing, improved security, and reduced latency, to support the
growing demands of IoT and other emerging technologies. This
section focuses on their classifications from the application per-
spectives that 3GPP defines three usage scenarios of 5G: mMTC,

ultra-reliable and low-latency communications (URLLC), and
enhanced mobile broadband (eMBB) [45], [46].

4.1.1. mMTC
Specifically, mMTC is designed to enable numerous low-

power, low-cost IoT devices to connect to cellular networks
where many devices infrequently transmit small volumes of
data. It is designed to connect numerous low-cost devices (e.g.,
about 1,000,0000 devices/km2 ) with sporadic, low-throughput
data transmissions within a 10-s latency [47]. The focus is on
low power consumption with up to 10 years of battery life and
high reliability to efficiently use the network resources. It is in-
tended for use cases requiring high device density, such as smart
cities, industrial automation, smart homes, smart metering, and
asset tracking, where many devices must connect to the net-
work simultaneously. In Rel. 13, 3GPP proposed LPWA cellu-
lar technology that specified long-range coverage of 164 dB, in-
expensive and extremely energy-efficient devices that necessi-
tate intermittent and periodic connectivity, including EC-GSM-
IoT, LTE-M, and NB-IoT [45].

4.1.2. URLLC
Higher reliability and lower latency are the most important

design standards in wireless communications. From Rel. 14 to
the present, reliability and latency have been the focus require-
ments, such as new data center interconnect formats, enhanced
physical DL control channel (PDCCH) monitoring capability,
hybrid automatic repeat request acknowledgment ( HARQ ACK)
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feedback based on sub slots, enhanced inter-UE transmitter (Tx)
multiplexing, physical UL shared channel (PUSCH) enhance-
ments, and a variety of active configuration grants [48]. It is
intended for IoT applications that are mission-critical, such as
emergency services, which demand high availability and cover-
age with a low response time of fewer than 1 ms. It is intended
for use cases, such as factory automation, autonomous driving,
and remote surgery [46] for which NR-RedCap is a comple-
ment.

4.1.3. eMBB
The eMBB is designed to provide high-bandwidth and low-

latency media streaming applications [49], such as virtual and
augmented reality, smart offices, and 4k and 8k video streaming
with ultra-high speed Internet access. The eMBB is intended
for use cases, such as smart cities and entertainment. Although
eMBB and CIoT differ, they can work together to offer more
comprehensive and reliable connectivity solutions. The pur-
pose of organizations in the CIoT regarding eMBB is to work to
integrate them to share the capabilities of the trending wireless
development in 5G. These categories are not mutually exclusive
and can overlap. For example, an IoT application may require
both mMTC and URLLC capabilities (e.g., autonomous vehi-
cles, smart grids, industrial automation), or an IoT device may
require mMTC and eMBB capabilities (smart cities, healthcare,
and smart agriculture). 3GPP aims to establish a framework that
can cater to the varied needs of IoT applications and devices and
ensure seamless interoperability among devices and networks.

4.2. Ericsson Classification

Ericsson [50], a leading information communication tech-
nology network provider, working on developing solutions for
connecting a large number of devices to the network, improving
network coverage, and increasing the efficiency and security of
IoT applications. Involved in the standardization and develop-
ment of CIoT technology and refined the IoT applications incor-
porated into the CIoT into four divisions: massive IoT, broad-
band IoT, critical IoT, and industrial automation IoT [51, 32].

4.2.1. Massive IoT
Massive IoT is focused on low-cost devices, small data vol-

umes, and extreme coverage. It is intended to enable increased
network coverage, longer device lifespan, and high connection
density, which is known as mMTC. Ericsson identified the mas-
sive IoT as LPWA technology, as classified by 3GPP, employed
on licensed spectrum bands. Massive IoT is employed when
low-complexity devices, long battery life, extensive coverage,
and massive deployments are necessary. Massive IoT applica-
tions (i.e., smart building, retail, shopping, and manufacturing;
smart home systems; personal IoT devices; etc.) tend to toler-
ate delays at various levels in operation [52, 53, 54]. Hence,
LTE-M, EC-GSM-IoT, and NB-IoT were developed by 3GPP
to support the massive IoT [55] in which according to Erics-
son’s projection massive IoT will make up 51 percent of CIoT
connections by 2027 [56].

4.2.2. Broadband IoT
The broadband IoT provides significantly faster data trans-

fer speeds and reduced latency compared to the massive IoT,
which was released based on mobile broadband [50]. The broad-
band IoT is evolving due to the requirements of accessing multi-
media information with high throughput, low latency, and large
data volumes for communication purposes. The broadband IoT
is designed for high-bandwidth applications, such as video surveil-
lance and remote health monitoring. Due to its capability of
supporting high-speed data transfer, it enables devices to trans-
mit numerous data quickly and efficiently, which is relevant in
healthcare applications (e.g., where high-resolution images and
data-intensive information is transmitted in real-time).

4.2.3. Critical IoT
The critical IoT is necessary when the industrial IoT (IIoT)

and mission-critical applications that require ultrahigh perfor-
mance, very high availability (99.999%), ultra-reliability, and
ultralow latency are in demand [57]. Unlike the massive IoT,
applications of the critical IoT that require a minimal delay,
such as smart healthcare (e.g., remote surgery), industrial au-
tomation in smart manufacturing [22], autonomous driving, as-
set tracking, traffic safety and control, and remote control of
the sensitive components of a smart grid automation [58], are
particularly sensitive to delays. Critical IoT applications are
technically known as URLLC, comprising industrial control,
robotic machines, and autonomous vehicles [32] that require
real-time data transmission. Ultra-reliable, very low latency,
and very high availability are the key performance indicators of
the critical IoT [54].

4.2.4. Industrial Automation IoT
The IIoT targets improving the operational efficiency, safety,

and sustainability of industrial processes and systems that re-
quire unique network deployments. The IIoT is designed for
applications in manufacturing and industrial process automa-
tion [46], achieving increased reliability, reduced latency, higher
data transfer rates, greater flexibility, and secure communica-
tion. The IIoT is the focus and enabler of Industry 4.0 [59,
60, 32], enhancing the controlling capability with remote mon-
itoring applications, such as smart factories, agricultural mon-
itoring, and industrial assets [61]. The IIoT is primarily ap-
plied in IoT applications that demand Ethernet protocol inte-
gration, time-sensitive networking, clock synchronization ser-
vices, and other requirements. Furthermore, in these industrial
real time applications proper implementation and effective de-
sign of deep learning algorithms are necessary aiming for high
performance in terms of reliability, speed, and security. Deep
learning provides a dynamic optimization of the warehouse fa-
cilities, enhances assembly line performance, improves the gen-
erative design, predicts future demands, and reduces errors [62].
Moreover, low cost and complexity are the most important fac-
tors in the IIoT [63].
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Figure 3: 3GPP and Ericsson’s CIoT use-case classifications.

5. CIoT Technologies

This section discusses CIoT technology from various per-
spectives. Initially, 3GPP collated cellular network technology
for the IoT in Rel. 13 included EC-GSM-IoT, LTE-M, NB-IoT,
and in Rel. 17 the NR-RedCap. As illustrated in Table 3, we
summarize the fundamental parameters of the first Rel. 13 for
the three types of CIoT technology and the first NR-RedCap
Rel. 17 technology. 3GPP worked on the EC-GSM-IoT (a com-
plete backward-compatible solution for CIoT that builds upon
the existing GSM or enhanced-GPRS (eGPRS) deployments)
under the 850-900 MHz and 1800-1900 MHz frequency band-
width with the aim of achieving extended battery life and lower
device costs compared to general packet radio service (GPRS)
or GSM devices. It also has extended coverage of up to 164 dB
maximum coupling loss (MCL) for 33 dBm UE and 154 dB
MCL for 23 dBm UE, with variable rates using Gaussian mini-
mum shift keying (GMSK) ranging from approximately 350 bps
to 70 kbps, and eight-phase shift keying (8PSK) up to 240 kbps.
The technology can handle a large number of devices, with
around 50,000 per cell, and provides enhanced security com-
pared to GSM orEDGE. It can be installed through a software
update to the GSM infrastructure [66].

Moreover, as shown in the table, the first release of LTE-
M, Cat-0, was out on Rel. 12 in March 2015 to be configured
as a UE Cat-0 (Cat-0 MTC) IoT version. In Rel. 13 in March
2016, LTE enhanced MTC or Cat-M1 (Cat-1 MTC) IoT, and
the NB-IoT was released to afford IoT applications. In the com-
bined Cat-0 and Cat-M1, LTE-M was introduced to contribute
a 1 Mbps data-rate capacity, supporting full mobility features

with a battery life exceeding a duration of 10 years, which
can be configured easily with a software update to the LTE
infrastructure. In the multiple access techniques, both Cat-0
and Cat-M1 in the UL transmission scenario support the single-
carrier frequency division multiple access (SC-FDMA) meth-
ods, and in the downlink scenario, they both employ orthog-
onal frequency-division multiple access (OFDMA). However,
Cat-0 and Cat-M1 have differences in terms of the UL and DL
bandwidth coverage. The former has a 20 MHz bandwidth, and
the latter has a 1.4 MHz bandwidth derived from the legacy
LTE. The coverage or link budget of Cat-0 is around 141 and is
156 dB for Cat-M1 [43].

In contrast, the NB-IoT was developed from an LTE or
GSM network with 200 kHz of physical resource blocks (PRBs)
and a clean sheet format of 180 kHz that can be compatible
with a software update to the existing legacy LTE or GSM sys-
tems under the 700, 800 and 900 MHz frequency bandwidth.
Because the NB-IoT utilizes many of the same design aspects
as LTE, including channel modulation, coding schemes, and
higher-layer protocols, it provides deployment flexibility and is
primarily designed to address ultralow-end IoT applications [65,
68]. The NB-IoT introduces two modes of operation types, dif-
ferent from the LTE, where the whole PRB is assigned to a sin-
gle piece of UE in the UL and DL. In the single-tone mode, the
NB-IoT utilizes one PRB that has a bandwidth of 180 kHz in
both the DL and UL of the LTE spectrum. However, in the
multitone mode, the resource units are allocated to multiple
pieces of UE to attain the massive device deployment objective
of the CIoT, specifically for the NB-IoT. The NB-IoT system
assigns each tone a transmission bandwidth of either 3.75 or

8



Table 3: First release parameter values of the CIoT (LTE-M, NB-IoT, EC-GSM-IoT, and NR-RedCap)

Parameters
LTE-M NB-IoT EC-GSM-IoT RedCap

Cat-0 Cat-M1 Single-tone
mode

Multitone
mode

DL
Bandwidth 20 MHz

1.08 MHz
(1.4 MHz carrier

bandwidth)

180 kHz (200 kHz
carrier bandwidth)

(12 by 15 kHz)

180 kHz (200 kHz
carrier bandwidth)

(12 by 15 kHz)
200 kHz

20 MHz for FR1,
50, 100 MHz for FR2

UL
Bandwidth 20 MHz

1.08 MHz
(1.4 MHz carrier

bandwidth)

180 kHz (by 3.75 kHz
or 15 kHz)

180 kHz
(by 15 kHz) 200 kHz

20 MHz for FR1,
50, 100 MHz for FR2

Frequency
Bandwidth Cellular band Cellular band

700, 800,
900 MHz

700, 800,
900 MHz

850,900
1800, 1900 MHz

100 MHz in FR1,
200 MHz in FR2

DL Multiple
Access OFDMA OFDMA OFDMA OFDMA TDMA TDMA, FDMA, OFDMA

UL
Multiple
Access

SC-FDMA SC-FDMA FDMA SC-FDMA TDMA TDMA, FDMA, SC-FDMA

DL
Modulation

BPSK, QPSK
16 QAM 64 QAM

BPSK, QPSK
16 QAM, 64 QAM

BPSK, QPSK
optional 16 QAM

BPSK, QPSK
optional 16 QAM GMSK

16 QAM 64 QAM
256 QAM

UL
Modulation QPSK, 16 QAM QPSK, 16 QAM BPSK, QPSK

8 PSK

BPSK, QPSK
optional
16 QAM

GMSK
16 QAM, 64 QAM,

256 QAM

Peak
Data Rate 1 Mbps 1 Mbps

DL 128 kbps,
UL 48 kbps

Transport Block
Size

DL 128 kbs,
UL 64 kbps

Transport Block
Size

DL and UL
(using 4 time slots):
70 kbps (GMSK),
240 kbps (8 PSK),

respectively

2 Mbps for WIS,
25 Mbps for wearables

150 Mbps (DL), 50 Mbps
(UL) for surveillance

Max. Coverage
(MCL) ∼141 dB ∼156 dB ∼164 dB ∼164 dB ∼164 dB

same as
legacy NR
∼144 dB

Range(km) ∼11 ∼11
10–15

(on rural areas)
10–15

(on rural areas) ∼15 –

Latency (s) ≤15 s ≤10 s ≤10 s ≤10 s 700 ms–2 s –

Battery
life ≥10 years ≥10 years up to 15 years up to 15 years ≥10 years

1–2 weeks
for wearables,

several years for
industrial sensors

Device
Capacity/ cell ∼10 k ∼50 k ∼40 k ∼52 k ∼50 k –

Mobility Full Full Nomadic Nomadic Nomadic Full/Nomadic
Deployment Based on LTE Based on LTE Clean-slate Clean-slate Based on GSM Based on 5G NR

Standard 3GPP Rel. 12 3GPP-Rel. 13 3GPP-Rel. 13 3GPP-Rel. 13 3GPP-Rel. 13 3GPP-Rel. 17
References [14] [47][64][42] [14][47][64][4] [14][47][64][4] [14][47][64][4][65] [14] [47] [52][66] [67][9][51][28][3]

15 kHz for UL transmission using the SC-FDMA scheme. For
DL transmission, 15 kHz transmission bandwidth is used with
the OFDMA scheme similar to LTE. Using 15 kHz spacing,
NB-IoT can allocate either one or multiple tones (three, six, or
twelve) to different UE with durations of 4, 2, and 1 ms, re-
spectively. However, with 3.75 kHz spacing, only a single-tone
allocation is supported for various users, with 48 sub-carriers
of 32 ms duration [69], which allows the NB-IoT for increased
deployment flexibility and higher system capacity. From the
Rel. 13 specifications, the data rate in the single-tone alloca-
tion is 48 kbps for the UL, 64 kbps for the multitone mode,
and 128 kbps in the single- and multitone modes in the DL,
with a +20 dB link budget from the legacy LTE of 144 dB sup-
porting more than 10 years of battery life but without mobility
support [70].

In addition, 3GPP introduced RedCap on 5G device speci-
fications with reduced features in Rel. 17, designed objectively
to simplify the standard NR technology. In the 5G technology,

it is insufficient to reuse traditional existing frequency bands
for high-end 5G requirements, so another new and varied fre-
quency band is needed. For 5G NR, frequency band 1 (FR1) is
below 6 GHz or 4.10 to 7.125 GHz, and frequency band 2 (FR2)
is above 6 GHz or 24.250 to 52.600 GHz [71]. Hence, Red-
Cap is supposed to use 20 MHz for FR1 and 50 and 100 MHz
for FR2 in the UL and DL bandwidths, respectively [67]. The
multiple access method is FDMA or time division multiple ac-
cess (TDMA), where frequency or time slot is employed. The
peak data rate varies based on the use cases (e.g., 2 Mbps is
expected for wireless industry sensors, 25 Mbps for wearables,
and 150 Mbps (DL and UL) for surveillance applications). More-
over, after Rel. 13, 3GPP added subsequent enhancements to
the current releases. The subsequent sections discuss these CIoT
technologies in detail, considering their focuses, features, and
applications. Following is a detailed explanation of each CIoT
technology, including their unique features, applications, fo-
cuses, and review state of the art. In this section, we will explore
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the different CIoT technologies available, including EC-GSM-
IoT, LTE-M, NB-IoT, and RedCap, and discuss how they are
being used in various industries and sectors.

5.1. EC-GSM-IoT

3GPP standardized it to support IoT applications in Rel. 13
using the Technical Specifications Group GSM RAN using LTE-
advanced pro [7, 75, 76]. Its development can be considered a
great success because it only requires design reuse and software
upgrades to deploy EC-GSM-IoT in the existing 2G GSM or
eGPRS network without needing new network infrastructure.
It plays a pivotal service in M2M or IoT communications in
the form of voice, data, and SMS. Moreover, most sub-Saharan
African subscriptions are still GSM or EDGE, which is vital
for MTC and global IoT deployment [77]. In particular, the
EC-GSM-IoT technology is intended to facilitate the use of IoT
devices in areas with difficult radio coverage and can operate in
frequency deployments as narrow as 600 kHz. Operators and
companies, such as Broadcom Corporation, Cisco Systems, Er-
icsson, Gemalto NV, Intel Corporation, KDDI Corporation, LG
Electronics, MediaTek, Nokia, Oberthur Technologies, Oore-
doo, Orange, Samsung Electronics, Saudi Telecom Company,
Sierra Wireless, Telit Communications, and VimpelCom, are
also trying to use it with 3G and 4G mobile networks [78].
As shown in Table 4, the maximum UL-DL instantaneous peak
data rates from the Rel. 14 to Rel. 17, in the 8PSK modulation,
is 489.6 kbps both in DL and UL, 153.6 kbps in GMSK modu-
lation in the UL [45, 72]. The channel bandwidth is 200 kHz,
and the device capacity (i.e., devices/km2) is around 60,000.
Additionally, the technology uses CE through message repeti-
tions [73, 29].

Indeed, the GSM technology is well-established, and it still
plays an important role in the deployment of IoT. With the up-
grades implemented by 3GPP in Rel. 13, GSM offers advan-
tages in terms of time, coverage footprint, and cost that are cru-
cial for IoT development. In addition, spectrum availability is
an essential controlling factor of the CIoT and its innovation ca-
pability, growth rate, and development paths. Backward com-
patibility has been applied to use the existing devices and net-
work in the EC-GSM-IoT deployment. As illustrated in [79],
only new synchronization, the broadcast control channel, and
common control channels on time slot 1 of the broadcast con-
trol channel carrier are required for EC-GSM-IoT functioning.
The extended Discontinuous Reception (eDRX) with radio con-
trol level enhancements provides several advantages, including
extended battery life, lower device cost in comparison to GPRS
or GSM devices, improved coverage, and variable rates. The
technology can accommodate a large number of devices while
offering improved security features.

As shown in Figure 4, the 3GPP did efforts to enhance the
EC-GSM-IoT service levels to cope with the requirements of
IoT application requirements. Enhancements on EC-GSM-IoT
have been done including achieving reduced complexity, low
device power consumption, ensuring support of a massive num-
ber of CIoT devices and backward compatibility with GSM, se-
curing low-device cost, improving end-user security, and so on.

In the consequent release, Rel.14, fundamentally, they devel-
oped three enhancement requirement objectives including im-
proving the positioning of devices, coverage for 23 dBm de-
vices, and new time slots (TSs) mapping in extended coverage
for improved resource handling [45]. In EC-GSM-IoT, there are
four coverage classes, namely CC1, CC2, CC3, and CC4, that
are assigned to different channels. Each coverage class deter-
mines the number of blind repetitions in the DL channel, which
are 1, 8, 16, and 32 respectively. Similarly, in the UL channel,
the coverage classes determine the number of blind repetitions
as 1, 4, 16, and 48 respectively that can help to attain the MCL
[26]. In Rel.15, feature enhancements such as supporting multi-
cast to operate in extended coverage in both UL and DL, incor-
porating coverage class CC5 and CC6 to attain 33 dBm, mobil-
ity support, and power consumption reduction techniques (e.g.,
eDRX, paging) were employed. In Rel.16, enhancements in
localization, power consumption reduction (eDRX, WUS, pag-
ing, Preconfigured UL Resources (PUR)), and improved mul-
ticarrier operation. The PUR is employed to allocate radio re-
sources to a UE in advance, enabling the transmission of UL
data without requiring a connection setup process. In Rel.17,
enhancements have been incorporated into EC-GSM-IoT to bet-
ter meet the requirements of application scenarios. These en-
hancements focus on improving the battery lifecycle, device
density, and link budget.

However, in developed countries, after Rel.15, since the 2G-
GSM and 3G-Universal Mobile Telecommunications System
(UMTS) wireless networks are winding down, and some mo-
bile network operators plan to phase out their GSM and UMTS
networks soon [83]. They are shifting to 5G and confirmed the
LTE-M and NB-IoT are a candidate for CIoT technology in ad-
dition to RedCap. Instead of EC-GSM-IoT, they are focused
on LTE improvements and 5G NR so that no further EC-GSM-
IoT feature enhancement is applied. However, in the Middle
East, South-East Asia, and Africa, 2G, 3G, and 4G mobile net-
works are still applicable, know that it can co-exist with 3G, and
4G mobile networks, EC-GSM-IoT is serving well even though
demand for 5G is getting high. In spite of the relatively lesser
attention the EC-GSM-IoT network receives than the LTE-M
and NB-IoT networks, EC-GSM-IoT still offers some promis-
ing applications. In fact, it is a good solution for IoT deploy-
ment in developing countries, where cellular networks are pri-
marily used for voice and other locations where GSM coverage
exceeds LTE coverage.

5.2. LTE-M
Under the 3GPP feasibility study titled “Study on Provi-

sion of Low-Cost MTC UEs Based on LTE,” LTE-M started in
September 2011, earlier than the EC-GSM-IoT and NB-IoT [84].
The main objective was to enhance the LTE device capabilities
in the low-end MTC domain, present an option for the GPRS
and EGPRS devices, and roam GSM networks to LTE. At the
time, eGPRS was incompatible with supporting more devices
and was not cost-effective for MTC devices. They aimed to
provide a solution with device complexity and cost to facilitate
better requirement satisfaction regarding data rates, spectrum
efficiency, and power consumption than the eGPRS. In 2012,

10



Rel. 14 Rel. 15 Rel. 16 Rel. 17Rel. 13
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üLow device power 

consumption
ü Support a massive 

number of devices
ü Secure low-device cost
ü Improve end-user 

security
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compatibility with GSM

ü Improved positioning of 
devices

ü Improved coverage for 
23 dBm devices (CC5)

üNew time slots (TSs) 
mapping in extended 
coverage for improved 
resource handling

ü Support multicast to 
operate in extended 
coverage in both UL and 
DL

üCC6-coverage class to 
attain 33 dBm

üMobility support
ü Power consumption 

reduction (eDRX, paging)

üLocalization
ü Power consumption 

reduction (eDRX, 
WUS, paging, PUR)

ü Improved multicarrier 
operation

Further, increase the:
üBattery lifecycle,
üDevice density, and 
üLink budget

Figure 4: EC-GSM-IoT release enhancement features.

Table 4: EC-GSM-IoT release enhancement metrics.

Parameters Rel. 14 Rel. 15 Rel. 16 Rel. 17

UL-DL
Peak Rates

489.6(8PSK) (UL),
153.6 (GMSK) (UL),

489.6 kbps (DL)

489.6(8PSK) (UL),
153.6 (GMSK) (UL),

489.6 kbps (DL)

489.6(8PSK) (UL),
153.6 (GMSK)(UL),

489.6 kbps (DL)

489.6(8PSK) (UL),
153.6 (GMSK) (UL),

489.6 kbps (DL)

Energy-
Efficient Solution

PSM,
eDRX

eDRX, WUS,
Energy-efficient
paging reception

WUS, eDRX,
Energy-efficient
paging reception

WUS, eDRX,
Energy-efficient
paging reception

References [45, 25, 72, 29, 73] [45, 72, 29, 73] [45, 72, 29, 73] [45, 72, 26, 44, 74]

Rel. 14 (feMTC) Rel. 15 (efeMTC) Rel. 16 Rel. 17Rel. 13 (eMTC)
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✓ No positioning but 
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1 Mbps

✓ PSM enhancements 

for UE

Figure 5: LTE-M release enhancement features.

Table 5: LTE-M release enhancement metrics.

Parameters Rel. 14 Rel. 15 Rel. 16 Rel. 17
DL/UL
Peak
Rates

(Cat-M1) 1.119 Mbps, 4 Mbps,
(Cat-M2) 2.613 Mbps, and
7 Mbps any duplex mode

1 Mbps 800 kbps, 1 Mbps 1.2 Mbps

UL/DL
Bandwidth

1.4/5 MHz (Mode A),
20 MHz (Mode B)

1.4/5 MHz (Mode A),
20 MHz (Mode B)

1.4/5 MHz
(Mode A),

20 MHz (Mode B)

1.4/5 MHz (Mode A),
20 MHz (Mode B)

Energy-
Efficient
Solution

PSM, eDRX, HARQ feedback (UL),
RAI

MWUS, EDT, HARQ
feedback (DL),
cell reselection,

RSS

MWUS, EDT, HARQ
feedback (UL),
cell reselection,

RSS

MWUS, EDT, HARQ
feedback (UL),
cell reselection,

RSS
References [80] [81][33] [80][82] [81] [33] [80][81] [80][81]

in addition to the mentioned requirements, the group extended
coverage improvement over the normal LTE coverage capacity
by at least 20 dB to support deep indoor coverage, as summa-
rized in as shown in Table 5. Furthermore, LTE devices were
more expensive than GSM or eGPRS, so it was worth reducing

the device cost to address the low-end mMTC use cases.
The LTE-M release feature enhancements increased the num-

ber of supported devices per cell, from 361,000 to 1,000,000
devices/km 2 allowing for more IoT devices to connect to a sin-
gle BS, enabling better use of the available spectrum and im-
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proved scalability. New CE techniques (i.e., Mode A, a mod-
erate number of retransmissions with 32 repetitions, and Mode
B, a high number of repetitions with 2,048 repetitions, from
Rel. 14 forward) are introduced to improve the QoS for IoT
devices operating in remote or challenging environments [85].
Through shorter transmission time intervals, the latency is re-
duced from 50 to 100 ms in Rel. 12 to 10 to 15 ms in recent
releases [82]. The LTE-M release enhancements increased the
maximum number of HARQ processes from eight to 10 to im-
prove the reliability of data transmissions, reducing the number
of retransmissions needed to deliver data to IoT devices, im-
proving overall system efficiency and reliability, and reducing
latency. The HARQ allows for more flexibility in determining
the type and amount of retransmitted data, as explained by [86].
Compared with other CIoT components, LTE-M has important
features.

LTE-M is considered the most suitable LPWA technology
for IoT applications that need high data rates, low latency, and
full mobility, including voice, under standard coverage condi-
tions. It is also an ideal choice for IoT applications that require
deep coverage, where the demands for latency, mobility, and
data speed are less rigorous. Indeed, LTE-M is a highly adapt-
able LPWA technology that can cater to both lower and higher
data rates, with its system bandwidth being flexible and capa-
ble of accommodating 1.4 MHz or more. It can handle real-time
traffic, full mobility, and voice features.

In general, in the form of low-cost devices and coverage im-
provements, Rel. 14 and Rel. 15 further developed the standard,
as shown in Table 5. In addition, MTC was further enhanced for
LTE [82], commonly referred to as the “feMTC” work item in
Rel. 14, which brought further enhanced improvements for sup-
porting higher data speeds, improved voice over long-term evo-
lution (VoLTE) support, improved positioning, multicast sup-
port, and the new LTE device, Cat-M2. In Rel. 14, a new UE
Cat-M2, unlike the normal LTE UE for IoT applications that re-
quire a higher data rate (e.g., wearables, such as smartwatches)
but lower device cost. The UE Cat-M2 has a UE bandwidth of
5 MHz and can achieve peak rates of around 4 Mbps for the DL
and 7 Mbps for the UL, assuming it supports FD-FDD opera-
tions [87]. For UE that supports HD-FDD, these peak rates are
roughly half of the aforementioned figures, and for UE that sup-
ports time division duplex, the peak rates depend on the DL/UL
subframe configuration, as stated in [82]. The Cat-M2 UE sup-
ports larger maximum TBSs for unicast transmission than Cat-
M1 UE. Valuable enhancements have been provided in each
release, as illustrated in Fig. 4. Rel. 13 enhanced by employing
coverage enhancement modes (CE mode A and B), improved
device type having lower complexity and cost, enabled VoLTE
in HD mode and introduced additional power saving features
(eDRX) than Rel. 12 that was featured as lower complexity (a
single receive antenna) and low-cost devices (Cat-0), HD opera-
tion, supports a lower data rate requirement (Max: 1 Mbps) and
PSM enhancements for the UE. Rel. 14 further enhanced LTE-
M, offering further developments than Rel. 13 regarding mobil-
ity, data rate, HARQ processing, new Cat-2 specifications, sup-
porting positioning features, and additional power consumption
management techniques [82]. The other power-saving mecha-

nism developed in Rel. 14, the Release Assistance Indication
(RAI) feature is employed to conserve power by permitting the
network to terminate a connection that is no longer required.
By turning off the device radio and freeing network resources
sooner, RAI can help to minimize battery consumption.

A Rel. 15 work item that added use cases, increased spec-
trum efficiency, and additional benefits even further enhanced
MTC (efeMTC) for LTE [88] while reducing latency and power
consumption. Particularly, LTE-M is suited for industry opera-
tions with mobility features that must be tracked and monitored
while moving. In Rel. 15, the central objective was to improve
latency, spectral efficiency, and power consumption further. Po-
tential enhancements to enhance latency include reducing the
system acquisition time (e.g., improving the BS search or sys-
tem information acquisition performance) and supporting EDT.
To increase system capacity, spectral efficiency was improved
in the DL by introducing higher-order modulation (64 QAM),
and in the UL by enabling more precise resource allocation us-
ing sub-PRB granularity, as stated in [89]. To reduce power
consumption, several possible enhancements could help includ-
ing the implementation of EDT, sub-PRB resource allocation,
WUSs, novel synchronization signals, improved HARQ feed-
back, and less stringent measurements for cell reselection [90]
[81][88]. Rel. 15 offered even further enhancements of increased
spectral efficiency, latency improvement, and lower power class.
In Rel. 16, 5G integration has been realized to share 5G capa-
bilities, CE for non-bandwidth reduced low complexity, stan-
dalone development, and mobility improvements. Rel. 17 [91,
92] introduced a maximum DL TBS of 1736 bits, 14 HARQ
processes, and traffic management capabilities. In each release,
enhancements in data rates, device capacities, and energy-efficient
solutions have been integrated.

5.3. NB-IoT

The NB-IoT is a promising technology for the massive IoT
specifically designed for low data-rate applications [14]. Im-
proving the design of the UL/DL Rx to function effectively in
situations where the signal-to-noise ratio is extremely low is
pivotal [96]. The latency is enhanced between 1.6 and 10 s
[97] with a maximum of one or two HARQ techniques. The
maximum TBS in Rel. 14 was enhanced to 2,536 b in the DL
and UL by applying the HARQ process [65]. The NB-IoT
has three deployment options and can be deployed inside an
LTE carrier (in-band in 3, 5, 10, 15, and 20 MHz LTE band-
widths), in its guard-band (in 10 MHz LTE carriers), or its
own designated spectrum (standalone, 200 kHz in the GSM
band) [65, 98, 99, 100]. When a guardband is applied, NB-
IoT devices transmit data with great performance and efficiency
while avoiding interfering with regular voice or data traffic on
cellular networks. It can be considered a new radio access tech-
nology that is different from EC-GSM-IoT and LTE-M with no
backward compatibility [101]. In Rel. 14, it was intended to
optimize the battery efficiency for up to 35 years with extended
coverage of 164 dB [25] with transmission repetitions, power
boosting, software modifications enhancing transport layer pro-
tocols [102], low complexity, support for a massive number of
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Figure 6: NB-IoT release enhancement features.

Table 6: NB-IoT release enhancement metrics.

Parameters Rel. 14 (Cat. NB 2) Rel. 15 Rel. 16 Rel. 17

UL/DL
Peak Rates

standalone and guard-band (79.3 kbps),
in-band (54.3 kbps) (DL), 105.7 kbps (UL)

with 1 HARQ process, standalone and
guard-band (127.3 kbps),
in-band (87.1 kbps) (DL),

158.5 kbps (UL)
with 2 HARQ process

127 kbps (UL)
support of

2 HARQ processes

∼127 kbps (DL),
169 kbps (UL) 254 kbps

Device Capacity
(devices/km2 )

∼80,000 in an
urban environment

∼1,000,000 in an
urban environment

∼1,000,000 in an
urban environment

∼1,000,000 in an
urban environment

Energy-
Efficient
Solution

PSM,
I-eDRX,
C-DRX,

cell reselection

PSM, CI-eDRX,
NWUS, improved
scheduling request,

EDT, quick
release of

RRC connection,
small cell support

PSM, I-eDRX,
NWUS, improved
scheduling request,

EDT, quick
release of

RRC connection,
small cell support

PSM, CI-eDRX,
NWUS, improved
scheduling request,

EDT, quick
release of

RRC connection,
small cell support

References [81] [93][94][73]
[19][33]

[81][93][94]
[95][73][19][33]

[82] [81][93]
[73] [94][73] [26][44]

devices, improved power efficiency, and 10 s or less latency
with positioning and multicast features [103].

The ITU and 3GPP’s mMTC performance criteria are fur-
ther met by NB-IoT Rel. 15 (2018), which can fulfill 5G IoT
requirements. It provides IoT connectivity with high data rates
and reliable communication, boosting the 5G capacity while
increasing IoT connectivity [104]. These requirements com-
prise high-performance and low-complexity features with an
improved spectral efficiency and data rate [8]. Recently, 6G
IoT has been studied extensively regarding the convergence of
the 6G and IoT on five key domains: healthcare IoT, vehic-
ular IoT and autonomous driving, unmanned aerial vehicles
(UAVs), satellite IoT, and IIoT [105] in which 3GPP must work
on the CIoT to support these stringent requirements. CIoT is
also envisioned to support monitoring real-time applications in
UAVs under the circumstances of Age of Information (AoI)
handling status. As shown in Table 6, the same way as LTE-M,
in each release; enhancements in data rates, device capacities,
and energy-efficient solutions are recorded. As shown in Fig-
ure 6, enhancements made available in each release including
low device power consumption, higher density, improved in-
door coverage, reduced complexity, ultra-low device cost, op-
timized network architecture, cell reselection in the idle state,

and Cat-NB1; power consumption and latency reduction (DL
and UL for 2 HARQ processes and larger maximum TBS), new
power class of 14 dBm, Cat-NB2, multicast, higher data rate,
location and positioning protocol OTDOA, non-anchor PRB
enhancements, mobility, and service continuity enhancements;
improved latency, improved power consumption(WUS, EDT),
improved cell range, support TDD, higher spectral efficiency,
improved load control, enhance cell acquisition, D2D commu-
nication; reduced control-signaling overhead, coexistence with
NR, better UE energy efficiency, scheduling enhancement, bet-
ter UL or DL transmission efficiency, improved multi-carrier
operation, 2-step PRACH; enabling data transmission in RRC
inactive mode, intra-UE multiplexing, positioning enhancement
targeting factory automation, extend peak data rate, time syn-
chronization enhancements, 2-HARQ process enhancement, CSI
enhancements in the subsequent releases. In Rel. 14, a new UE
Cat. NB2 has developed with lower device cost and supports a
massive number of IoT devices8̃0,000 in an urban environment.
In resolving energy-consumption problems, they employed so-
lutions including PSM, I-eDRX, C-DRX, and cell reselection
in addition to the eDRX.

In Rel. 15 [95], 3GPP introduced the RRC-connected inac-
tive state, which can benefit low data transmission optimization

13



for devices operating for a short period. It is because of the
substantial battery consumption, high demand for specialized
resources, and high measurement reports and handovers, keep-
ing the device in the RRC-connected state without active data
transfer is not financially advantageous. The NB-IoT shortens
the network monitoring duration for UE in idle mode, reduces
the unnecessary startup of receiving cells, and reduces power
consumption. Furthermore, Rel. 15 introduced the following
energy efficiency solutions, as illustrated in Table 6. Wake-up
signaling for IDLE mode (FDD) is served in an energy effi-
ciency solution, reducing energy consumption. In communi-
cations, UE must frequently determine whether a paging mes-
sage is from the core network when in DRX or eDRX. When
paging is available, the UE mostly does not receive a message,
and power is saved. With this capability, the BS can advise the
UE to watch the narrowband physical DL control channel for
paging by sending it an NB-IoT WUS (NWUS) introduced in
Rel. 15 [106] to enhance the device energy efficiency, but oth-
erwise, the UE is free to ignore the paging operations. NWUS
enables the UE to potentially keep some of its hardware off
for longer periods while saving the energy required to decode
the narrowband physical DL control channel and shared chan-
nel for paging. The time the network allows the UE to “wake
up” after receiving an NWUS determines whether the UE can
maintain only one Rx switched on for WUS detection, leav-
ing most of the UE conventional hardware in a very low-power
state. The other viable solution is scheduling requests, included
in the Rel. 13 and Rel. 14 NB-IoT as a higher-layer procedure
that causes a random-access process to request enough UL re-
sources to send a buffer status report. In addition, Rel. 15 has
provided new, more resource and power-effective methods to
accomplish this goal that the BS can configure, the EDT. The
EDT is an idle mode with a bitrate of 328 to 1,000 bits. For
example, UE can send data in msg 3 of the random-access pro-
cedure [107]. The random-access operation ends if a BS suc-
cessfully receives a signal and the UE does not switch to con-
nected mode. If the UE waiting data are less than the maximum
permissible size established by the BS, the UE requests a grant
for EDT by transmitting its preamble using a preconfigured set
of narrowband physical random-access channel resources. To
save energy on transmitting padding bits, the BS can autho-
rize the UE to transmit fewer data than the maximum allowed
size [106]. Due to minimizing the signaling overhead and mes-
sage latency, the battery life is prolonged [19].

5.4. RedCap
The RedCap approach was created to address use cases (IIoT,

video surveillance, and wearables) in IoT requirements that can-
not be met using the EC-GSM-IoT, NB-IoT, or LTE-M [108,
44] operating at a higher data rate and reliability with lower
latency than LTE-M and the NB-IoT. It offers a lower cost,
lower complexity, and longer battery life than NR eMBB and
wider coverage than URLLC. Some requirements often neces-
sitate higher reliability and quicker response time than those of-
fered by LTE-M and the NB-IoT, while still maintaining lower
complexity and expenses, as well as longer battery life com-
pared to eMBB and URLLC services. The RedCap interface

is designed to bridge the gap between the intricate and expen-
sive 5G-NR interface that caters to eMBB and URLLC services
and the lower data rates and increased latency of NB-IoT and
LTE-M interfaces that support mMTC services.

Under the study item “Low complexity NR devices” [67],
in June 2019, 3GPP introduced RedCap NR devices in Rel. 17
with lower cost, lower complexity, and longer battery life com-
pared to regular NR devices. In addition, RedCap was intro-
duced to meet the low-cost, large-bandwidth, medium data rate,
and no latency no delay tolerance IoT service requirements [29].
Hence, RedCap inherits the majority of the key advantages of
NR. These include the ability to connect to the 5G core net-
work, which is a cloud-based platform with a service-based ar-
chitecture, support for a very broad range of frequency bands
(FR1 and FR2 and millimeter-wave bands), network energy
efficiency due to the ultra-flexible design, forward-compatible
and beam-based air interfaces, and support for millimeter-wave
bands [28]. As depicted in Fig. 7, enhancements have been
incorporated in each release of RedCap. The applications use
cases that are targeted include wearables, medical sensors, re-
mote surgery, industrial sensors, surveillance cameras, and oth-
ers. Rel. 17 of RedCap offers a multitude of enhancements that
make it a cutting-edge solution for IoT applications. One of the
most notable features is its ability to provide slicing capabili-
ties, creating virtual networks within a single physical network,
increasing network efficiency, and ensuring optimal resource
utilization [67]. The positioning component of Rel. 17 has
also been improved, providing more accurate location-based
services and enabling new location-based applications.

Furthermore, this release boasts a large capacity for stor-
ing and processing data, making it ideal for handling large vol-
umes of IoT data. The UE energy-efficient operation compo-
nent ensures that the end-user experience is optimized for en-
ergy efficiency, reducing the overall carbon footprint of IoT
devices [28]. In addition, Rel. 17 is highly cost-effective and
offers low latency, making it an attractive solution for a wide
range of IoT applications and budgets [109]. In Fig. 7, one
of the key advancements in Rel. 18 is supporting higher trans-
mission rates, providing faster data transfer, and enabling new
applications that require higher bandwidth. Another major im-
provement is the support for the unlicensed spectrum, which
expands the available spectrum for IoT devices and enables new
use cases. Advanced positioning technology has also been in-
corporated, further improving location-based services and en-
abling new location-based applications [27]. Integrating side-
link near-field communications allows for direct communica-
tion between devices, providing a new level of convenience and
enabling new use cases. In addition, it takes steps to reduce
the complexity of RedCap UE further, making it even more
user-friendly and accessible. Finally, the addition of device-
to-device (D2D) communication expands the communication
options for IoT devices, making it easier to connect and com-
municate with other devices in a local network. These enhance-
ments and new features make Rel. 18 of RedCap CIoT neces-
sary for anyone aiming to remain at the forefront of IoT tech-
nology. RedCap has unique features incorporated with 5G NR
services and was objectively designed to maintain lower com-
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Table 7: RedCap use cases with fundamental parameters

Wearables Video Surveillance Industrial Wireless Sensors
UL-DL Bandwidth ≥5 MHz ≥5 MHz ≥5 MHz

Data Rate 5 Mb/s (DL/UL);
peak 150/50 Mb/s (DL/UL)

2–4 Mb/s (UL)
and 7.5–25 Mb/s

≤2 Mb/s

Latency <10 ms <500 ms <100 ms, 10 ms
Service Availability - From 99% to 99.9% 99.99%
Battery Life 1 to 2 weeks Not applicable At least few years
Mobility Non-stationary Non-stationary Stationary

Energy- Efficient Solution
eDRX for RRC idle and inactive

states, RRM relaxation
for stationary devices

eDRX for RRC idle and inactive
states, RRM relaxation
for stationary devices

eDRX for RRC idle and inactive
states, RRM relaxation
for stationary devices

Application Examples
Live video feed, visual

production control and process
automation

Remote vehicle operation
cooperative farm machinery,

economic video
high-end video

Time-critical sensing & feedback
augmented reality and
safety-related sensors

remote drone operation
References [29][110][28][109][111] [29][110][28][109][111] [29][110][28][109][111]

plexity devices with 20 or 100 MHz maximum bandwidth in
sub-7 or millimeter-wave with one or two Rx antennae. Addi-
tionally, 3GPP introduced this standard [61] due to RedCap’s
ability to coexist with URLLC features, use higher frequency
bands, and apply other 5G features, such as network slicing. For
instance, RedCap is designed to provide significantly faster data
rates than previous CIoT technology compared to the data rate
specified in Rel. 17 using a higher frequency band, multiple-
input multiple-output technology, advanced modulation tech-
niques, advanced beamforming features, and network slicing.
Use cases for RedCap are less battery-life-intensive than mMTC
use cases, but they are more demanding for throughput and la-
tency. However, a higher data rate of up to 100 Mbps is required
to accommodate live video feed, visual production, and process
automation [28]. This approach enables new use cases and ap-
plications that were previously impossible [9].

Rel. 18 (expected)Rel. 17

ü Slicing
ü Positioning
ü Large capacity
ü Low cost
ü Low latency
ü Low power 

consumption
ü UE energy-efficient 

operation

ü Higher transmission 
rates

ü Support for unlicensed 
spectrum

ü Further RedCap UE 
complexity reduction 

ü Advanced positioning
ü Side-link near-field

communications
ü D2D communications

Figure 7: RedCap release enhancement features.

In addition to the transmission rate, in machine-to-machine
collaboration and real-time remote control, ultra-low communi-
cation latency is expected at around 1 ms. Communication la-
tency can be raised from the physical layer latency and schedul-
ing latency problems [112]. However, for the time being, in the
higher requirement scenario, it is possible to achieve a latency
of 10 to 30 ms to support applications like remote drone op-

eration, cooperative farm machinery, time-critical sensing and
feedback, and remote vehicle operations. Higher communica-
tion reliability in mission and time-critical applications, for ex-
ample, autonomous vehicles, remote surgery, and smart facto-
ries, is not an option to compromise but should be kept sta-
ble [9]. In IIoT, data transmission security is the top demand to
make sensitive information extremely secure and highly avail-
able on demand. For Rel. 17 RedCap features [111], 3GPP also
added extra features in future Rel. 18 work, depicted in Fig. 7.

Furthermore, localization or positioning increases network
complexity, potential overhead, and accuracy degradation and
can include power, time, and space domain localization [66].
Positioning or localization in the MTC has become difficult due
to the complication of environments, sensor errors, and device
motions, as Le et al. [23] investigated. Supporting location-
based service applications is crucial for some IoT applications,
such as tracking items. Although a smaller BS density has an
advantage in the IoT scenario, a higher BS density is an im-
portant factor in localization with small BSs. In addition to
environment complexity, other problems in positioning are end
device-related errors, environment-related errors, BS-related er-
rors, and data-related errors [23]. Hence, positioning accuracy
can be supported by different mechanisms, including received
signal strength (RSS), time difference of arrival [23], and chan-
nel -state information [113].

Regarding the D2D Protocol, communication between de-
vices, such as wearables, that can directly communicate with
nearby smartphones or connected vehicles is supported by Red-
Cap [114]. It is enabled via sideline communication over a
shared RF channel in which the cellular BS provides a syn-
chronization signal that enables direct D2D communication,
which can also improve communication efficiency, reduce la-
tency, and extend network coverage and capacity. Most impor-
tantly, RedCap supports the Unlicensed Spectrum. In 3GPP’s
EC-GSM-IoT, LTE-M, and NB-IoT, there is no support for sub-
GHz license-free frequency bands (unlicensed spectrum). There
have been efforts, such as MulteFire Alliance [115] that have
been working on expanding IoT services with LPWAN sup-
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port in the 800/900 MHz band (902 to 928 MHz band in the
United States and 863 to 870 MHz band in the European Union)
with NB-IoT unlicensed and 2.4 GHz with extended MTC un-
licensed. RedCap uses unlicensed spectrum bands under both
licensed and unlicensed standards and regulatory requirements
to address spectrum scarcity issues.

Due to its lower cost and low-complexity features, Red-
Cap is further becoming manifested in IoT applications that
target mission-critical aspects (that require low latency, ultra-
reliability, high security, and high data rates) [57] and time-
sensitive IoT connectivity like emergency response, health-care
services, disaster mitigation, and related cases in which these
applications require faster and more reliable performance than
other applications, and their connectivity must be guaranteed to
be safe and resilient. Industrial wireless sensor networks, video
surveillance cameras, and wearables (e.g., smartwatches, rings,
eHealth-related devices, and medical monitoring devices) are
some use cases for RedCap [108, 67].

RedCap contributes to services that require more capabili-
ties than the EC-GSM-IoT, LTE-M, and NB-IoT but are lower
than URLLC and eMBB machines including process monitor-
ing (pressure sensors, humidity sensors, and thermometers),
self-diagnosis and maintenance (motion sensors, accelerome-
ters, and actuators), and video-assisted applications (asset mon-
itoring and augmented reality) [108]. According to TR 22.832,
TS 22.104, and TR 22.804, [110] as summarized in Table 7, ref-
erence use cases and requirements are as follows. End-to-end
latency is less than 100 ms, and communication services are
99.99% available. For all usage situations, the reference bit rate
is less than 2 Mbps, and the device is immobile. This reference
bit rate may be asymmetric, such as in high UL traffic [111].
At least a couple of years should pass between charges. Safety-
related sensors, such as smart factories, require less delay (5
to 10 ms). Generally, time-critical sensing and feedback, aug-
mented reality, safety-related sensors, and remote drone op-
erations are applications in industrial sensors. For instance,
the goal of the smart grid is to create a more sustainable and
efficient-energy infrastructure that can meet the needs of an in-
creasingly connected and energy-intensive world. In IIoT, a
specific application known as the power IoT focuses on smart
grids to attain automatic optimized data collection and exchange
of information, as well as smart energy management [116].

6. Focuses of CIoT Technologies

One of the focuses of the CIoT is to provide extended cover-
age in areas where traditional cellular networks may not reach,
including indoor and underground locations and remote or rural
areas. This reach is achieved using a narrowband frequency for
better signal penetration and greater range. Another key role of
the CIoT is to offer efficient and cost-effective connectivity for a
broad scope of IoT applications, from smart cities and homes to
agriculture, transportation, and healthcare. With its low- power
consumption and ability to facilitate numerous connected de-
vices, the CIoT enables a broad range of use cases, including
asset tracking, remote monitoring, and sensor networks [38].

For instance, international roaming can be considered one
important focus of the EC-GSM-IoT, minimizing device com-
plexity and cost. Because the EC-GSM-IoT has coexisted with
2G mobile networks, it has benefited significantly from all the
security and privacy features provided by mobile networks in-
cluding various measures to ensure user confidentiality and pri-
vacy, such as the protection of user identity, authentication pro-
tocols, data encryption to ensure confidentiality, measures to
maintain data integrity, and identification of mobile equipment
[73].

LTE-M, on the other hand, targets medium-sized IoT appli-
cations supporting voice and video services. Therefore, it is a
better candidate technology for over-the-air firmware updates
during the life span of IoT devices [24]. Unlike the NB-IoT,
LTE-M is better suited for mobile devices to avoid connection
and data loss and provides higher data rates that would enable
more use cases, such as VoLTE vehicles, fleet management,
tracking devices, and related use cases [117]. Moreover, LTE-
M can be used in video surveillance systems because it supports
higher data rates and can transmit real-time video data.

In addition, the NB-IoT is primarily designed for ultralow-
end and latency insensitive or delay tolerant IoT applications [68].
It focuses on fixed indoor coverage in areas where signal loss
and multitiered layers have posed problems. NB1 UE, for ex-
ample, operates only in the 200 kHz bandwidth with IoT de-
vices imposing ultralow complexity for services without strict
data rate, latency, or mobility requirements but that requires a
massive deployment of low-cost devices [65].

Lastly, according to 3GPP and Ericsson [51, 44], RedCap
has many use cases and is highly necessary to work in ex-
tremely harsh environments. RedCap was introduced with lower
hardware complexity at more affordable prices. It aims for ter-
restrial coverage and targets exchanging data over the satellite
with the aim of ubiquitous coverage area (referred to as NTN
communication) [109]. It is possible to run a RedCap device
on an NR carrier optimized for eMBB or time-critical commu-
nications. The objective of the study group on the NR-RedCap
has been emphasizing reduced UE complexity, such as a re-
duced number of antennae, reduced UE bandwidth, HD-FDD,
and other aspects. Compared to high-end eMBB and URLLC
devices of Rel. 15/16, the primary driving force of the new
device type is to reduce device cost and complexity, which is
true for industrial sensors [109]. The standard must allow for
a device design with a compact form factor to support most
use cases, and all FR1/FR2 bands for FDD and time division
duplex should be supported by the system [110]. As shown
in Table 7, video cameras, for instance, lead to higher data-
rate requirements than can be satisfied by the EC-GSM-IoT,
LTE-M, and NB-IoT. Smart cities, smart farming, smart fac-
tories, and other industrial locations have increasingly installed
surveillance cameras. According to TR 22.804, a reference eco-
nomic video bitrate would be 2 to 4 Mbps with a latency of
500 ms or less and a reliability of 99% to 99.9% [110]. High-
quality video, for example, for farming, would require 7.5 to
25 Mbps [28]. As explained in [3], reference bitrates for smart
wearable applications can range from 5 to 50 Mbps in the DL
and 2 to 5 Mbps in the UL. The device’s peak bit rates can
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reach 150 Mbps in the DL and 50 Mbps in the UL [28]. The
battery should last one to two weeks for wearables, as reviewed
in Fig. 7. Rel. 17 for RedCap devices introduced power-saving
techniques to extend battery life and enable longer usage times.
These are; eDRX for RRC idle and inactive states and RRM
relaxation for stationary devices. In eDRX, when DRX cycles
are utilized, it can achieve up to 10485.76 seconds, almost 3
hours when the RRC is idle, and up to 10.24 seconds when
the RRC is inactive. In demanding RedCap use cases, such
as industrial wireless sensors, eDRX proves to be a valuable
solution in meeting the battery lifetime requirements. Regard-
ing the RRM relaxation, in RRC idle and inactive states, the
device is required to regularly conduct RRM measurements.
These measurements are necessary to determine and select the
best available cell for the device to establish a connection. In
spite of this, the battery will be depleted even if there is no
active data transmission. Thus, skip performing RRM mea-
surements under certain thresholds of reference signal received
power (RSRP) and reference signal received quality (RSRQ)
values are employed [28]. In addition, the other optional power-
saving features, standardized in Rel 15 and Rel. 16, are also
made available for RedCap devices which offer power-saving
capabilities to enhance the battery performance. Because of
the fast-growing need for personal care devices and diagnos-
tics, such as sports, healthcare, and fitness devices, wearables
have garnered more attention. Devices that are too small in
size, such as smartwatches, rings, e-health-related devices, and
medical monitoring devices, are supported by RedCap, which
can collect and relay health information. The CIoT plays an
immense role in healthcare, and healthcare IoT (HIoT) is devel-
oped and supported by AI, big data, software-defined networks,
and blockchains [118] with the driving technology; the Internet
of Nano Things and tactile Internet. The HIoT is implemented
in the form of wrist-worn smart wearables [119]. As with other
IoT application requirements, HIoT prompts low latency that
can be obtained through edge computing implementation us-
ing a large volume of data through cloud and edge computing.
As most medical applications are private, the blockchain has
been a solution to secure patient data from third-party access
risks [120]. In healthcare-based medical operations, it is highly
recommended to securely transmit sensitive healthcare data to
the fog and cloud for processing. Ullah et al. [121] recom-
mended fog and cloud-assisted computing as the appropriate
candidate solutions for these issues. RedCap has an immense
role in remote surgery applications by integrating wearables,
medical sensors, industrial sensors incorporating surveillance
cameras, and more. For more, we briefly present their detailed
features in the following sections.

7. Features of CIoT Technologies

To guarantee that CIoT technologies can efficiently provide
connectivity solutions for various use cases ranging from Mas-
sive IoT to Critical IoT, this section outlines essential require-
ments that must be met for the large-scale deployment of these
services. These include extended coverage areas, low deploy-
ment costs, extended battery life, affordable device costs, sup-

port for a vast number of connected devices (scalability), and
robust security and privacy measures, we discuss in detail as
follows.

Wide Coverage: Delivering a wider and more extended cov-
erage area is one of the main aims of the CIoT. In a wide cov-
erage area, the path range is an important parameter that varies
inversely with frequency, offering tens of kilometers of cover-
age. Carrier frequency has a significant effect on CE. Although
the path loss is directly dependent on the size of the carrier fre-
quency, if the carrier frequency is high, the propagation loss
becomes high. Maintaining a lower carrier frequency is impor-
tant to maximize the coverage in the CIoT to lessen propagation
loss. For instance, the EC-GSM-IoT is based on the GSM; thus,
the frequency band of the GSM is highly globally deployed
with the four known global frequency bands 850, 900, 1800,
and 1900 MHz, where coverage is ultimately enhanced [73].
Ericsson, Orange, and Intel have tried extending coverage on
smart agriculture use cases using the EC-GSM-IoT, confirm-
ing that it is possible to enhance indoor coverage by deploying
new software on the existing cellular networks [122]. More-
over, CE techniques should be implemented to achieve a wide
or deep coverage area (it is primarily accomplished by sacrific-
ing the data rate for coverage), which is required for two rea-
sons. Implementing reduction techniques in device complexity
(e.g., minimizing to a single-antenna Rx and lower maximum
transmission power) may result in performance degradation that
directly produces coverage loss. The loss of coverage can be
maintained by scaling transport block size (TBS), HARQ re-
transmissions for the physical DL shared channel (PDSCH),
PUSCH, physical UL control channel (PUCCH), and PDCCH [9,
67]. Second, some CIoT devices could encounter extremely dif-
ficult coverage circumstances. Hence, transmission time inter-
val bundling, sending a limited, predefined number of transmis-
sions without feedback instead of sending a block of transmis-
sions once, and narrowband retuning are key feature techniques
to achieve higher and more extensive coverage. In widening the
coverage, the objective is to attain a CE of +15 dB compared to
GSM and LTE [123]. The 3GPP measures CE using the MCL
standard, which is the discrepancy between the power levels
transmitted and received before the signal is lost. Coverage can
be measured as “kilometers of coverage” but according to the
analysis presented in [124], it is not adequate since it heavily
relies on the carrier frequency and environmental factors such
as the type of location, whether it is indoors, outdoors, urban,
suburban, or rural. In contrast, MCL is an appropriate measure
because it is not influenced by the frequency and environmental
aspects. At extreme coverage, it is expected to attain +20 dB
from the normal LTE or GSM coverage, and it is very impor-
tant to determine exactly how much coverage the CIoTs can
provide.

Apparently, for evaluation, Ericsson, AT and T, KT, SK
Telecom by Korea, Nokia, Verizon, Altair, Docomo, Sony, Soft-
Bank, TELKOMSEL by Telecom Indonesia, Virtuosys, Sequans
Communications, KDDI, and Orange conducted a thorough link-
level simulation inspection to assess the actual coverage perfor-
mance of 3GPP’s LTE-M technology. Their findings discovered
that LTE-M is capable of achieving a coverage gain of 21 dB
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compared to older LTE devices, which is higher than the 3GPP
target of 18 dB. This increase of 21 dB corresponds to a data
rate of 1400 bps in the DL and 250 bps in the UL. If IoT applica-
tions can tolerate slower data rates and longer acquisition times,
it is possible to achieve a coverage gain beyond 21 dB with-
out using the BS power spectral density (PSD) boosting [124].
With a 21-dB gain with 23 dBm UE (the maximum coverage)
and less conservative noise figures, LTE-M is a strong competi-
tor for IoT applications that require extensive coverage, with a
maximum MCL of 164 dB, and where the demands for low la-
tency, high mobility, and fast data transfer are less stringent.
Moreover, LTE-M has two specifications in its CE strategy:
Modes A and B. The former mode is mandatory and supports
only moderate CE, whereas the latter mode, B, supports deep
and extended coverage that can be considered optional. Com-
mon coverage techniques are employed to provide CE for the
LTE-M specification. The Tx power (e.g., Class 3 power ampli-
fier 23 dBm and Class 5 power amplifier 20 dBm) is increased
by considering the increasing cost management, repetition by
optimizing accurate channel estimations, and frequency track-
ing to manage the downside of repetition in linearly increasing
the latency. In addition, PSD boosting improves the DL cover-
age and reduces the power by employing a maximum amount of
PSD boosting to 4 dB. These methods are the most feasible in
CE, as illustrated in [124]. In B5G CIoT [125], a programmable
metasurface can significantly improve coverage with an intelli-
gent reflecting surface. Through the IoT non terrestrial network
(NTN) work item in Rel. 17 [91], 3GPP has already addressed
NTN support for LTE-M and the NB-IoT [114]. Overall, LTE-
M can support extensive IoT deployments, covering the max-
imum distance and beyond with the approved QoS and mini-
mum maintenance provisions.

From the 3GPP standard specification, the range of the NB-
IoT covers urban and rural areas, outlined as 1 to 2 and 10 to
15 km, respectively [126], enabling better signal propagation in
basements (aiming for +20 dB improvement over legacy cel-
lular systems) [127]. A transmission time interval bundling,
repetition (retransmission, such as 128 and 2,048 times in the
UL and DL, respectively [89]), and narrowband retuning are
employed as key features to achieve higher and more extensive
coverage. The number of repetitions of a transmission is deter-
mined by the desired CE level (CEL) for a given set of devices.
The CEL is the signal strength at a particular location and can
be influenced by the distance between the Tx and Rx, the trans-
mit power, the Rx sensitivity, and interference. The number of
tones and sub-carrier spacing, which are the number of different
frequency components used to transmit data and the distance
in frequency between adjacent sub-carriers, respectively, also
affect the CEL and spectral efficiency of a wireless communi-
cation system [22]. The increased number of retransmissions
lowers the spectral efficiency [128], which requires reducing
the number of retransmissions. However, three CELs are sup-
ported by NB-IoT devices: CEL-0 for 0 dB with an MCL of
144 dB with a subcarrier spacing of 15 kHz, CEL-1 for 10 dB
with an MCL of 154 dB with 15 kHz spacing, and CEL-2 for
20 dB with an MCL of 164 dB with 3.75 kHz carrier spac-
ing [79]. In the CE of the NB-IoT, the objective is to attain a

coverage capacity of 164 dB [129],[123] and guarantee that it
can enhance the 164-dB coverage achieved through repetitions
in time, with power amplification in in-band and guard-band
operation modes [65]. In general, this is preserved by imple-
menting repetition, boosting the PSD, reducing the system ac-
quisition time, and random-access range enhancement. Based
on the findings in [21], the coverage of NB-IoT [882 MHz] can
be boosted by up to 398% with a mere 10% enhancement in Rx
sensitivity. Enhancing the coverage by implementing machine
learning methods using reinforcement learning-based dynamic
spectrum access [130] is also feasible. The NB-IoT increases
the link budget by over 20 dB, significantly enhancing pene-
tration. Although reducing the device capabilities can lower
the device cost and reduce the device size, it has an adverse
influence on coverage. For instance, in RedCap, reducing the
number of antennae and limiting the number of spectrum bands
can affect device coverage. It is vital to secure the device cost
and lower complexity simultaneously to enhance the coverage.
In RedCap, it is expected to extend 10 to 15 dB compared to
URLLC.

Low Power Consumption: Most IoT devices are powered
by batteries. Therefore, conserving energy to extend their lifes-
pan is vital. It is exceptionally demanding to reserve the main
power supply by implementing longevity in the battery life of
the device before recharging is mandated. Devices that support
lower power consumption have a longer device battery life. In
many use cases, the CIoTs are supposed to achieve a battery life
of up to 10 years. The battery usage directly relates to how long
the device spends sending and receiving data. As research [58]
has noted, to maintain a battery life of 5 years, for example, a
device with a 5000 mAh battery capacity should use no more
than 2.74 mAh per day. This limit can be achieved by restrict-
ing daily battery consumption to below 5000 mAh/5/365 [58].
Achieving long battery life and reducing maintenance costs are
critical in applications and equipment with limited battery ca-
pacity, which makes low energy consumption essential. How-
ever, the battery life depends on coverage [131]. The objec-
tive of 3GPP standards for battery life in the CIoT is to achieve
≥10 years of service life in most extreme coverage situations
at 164 dB MCL [47] (11.9 years is achievable) and 35.7 years
at normal coverage (144 dB MCL) [84]. This feature can also
save costs in areas where replacing batteries can be a challeng-
ing task, such as basements or subterranean tunnels.

In minimizing power consumption, EC-GSM-IoT, LTE-M,
and NB-IoT utilize techniques including the power-saving mode
(PSM) [132, 133, 134], long periodic tracking area updates (TAU),
and eDRX which are developed by the 3GPP standards to re-
duce energy consumption and enable an extended life for these
devices [80]. The PSM allows modules to enter a sleep mode
that consumes very little energy (only a few microamps) while
sending TAU messages at long intervals to remain registered
on the network. This approach eliminates the need for rereg-
istration when the module wakes. The eDRX feature allows
devices to enter a low-power paging mode for an extended pe-
riod of time, during which they can receive data from the server
but do not need to send data, saving power when the device
does not need to transmit. In eDRX, an extension of ∼52 min

18



is possible. The PSM can use paging in the DRX or jointly
use paging and routing area updates (via incoming SMS, voice
call, or data) to reach the CIoT devices on the network. For
devices that prefer a lower periodicity of reachability, using
eDRX is more advantageous; however, for devices that can tol-
erate longer intervals of inaccessibility, the PSM emerges as
an appealing alternative. Furthermore, implementing GMSK
modulation in the EC-GSM-IoT, for instance, influences power
and energy efficiency. The enhanced coverage common con-
trol channel (eCCCH)can also contribute to energy efficiency,
providing long battery life. Other energy-saving techniques be-
sides PSM and eDRX have been developed and employed, such
as energy-efficient TAU, user and control plane optimizations,
energy-efficient paging reception, wake-up signal (WUS) calls,
and techniques for monitoring cells less frequently.

Furthermore, RedCap power consumption is anticipated to
be significantly (2 to 4 times) lower than that of Rel. 16 eMBB,
resulting in minimized power usage. The battery life is ex-
pected to span 1 to 3 years. In Rel. 17, 3GPP suggested im-
provements for UE power conservation in the idle or inactive
mode while considering system performance factors to address
the power consumption problem. They studied and specified
improvements to power-saving methods for connected UE, with
the least possible influence on system performance [3]. Based
on power-saving techniques proposed in Rel. 17 for RedCap
devices, in the idle and inactive state, eDRX cycles are almost
3 h and 10.24 s, respectively. This approach better extends the
battery life [67] in the stringent use case of industrial wireless
sensors, for example. In addition to eDRX, the relaxation of
frequent radio resource management (RRM) to secure the exact
camping in its idle and inactive state can avoid the drainage
of batteries, primarily in stationary devices. In general, po-
tential power consumption-saving techniques include reducing
the duration the device spends checking the control channel
for scheduling, lengthening the device sleep time by extending
the DRX period, and allowing for less frequent measurements
for stationary devices. In the long run, a very high energy-
efficiency technology is expected, supporting battery-free IoT
devices, such as self-driving cars, drones, and auto-robots [135].
The most important area of research in the IoT is energy ef-
ficiency, especially in IIoT, to preserve moderate power con-
sumption [136].

According to [26], energy-saving methods can be main-
tained in three ways: configurations (including traffic models,
connectivity periods, and DRX cycles), software modification
(comprising improved radio layer protocols, changes have been
made to the scheduling request procedures for accessing radio
channel resources, as well as the introduction of new software
entities in the core network to improve communication in both
the UL and DL directions), and hardware integration (embed-
ding a low-power Rx by deactivating the main Rx). In [137],
energy efficiency or low power consumption can be achieved by
eliminating transmission between nodes using the star topology,
maintaining a straightforward node design, and using narrow-
band channels for reduced noise and an extended transmission
range. Based on [138], the joint optimization of user selec-
tion, power allocation, and antenna selection while fulfilling

the QoS requirements has a prior role in maximizing energy
efficiency under imperfect channel state information. In most
IoT devices, the channel state information is imperfect due to
the functional limitations and mobility, as stated in [139]. In
addition, an advanced energy-harvesting technique called si-
multaneous wireless information and power transfer is another
promising solution to achieve energy-efficient green communi-
cation. Chen et al. developed a two-layer iterative algorithm
to manage inter- and intra-beam interferences by leveraging the
Dinkelbach method[140] for energy maximizing by allocating
power at the base station and splitting power at each IoT node.

The other promising solution is HARQ feedback. Transmit-
ting a positive HARQ-ACK over MPDCCH in a UL data cen-
ter interconnect is now possible [141]. This approach enables
early termination of the UL (PUSCH) transmission or early ter-
mination of the DL (MPDCCH) monitoring (for FD-FDD or
time division duplex but not HD-FDD). It allows the BS to no-
tify the UE that UL data have been successfully received using
two HARQ processes and 10 HARQ processes with a benefi-
cial effect. In addition, cell reselection with relaxed monitoring
is a good option. When enabled, the UE can reduce neighbor
cell measurements to once every 24 h [31]. This approach can
significantly lower power usage, especially for fixed UE in dif-
ficult coverage situations. Moreover, resynchronization signal
(RSS) better improves energy economy when a device needs
to regain synchronization with a cell’s time and frequency [5].
Researchers from academics and industry have been studying
solutions and techniques to address power consumption issues,
including energy harvesting [142], [143], [144], sporadic trans-
mission, resource allocation, clustering, zonal thermal pattern
analysis for smart agriculture, and energy-efficient adaptive health
monitoring system for smart health applications [14]. In [145],
RF energy harvesting on the strength of RF signals was cheaper
to implement and available in difficult-to-reach places where
other popular sources, such as solar or wind, may not be ac-
cessible. Moreover, accurate computation and efficient com-
munication are critical for numerous devices to reduce power
usage. Developing communication systems that are energy-
efficient, both in terms of system design and hardware is vi-
tal to mitigate power problems [146]. Over-the-air computa-
tion was proposed as a promising solution [147]. In [148],
energy-harvesting strategies for operating low-power network
devices using long-lasting IoT devices and sensors were stud-
ied, enabling them to be self-powered and providing devices
with long standby intervals. Network parameter settings affect
energy consumption and network performance, and [149] found
that the paging interval set by the BS has the greatest effect on
energy consumption when the device is connected.

Low Cost: In the CIoT, installing or maintaining local net-
works or gateways is unnecessary. The sensor can connect di-
rectly to the desired system or network, which maintains the
cost [25]. Maintaining low power consumption facilitates low
device costs, which can be achieved by reducing Tx and Rx
bandwidths. Current costs run between $10 and $15 per mod-
ule, with a long-term goal of reaching $5. The GSM, for in-
stance, is the main player in machine-to-machine communica-
tions because of its reduced cost compared to other technol-
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ogy. As a result of the expiration of the device module patents
in GSM networks, compared to other 3GPP-defined technol-
ogy, the cost of the EC-GSM-IoT module is the most econom-
ical in developing countries [52, 25], less than $10, where 2G,
3G are deployed. The EC-GSM-IoT module cost is $5.5 and
$2.9 in 2016 and 2020 [150, 151], respectively. It is because
of the overall cost of deployment, network coverage (which
can balance the economy of vendors, particularly in the Asian
and African continents), maturity (the presence of a more ma-
ture ecosystem comprising a wide range of compatible devices,
and applications), lower complexity, and lower frequency band
specificity. The other player in achieving ultralow-cost devices
is the implementation of a GMSK-only modulation. Moreover,
for cost reduction, according to the analysis of [152], the trend
reveals a 10-times reduction in 1G and 2G, respectively, and a
1,000-times reduction from 3G to 6G).

In contrast, the NB-IoT has many design trade-offs to achieve
low-cost goals, resulting in a simplified, low-complexity sys-
tem with a lower data rate. One of these trade-offs is the lack
of carrier aggregation, a technique that combines multiple car-
riers (or frequency bands) to increase the available data rate.
Carrier aggregation requires additional hardware and process-
ing resources, increasing the cost and complexity of NB-IoT
devices. Similarly, NB-IoT does not support voice services or
multi-stream transmissions in the DL/UL direction. These fea-
tures would also require additional hardware and processing re-
sources, which would be incompatible with the low-power and
low-cost requirements of the NB-IoT. Instead, the NB-IoT pro-
vides simple, low-data-rate communication for IoT applications
that do not require high-bandwidth or real-time services [80].
However, the NB-IoT can operate alongside the existing GSM
and LTE networks, which can help lower deployment costs.
The device cost is related to the complexity of baseband pro-
cessing, memory consumption, and RF requirements. Valuable
cost reductions can be achieved from various modifications as-
sociated with narrowband operations, power reduction mech-
anisms, and the simplification of a physical layer [14]. The
NB-IoT module cost is achieved $4 and $2-3 in 2016 and 2020
[150, 151] per module, respectively which is more effective in
urban environments where 5G requirements are in hand.

Regarding LTE-M devices, they could achieve a similar cost
to GSM devices by simplifying the design of the end devices.
Due to its compatibility with existing LTE radio systems, LTE-
M can be easily deployed through a simple software upgrade to
meet the cost optimization needs of IoT applications, building
upon the foundation of LTE technology. Taking into consider-
ation the market scale, the module cost for LTE-M is less than
$10, making it an affordable option [153] by incorporating vari-
ous optimizations to enhance efficiency and reduce complexity.
These optimizations include incorporating half-duplex opera-
tions (i.e., less complex and less costly), reduced transmission
mode (TM) support, minimizing the number of blind decod-
ings required for control channel reception, and eliminating si-
multaneous reception. As elaborated in [150, 151], the LTE-M
module cost achieved $5 in 2016 and $3.3 in 2020.

On the other hand, compared to standard NR UE, RedCap
UE is substantially simpler due to the half-duplex operation,

which means that the UE is not required to transmit and re-
ceive simultaneously, a smaller number of radio RX antenna
branches (reducing the antenna configuration, can reduce the
device size), and a smaller radio Tx bandwidth. As a result
of the projected decreased complexity, devices are expected to
be more affordable, enabling the use of NR in novel applica-
tions, such as industrial sensor networks [44]. In conclusion,
these requirements are achieved through careful configurations,
properly adjusting the traffic profile (the frequency and number
of data transmitted and received by the UE), coverage situation
(under normal, robust, and extreme coverage scenarios), and
network settings [154].

Low Complexity: Simplified network topology and deploy-
ment is one component of the CIoT that the EC-GSM-IoT, for
instance, highly fulfills. It only requires software upgrades in
the existing GSM networks [122]. In addition, by simplifying
the modulation scheme used for transmitting data over the air
instead of using more complex modulation schemes, such as
16 quadrature amplitude modulation (QAM) or 64 QAM used
in traditional GSM networks, the low-complexity mode of EC-
GSM-IoT employs a simpler modulation scheme called GMSK.
This approach reduces the complexity of the transceiver hard-
ware required to implement the technology. Keeping the device
complexity ultralow to secure a low-cost device is expected
to support the large-scale deployment of millions of devices.
Indeed, the EC-GSM-IoT technology, for example, is an ad-
vanced version of the EGPRS technology, which already sat-
isfies the necessary requirements without any need for further
complexity reduction [73]. The goal of LTE-M, for example,
was to drastically reduce the complexity and cost compared to
the preceding LTE device categories. In addition to reducing
complexity, LTE-M aims to handle a broad range of mMTC use
cases, including demanding high-throughput and low-latency
applications. Under the 3GPP cost reduction analysis and tech-
niques [155], employing the following methods can provide
remarkable complexity reductions in LTE-M: reduction of the
maximum bandwidth (from 20 to 1.4 MHz), a single-receive ra-
dio frequency (RF) chain (from 2 to 1), a reduction of the peak
rate (from 10 to 1 Mbps), a reduction of transmit power (from
23 to 20, or 14 dBm), half-duplex instead of a full-duplex opera-
tion, and a reduction of supported DL transmission modes. Fur-
thermore, securing low device complexity is required to boost
the QoE and QoS in IoT applications. The device complexity is
related to the complexity of baseband processing, memory con-
sumption, and transmit-and-receive antenna (RF requirements).
In NB-IoT, for instance, low complexity can be secured by re-
ducing the TBS, accommodating only single-stream transmis-
sions, supporting only a single HARQ process for both the DL
and UL, adapting only one redundancy version in the DL, ap-
plying a low sampling rate due to lower UE bandwidth NB-IoT
support, and allowing only HD-FDD operation [68]. Addition-
ally, synchronization in the modulation and demodulation pro-
cess requires higher computation. However, the NB-IoT has
been specifically designed to facilitate low-complexity Rx pro-
cessing in such operations. The RedCap, in addition, is also
developed to be lower in complexity compared to the standard
NR via narrowing the bandwidth, reducing the number of DL
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MIMO layers, the transmit antennas, the receive antennas, and
so on.

Mass Device Connection and Global Deployment: Mas-
sive connectivity is the key component in IoT applications to
provide and offer the intended services to society. Mass de-
vice connectivity pertains to the number of devices that meet a
specific QoS within a given area, typically measured in terms
of square kilometers. As a result of the CIoT’s low complex-
ity features and high demands and expectations, deploying a
massive number of IoT devices is demanded. As concluded
in [147], the present CIoT technology is efficient, and develop-
ing 6G CIoT is essential. Massive numbers of device connec-
tions are vital when expanding coverage is needed. According
to [101], low-orbit satellites have been identified as an efficient
option for delivering long-range IoT services with good cov-
erage and latency by supporting numerous connections. Fur-
thermore, the International Telecommunication Union Radio-
communication Sector (ITU-R) [41] has established a firm re-
quirement for International Mobile Telecommunications (IMT)
2020 systems that mandates a connection density of one million
devices per square kilometer. For instance, the GSM has been
deployed for over 30 years. A round 50% and 25% of subscrip-
tions are made in developing countries in Africa and the Mid-
dle East, respectively, according to Ericsson’s November 2022
report [156]. The GSM networks are widely covered and de-
ployed worldwide, making connecting devices feasible, which
means that the EC-GSM-IoT can be deployed in most regions
without significant additional infrastructure. Hence, the deploy-
ment of the EC-GSM-IoT is feasible worldwide. It can also
accommodate massive device connections with at least 50,000
nodes per cell [66]. 3GPP has been developed enhancements
to support more devices per cell. For instance, optimizing re-
source allocation in IoT communication systems is critical in
supporting many IoT devices. In [157], the authors devised
a two-step optimization technique for UL transmission using
convolutional neural networks (CNNs) based on deep learn-
ing. This approach is capable of optimizing the assignment
of sub-bands and controlling transmit power with outcomes of
low complexity, and it can accommodate a large number of
devices. Moreover, regarding enabling numerous IoT device
connections, [158] introduced leveraging the unlicensed spec-
trum in addition to exploiting the licensed spectrum. From
the Technical Specifications Group RAN work group of TR-
45.820 [43, 159, 32], for only one PRB (12x15 kHz), the NB-
IoT, for example, can hold more than 52,500 pieces of UE per
cell, in some scenarios, it also supports 72,000 devices ([160]).
NB-IoT enables the connection of up to 100,000 end devices at
the expense of complexity and cost[75, 134, 26] within single-
cell, and its capacity can be obtained by incorporating multi-
ple NB-IoT carriers of 200 KHz. In this configuration, one
anchor carrier is dedicated to carrying the always-on broad-
cast signaling, while additional carriers (non-anchor carriers)
are utilized for offloading data traffic and enhancing capacity.
Moreover, enhancement objectives include designing position-
ing support (horizontal) targeting at least 50-m accuracy; ex-
tending the single cell point to multi-point network to support
the CIoT for multicast DL transmissions (namely firmware or

software updates and group message delivery); specifying new
UE power classes (e.g., 14 dBm) to enable lower maximum
transmit power suitable for small form-factor batteries, mobil-
ity, and service continuity enhancements; UL enhancements to
reduce device power consumption further; and enhancements
to support voice [93].

Improved Security: Given the growing importance of IoT
devices in various industries such as healthcare, manufactur-
ing, and transportation, ensuring the security of things is crit-
ical to protecting sensitive data and ensuring the safe opera-
tion of these devices. Every CIoT technology option neces-
sitates that both the network and the mobile station employ
an enhanced and strong security framework. They have got
a significant benefit from all the security and privacy mobile
network features comprising user identity confidentiality, au-
thentication, confidentiality, data integrity, and mobile equip-
ment identification since it is operating in the licensed spec-
trum sharing all the advantages of standards-based technolo-
gies. For instance, EC-GSM-IoT has an LTE-grade security to
improve end user security for the sake of removing any security
concerns. The security measures currently in place for GSM
technology have significantly contributed to enhancing security
in EC-GSM-IoT. These procedures involve mutual authentica-
tion of both the device and the network during connection es-
tablishment, employment of 64-bit long encryption and 128-bit
ciphering algorithms for better encryption, rejection of incom-
patible networks, and protection of control plane integrity [75].
Most importantly, the integration of existing CIoT technologies
with 5G is done. This integration allows for enhanced secu-
rity mechanisms across the network, addressing issues of au-
thentication, authorization, and accounting (AAA) for a wide
range of interconnected IoT devices. In general, in CIoT, ex-
tending coverage, reducing power consumption, lowering de-
vice complexity, reducing device cost, enhancing massive con-
nectivity, and enhancing positioning are the foremost required
features to maintain during CIoT communication by all mobile
network operators, organizations, and companies. As shown
in Fig. 8, coverage extension techniques can be incorporated,
such as repetition and bundling, direct interface side-links or
relays, and reducing the subcarrier spacing. For example, asset
tracking, fleet management, and smart cities all rely on accu-
rate positioning data to function effectively and maintain posi-
tion enhancement. Hence, observed time-difference-of-arrival
positioning, enhanced cell-ID positioning, UL time difference
of arrival positioning, location positioning protocol, assisted
global navigation satellite systems, and centimeter-level posi-
tioning techniques have been integrated. Solutions for reducing
power consumption include lowering the transmit power by in-
troducing new classes of UE, enhancing power-saving modes
(PSM, eDRX, and WUS), and limiting mobility and handovers.
Narrowing the bandwidth and reducing the number of DLs,
multiple-input multiple-output layers, and Tx or Rx antennae
minimize device complexity. Moreover, reducing signaling over-
head, simplifying the core network architecture (network el-
ements, interfaces, and protocols), and employing better re-
source management techniques can enhance network efficiency.
Further, reducing device costs and Tx and Rx bandwidths, min-
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Features

Enhance 
positioning

Lower 
Device-Cost

Increased network 
efficiency

Lower device-
complexity

Reduced power 
consumption

Extended coverage

Solutions:
Ø Observed Time Difference Of Arrival 

(OTDOA) positioning
Ø Enhanced cell-Id (E-CID) Positioning
Ø uplink time-difference-of-arrival 

(UTDOA) positioning
Ø Location and Positioning Protocol
Ø Assisted Global Navigation Satellite 

Systems (A-GNSS)
Ø Centimeter-level positioning

Solutions:
ü Reduce transmit and receive bandwidths
ü Reduce the number of Rx branches
ü Reduce the device-complexity
ü Re-use available spectrum & technologies
ü Low order modulation (i.e., no need for 

16/64-QAM)

Solutions:
Ø Reduce signaling overhead
Ø Simplify core network
Ø Better resource management

Solutions:
ü Narrow the bandwidth (20 MHz 

in sub-7, 100 MHz in mmWave)
ü Reduce the number of downlink 

MIMO layers
ü Reduce the transmit 

antenna(Single)
ü Reduce the receive antennas to 

1 (2 antennas optional)
ü Half-duplex FDD selectable

Solutions:
Ø Lower transmit power by introducing 

new classes of UEs 
Ø Enhance power-saving modes (PSM, 

eDRX, WUS) 
Ø Limit mobility and handovers

Solutions:
ü Repetition and bundling
ü Sidelink or relays
ü Reducing the sub-carrier spacing

Figure 8: Common CIoT features enhancement techniques.

imizing the device complexity, reusing the available spectrum
and technology, and lowering order modulations can play a vital
role in using the devices and removing marketing barriers.

8. Applications of CIoT Technologies

CIoT technologies have a wide range of applications and
can be used to improve efficiency, reduce costs, and enhance
the quality of life in various industries and sectors. Table 8
presents applications better suited for the EC-GSM-IoT, LTE-
M, NB-IoT, and RedCap. The EC-GSM-IoT is fundamentally
designed to offer coverage for machine-to-machine communi-
cations (direct communication with each other without the need
for human involvement) in areas with challenging radio cover-
age conditions. However, the 2G-GSM and 3G-Universal Mo-
bile Telecommunications System (UMTS) wireless networks
are winding down, and some mobile network operators plan
to phase out their GSM and UMTS networks soon [83]. The
EC-GSM, LTE-M, NB-IoT, and RedCap can be employed in
areas of applications including; smart cities (waste and traffic
management), smart environments (building automation; urban
safety; and intelligent environment monitoring), smart metering
(electricity, water, gas, and parking spot meters ), asset track-
ing and smart logistics [154], localization, farming (monitoring
livestock), forestry, industry pallets and pipelines [18], [161],
and intelligent transportation (e.g., logistics services, and trav-
eling time estimation) [30]. Moreover, the LTE and NB-IoT
can work with the low and geostationary earth orbit satellites to

support NTN, studied in Rel. 17 on the NB-IoT and LTE-M for
NTN [29]. Under the IoT over NTN projects [91], for instance,
UAVs [162] can use LTE-M to develop low-latency energy-
efficient communication techniques and power-efficient com-
puting modules [163] in military applications to track enemy
locations. The feasibility of integrating the NB-IoT into the
NTN [70] was investigated to extend the coverage in challeng-
ing environments like mountains, deserts, and oceans [164]. In
the same objective, NR-RedCap is designed based on the 5G
NR requirements, so its application is vital. The 5G is be-
coming prominent in the healthcare industry, automotive in-
dustry, smart cars, manufacturing sector, smart factories, smart
grids, and smart cities [53], which substantially affects the IoT
but has high costs and complexity issues compared to Red-
Cap. Due to its lower cost and low-complexity features, Red-
Cap is further becoming manifested in IoT applications that
target mission-critical aspects (that require low latency, ultra-
reliability, high security, and high data rates) [57] and time-
sensitive IoT connectivity like emergency response, health-care
services, disaster mitigation, and related cases in which these
applications require faster and more reliable performance than
other applications, and their connectivity must be guaranteed
to be safe and resilient. Industrial wireless sensor networks,
video surveillance cameras, and wearables (e.g., smartwatches,
rings, eHealth-related devices, and medical monitoring devices)
are some use cases for RedCap [108, 67]. Hence, these envi-
sioned use cases have specific requirements regarding data rate,
latency, battery life, reliability, and other factors. As of today,
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CIoTs are being applied in the following application areas.
Smart Agriculture: Smart agriculture is one of the key ap-

plication scenarios in the IoT industry [165]. Via CIoTs con-
nectivity, farmers and cities can capture data from environmen-
tal sensors for management. The reason is that they can ac-
cess places that are hard to reach, such as remote areas where
agriculture or infrastructure sensors are installed. Due to this,
monitoring the soil temperature and humidity and tracking the
existing land features, rain, and pollution are some of the activi-
ties farmers can perform using EC-GSM-IoT, LTE-M, NB-IoT,
and RedCap [23, 166]. In Africa, specifically, farmers are uti-
lizing multiple interconnected sensors in their fields to identify
the optimal planting and harvesting periods for specific crops
by leveraging EC-GSM-IoT technology [76, 167]. LTE-M and
NB-IoT have a role in smart agriculture. Moreover, RedCap is
expected to be used in cooperative farm machinery in the near
future. Minimizing water waste will be vital to advancing agri-
cultural processes based on real-time monitoring and predictive
data analytics via remote sensing [13].

Smart Grid and Meter: CIoT technologies play a signif-
icant role in application areas, such as smart metering, smart
grid management with strong coverage requirements, and low
power use scenarios (e.g., water and gas) since they can access
places that are hard to reach, such as deep basements where
smart meters are installed. They are well-suited for connecting
many remote smart meters to a central data collection point, al-
lowing utility companies to remotely monitor energy consump-
tion and manage their networks more efficiently, leading to cost
savings and improved customer service [168]. Through the
EC-GSM-IoT, LTE-M, NB-IoT, and RedCap, in smart grid ap-
plications; electricity is efficiently transmitted and distributed,
power is recovered rapidly after a fault occurs, maintenance
costs are reduced, and security and protection. They can re-
motely control and monitor energy-consuming devices, such
as air-conditioning and heating systems, to reduce energy con-
sumption during peak demand periods [169, 170, 171, 37] with
the support of numerous (more than 10,000 devices in a cell)
smart grid devices. Indeed, a smart grid management system is
the main operational demand for power control, enabling two-
way communication between providers and consumers. For in-
stance, according to the investigation in [171], demand-response
techniques are pivotal to addressing power outage problems, re-
ducing cost, and increasing reliability.

Intelligent Transportation: Tracking and monitoring vehi-
cles intelligently is crucial for transportation companies and ve-
hicle owners. Hence, 3GPP identified the vehicle-to-everything
communication types [33]: vehicle to vehicle, vehicle to infras-
tructure, vehicle to pedestrian, and vehicle to network. In intel-
ligent transportation, vehicle-to-vehicle communication, vehicle-
to-infrastructure communication, autonomous/semi autonomous
driving, and in-car infotainment systems emerged [57]. The
CIoT technologies can also assist drivers in various ways, such
as providing real-time traffic and weather information, route
planning, and parking assistance; improving the driving expe-
rience; and reducing the risk of accidents. In intelligent trans-
portation, fleet management applications are most in demand
[172] including; monitoring fuel consumption and scheduling

maintenance and repairs. Moreover, LTE-M is well-suited for
applications requiring voice and data communications, such as
telemetry and remote control systems. Hence, LTE-M is well-
suited for fleet management applications because it supports
voice and data communication and can track the location and
status of vehicles in real-time. For transportation systems to
be effective, they need to be quick, dependable, and adapt-
able. By implementing the CIoT-based Internet of Vehicles,
drivers can receive real-time traffic updates, monitor speed lim-
its, and subsequently reduce traffic congestion and accidents.
In smart parking, for instance, data can be transmitted and re-
ceived in real-time, enabling immediate updates to park avail-
ability and other information. The available CIoTs can improve
efficiency, reduce parking costs, and improve the overall user
experience [173]. For some IoT use cases with stationary mo-
bility in intelligent transportation, for instance, all CIoT tech-
nologies are applicable. NB-IoT, despite its limited mobility
characteristics, can be considered applicable for smart trans-
portation. The devices are often deployed in fixed locations,
such as road sensors, infrastructure components, or stationary
objects along roadways. These devices collect and transmit
various transportation-related data including real-time tracking,
traffic analysis (traffic conditions, environmental factors), park-
ing space reservation (often involves parking in the basement),
location navigation, vehicle management, and enable commu-
nication between vehicles [174]. Overall, using EC-GSM-IoT,
LTE-M, NB-IoT, and RedCap for intelligent transportation sys-
tems helps reduce travel time, fuel consumption, and environ-
mental effects and can improve the overall travel experience for
passengers and drivers.

Smart City: Smart cities have a high level of technology
integration and are distinguished by the extensive use of infor-
mation and communication methods [175]. Due to the current
urbanization demands worldwide, the smart city concept has
been extended from smart offices and smart homes to smart
buildings. In the framework of smart cities, applications, such
as environmental sensors, smart grids, predictive maintenance,
utility meters, high-definition security cameras, smart parking,
smart traffic management, smart city sensors system for irri-
gation, and smart street lighting are included, and supported
by CIoT systems [176, 177, 153]. A smart city cuts costs, in-
creases resource consumption efficiency, engages with inhab-
itants more actively during emergencies, and greatly reduces
labor costs. Controlling street lights, assessing free parking
spaces, monitoring environmental conditions, and inspecting
road conditions are some of the daily administrative tasks per-
formed by city bodies. Furthermore, in each layer of IoT ap-
plications (i.e., in smart cities), security and privacy are daily
concerns for safety [178]. Noteworthy to know a smart city
can be considered a package comprising applications, includ-
ing intelligent environmental monitoring, intelligent transporta-
tion, smart street lighting, smart grid, smart metering, smart
homes, and the like. These applications are demanding the use
of deep learning-based techniques, for example, in smart light-
ing [179, 23]of smart garbage detection systems that can recog-
nize garbage more accurately, reducing the necessary deploy-
ment costs and material resources.
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Smart Homes and Buildings: One of CIoT’s rapidly ex-
panding markets is smart homes. The primary focus behind the
smart home philosophy is preserving energy [79]. Recently, the
CIoT has offered a powerful and flexible way to control and
monitor various aspects of the home, providing convenience,
energy reduction, and enhanced security [180]. Various ECG-
SM-IoT, LTE-m, NB-IoT, and RedCap devices can be deployed
in the living room, kitchen, bathrooms, and other rooms. In ad-
dition, the devices can be used for video surveillance monitor-
ing [177]. For example, homeowners can access remote light-
ing controls, monitor their children, and turn devices on and off
while commuting to and from work. In emergencies, such as
smoke and hazard incidents, installing CIoT devices in a smart
home is beneficial. Examples of applications that can utilize
these CIoT’s building penetration capability include monitoring
utility usage (e.g., smart heat), enhancing security in residential
properties, smoke detectors, and managing energy consumption
in household appliances [23].

Smart Environmental Monitoring: Environmental moni-
toring is a wider concept comprising both natural and human
environmental phenomena involving rural-agricultural and urban-
city-oriented monitoring. It includes monitoring air, soil, water,
traffic volumes, city infrastructure, and other aspects. The exist-
ing CIoT cellular network can provide intelligent services [181]
by incorporating a wireless sensor network to automate data
acquisition for easy data analysis. These intelligent services
optimize resource usage, reduce waste, and increase energy ef-
ficiency by providing real-time data on environmental condi-
tions [182, 183]. It can also be used for monitoring the location
of wild animals, observing their habitats, and recognizing their
behaviors. Furthermore, the role of the EC-GSM-IoT, LTE-
M, NB-IoT, and RedCap in intelligent environment monitor-
ing involves public health and safety in identifying and mitigat-
ing possible environmental hazards and extreme weather con-
ditions.

Smart Tracking: Vertical industries, including transporta-
tion, logistics, and manufacturing, have a high demand for track-
ing and monitoring the location and movement of physical as-
sets, such as vehicles, equipment, and inventory. Installing or
attaching global positioning system trackers or RF identifica-
tion tags onto assets and communicating their location and sta-
tus to the central system optimizes operations (e.g., routes in
logistics companies) by delivering real-time updates on the lo-
cation, movement, and condition of the assets (e.g., temper-
ature). Hence, EC-GSM-IoT, LTE-M, NB-IoT, and RedCap
are useful in tracking shipping, monitoring drivers and goods,
and obtaining diagnostics and reports across moving operations
in industry [153, 184], contributing to efficiency improvement,
cost reduction, and customer service enhancement. Note that
when continuous tracking is not required NB-IoT can be taken
as a good method. In addition to enabling real-time tracking
and monitoring, they can also provide other benefits in asset
tracking systems, such as the ability to monitor the condition
of the assets and alert maintenance personnel when repairs are
needed, reducing downtime and improving the overall efficiency
of the tracking system.

Smart Hospitals: Healthcare is the most important con-

cern in the era of smart life projects, with a high priority [177].
Wearable devices, such as fitness trackers or sports wearables,
smartwatches, and smart clothing, can track and monitor loca-
tion and movements and provide identification, authentication,
data collection, and sensing, including patient vital signs, such
as heart rate, blood pressure, and body temperature. Moreover,
implantable devices, such as pacemakers and defibrillators, can
monitor the heart, or sensors can monitor a segment of an or-
gan (i.e., the lungs or kidneys). A periodic update of training
data and message reception is possible with the NB-IoT and
LTE-M in normal conditions [190]. Similar to LTE-M and NB-
IoT, EC-GSM-IoT is also suitable for low data rate healthcare
applications??. To enhance patient outcomes and lower health-
care expenses through the implementation of telemedicine and
remote patient monitoring systems, EC-GSM-IoT, NB-IoT, LTE-
M, and RedCap are suggested for healthcare applications. These
technologies offer swift data transfer, energy efficiency, broad
communication coverage, dependable performance, the ability
to handle large data volumes, and human tissue safety. Their ac-
curate localization capabilities enable them to address clinical
care in the hospital and remote patient care. Furthermore, they
can be utilized to acquire medical reports at regular intervals
and receive alerts triggered by specific events. Additionally, it
enables real-time, two-way medical control and monitoring of
health conditions through live video feeds. General applica-
tions in health care systems, including remote patient monitor-
ing, medical asset tracking, wellness-tracking wearables, and
secure data collection protecting patient data privacy [16], can
be supported by the current CIoT technologies.

Wearables: Devices equipped with NB-IoT technology en-
able real-time monitoring of energy consumption, enabling util-
ities to enhance energy management and improve the efficiency
of health monitoring. Moreover, in the context of wearables, the
ability to support mobility and high data rates is critical, as is
the ability to support VoLTE. For this reason, LTE-M and Red-
Cap are emerging as strong candidates for powering the next
generation of wearable devices. In applications such as smart-
watches, fitness trackers, and medical wearables, crucial data
can be extracted based on various metrics, including heart rate,
sleep patterns, and activity levels. These real-time data are sent
over LTE-M and RedCap networks to be analyzed by the re-
sponsible authorized individuals (e.g., doctors and caregivers)
or organizations [118]. Importantly, LTE-M and RedCap sup-
port movement so that it is possible to monitor users anywhere
in motion, such as runners, to track their well-being [189]. The
utilization of wearable devices potentially simplifies self-care
for elderly individuals, for instance. Hence, wearable devices
equipped with NB-IoT, LTE-M, and RedCap technology have
the capability to track and record an individual’s physical activ-
ity, heart rate, body temperature, and other health-related data.

Video Surveillance Cameras: Due to their support of high
data rate and video capturing, LTE-M and RedCap are the can-
didate CIoT technologies in video surveillance camera services.
Smart cities, smart farming, smart factories, and other indus-
trial locations have increasingly installed surveillance cameras.
In LTE-M, for example, the Cat-M2 UE category supports mul-
timedia IoT applications such as voice and video which have a
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Table 8: CIoT Applications
Applications EC-GSM-

IoT
LTE-M NB-IoT RedCap Contributions

Smart
Agriculture[23,
76, 167]

✓ ✓ ✓ ✓

It monitors environmental factors, including temperature and
humidity, where the GSM network is applied for EC-GSM-IoT.
Smart LTE-M & NB-IoT solutions maximize yield and lower
agricultural input costs, such as efficiently managing water used
for irrigation. RedCap extends to collaborative farm equipment as
well.

Smart Grid and
Meter [38, 66, 76,
167, 170, 185, 186]

✓ ✓ ✓ ✓

They can support numerous smart grid devices (more than 10,000
devices in a cell). For instance, managing whether electricity is
efficiently transmitted and distributed, power is recovered rapidly
after a fault occurs, maintenance costs are reduced, security and
protection improve, and so on.
The CIoTs are the preferred options for smart metering, which
stand out due to their capability to handle large data amounts,
accommodates high load scalability, provide extensive coverage,
and offer exceptional obstruction penetration over broad regions.

Intelligent Trans-
portation [28, 76,
167]

✓ ✓ ✓ ✓

In the automotive industry, they improve vehicle performance, fuel
efficiency, and safety through real-time monitoring and analysis of
vehicle data, and are able to quickly distribute warning messages
through a relay system. RedCap is ideal technology in
remote drone operations as well.

Smart City [23, 76,
167, 168, 117, 175]

✓ ✓ ✓ ✓

The EC-GSM-IoT, LTE-M, NB-IoT, and RedCap can be utilized
for broad smart city applications including smart traffic
management, smart parking, smart energy management, smart
waste management systems, and so on.

Smart Homes and
Buildings [66, 161,
76, 167, 187]

✓ ✓ ✓ ✓

In smart building use cases, comfort, safety, and building integrity
can be supported by the EC-GSM-IoT, LTE-M, NB-IoT, and
RedCap based on reliability, communication range, and low
power consumption.

Smart Environ-
mental Monitor-
ing [66, 76, 167]

✓ ✓ ✓ ✓

Smart environmental management applications benefit from the
CIoT’s reduced delay, excellent reliability, better obstruction
penetration, high scalability for heavy traffic, and extended
transmission coverage.

Smart Tracking
[66, 76, 167, 153]

✓ ✓ ✓ ✓
EC-GSM-IoT, LTE-M, NB-IoT, and RedCap play a pivotal role in
tracking and monitoring assets and their states in industries
(transportation, logistics, and manufacturing).

Smart Hospitals
[61, 66, 167, 188]

✓ ✓ ✓ ✓

Because of their fast data transfer, optimized energy consumption,
rapid data transfer, wide-ranging communication reach, high
reliability, capacity to handle significant data loads, and safety for
human tissue, the EC-GSM-IoT, NB-IoT, LTE-M, and RedCap
are recommended for healthcare applications to improve patient
outcomes and reduce healthcare costs by implementing
telemedicine and remote patient monitoring systems.

Video Surveil-
lance Cameras
[153, 110]

✓ ✓

LTE-M and RedCap are used for remote monitoring and
surveillance applications in various industries, in cooperative farm
machinery for example, to assist in monitoring crops, livestock,
and so on.

Industry IoT [8,
66, 111]

✓ ✓ ✓
NB-IoT, LTE-M, and RedCap are used in monitoring equipment
status, controlling processes, and ensuring factory safety.

Wearables [1, 189] ✓ ✓ ✓

LTE-M, NB-IoT, and RedCap have the ability to provide
assistance for wearable devices, such as smartwatches, which
typically necessitate voice functionality, portability, and fast data
transfer rates for connectivity to the Internet.
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maximum TBS of 4008 bits in the DL and 6968 bits in the UL
good for video surveillance applications. Moreover, for high-
quality video, RedCap plays a significant role.

Industry IoT: The LTE-M, NB-IoT, and RedCap sensors
can be used in the prediction of machine failure in the factory.
Note that the NB-IoT is not suitable for moving objects, so the
device is assumed to be battery-powered in a fixed location in
the factory, requiring two-way communication to upgrade the
firmware and software [191]. It has a significant role in real-
time applications and is more suitable for industrial systems
that require real-time communication without mobility require-
ments. Even though the NB-IoT supports only up to QPSK
modulation that limits its data rate, spectral efficient frequency
division multiplexing has been proposed, which uses higher
modulation formats; however, it has drawbacks in energy con-
sumption. The authors of [192] developed a two-dimensional
channel-aware adaptive modulation scheme that improves net-
work performance while maintaining energy efficiency to solve
this problem. On the other hand, LTE-M and RedCap are the
prominent technologies for IIoTs since they support mobility
and high data rates. Moreover, RedCap is objectively developed
for such use cases including wearables and video surveillance
cameras, which we discuss under the RedCap section in detail.

9. Future Challenges

The proposed solutions are explicitly explored as part of
the CIoT use-case specifications by the 3GPP working group.
Most requirements set by the study groups in various release
versions have been met as promised and planned. Indeed, CIoT
has gained attention globally due to its cost-effective, ubiqui-
tous coverage with ease of deployment of massive MTC and
URLLC and several feasible reasons. However, there are fur-
ther challenges that need to be resolved.

Congestion Problems: Overcrowding or congestion is a
significant challenge in the CIoT with a very high concentration
of devices, as there are limited resources available to handle the
numerous sporadic access attempts made by a diverse range of
MTC devices [24]. With a massive number of devices, an enor-
mous number of simultaneous access requests occurs, causing
congestion in the physical random-access channel, resulting in
network access delays [193]. For instance, if multiple machine-
type devices transmit the same preamble simultaneously, they
cause the access requests to fail so that access efficiency de-
creases and the number of supported devices reduces. Hence,
optimized node clustering and data aggregation have been em-
ployed as candidate solutions to address congestion [194]. Kim
and Bang [195] proposed a random-access parallelization tech-
nique to support multiple preambles, enabling each IoT device
to attempt multiple instances of random access in parallel to
mitigate collisions. In addition, the preamble (re)transmission
limit [196] is adopted in the UE MAC layer. In contrast, net-
work slicing is another promising method to improve the effi-
ciency of resource utilization [197, 57] by allocating resources
dynamically between slices, providing QoS in congestion sit-
uations and end-to-end communication. Furthermore, a study
[198] introduced a recursive access class barring technique to

use the available resources optimally, obtaining an optimized
service time and average access delay compared to the conven-
tional access class barring schemes. Despite these solutions, as
the massive number of devices expands, the reliability of ac-
cess, data transmission, and energy consumption are inevitably
questioned.

Very High Signaling Overhead per Data Packet: In the
CIoT, signaling overhead becomes a significant issue when con-
siderable signaling is required for each data packet a device
sends. Very high signaling overhead per data packet can oc-
cur when frequent updates or small amounts of data are sent
from the device. Cellular networks are optimized for larger
data packets, and when small data packets are sent frequently,
the overhead required to establish and maintain the connection
becomes a significant proportion of the overall communication.
However, it is particularly problematic in scenarios where de-
vices are battery-powered and have limited energy resources,
such as IoT devices where a device sends small data packets
infrequently. The signaling required to establish and maintain
the connection can become a bottleneck. It can significantly
increase network traffic, causing issues, such as network con-
gestion, increased latency, and energy consumption [52] on the
device and network sides, and reduced overall performance. Al-
though data packets transmitted by IoT devices are typically
small, the high signaling overhead required per packet can al-
ways become a significant issue for IoT devices [199]. Various
signaling reduction techniques can address these issues, such
as message queuing, efficient protocols, and optimized network
coverage [200]. Studying more appropriate methods is crucial
for scheduling transmissions and reducing signaling overhead
in extremely dense environments using advanced techniques,
such as machine learning to overcome these challenges in the
ultra-dense CIoT to meet service requirements, such as latency,
battery life, and accuracy.

Scalability/Massive Connection: There has been a surge
in demand for CIoT connectivity, especially in the healthcare,
transportation, and manufacturing industries, according to the
future market insight projections [201]. Hence, numerous con-
nected devices, sensors, and machines must be handled simul-
taneously. The main challenge facing the CIoT is the need to
support numerous devices with a broad range of capabilities and
requirements to mitigate problems, such as network congestion,
power consumption, security, and cost. This challenge requires
significant investments in network infrastructure and manage-
ment systems to ensure that the network can scale to meet the
demands of the IoT. Providing connectivity for many devices
can be a challenge for CIoT networks, where the system scala-
bility [112] comprises the network capacity, processing power,
data storage, and security. In [202], mobile edge computing
(MEC) based CIoT (MECIoT) is taken as one of the promising
solutions for scalability. Thus, techniques including developing
low-power devices, designing and implementing smart system
architecture involving leveraging distributed computing, cloud-
based infrastructure, and other advanced technology, such as
edge computing and AI might help and should be further inves-
tigated.

Privacy and Security: Security cameras, biometric sensors,
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and authentication devices, electronic door locks and access
control systems, fire alarm and detection systems, intrusion de-
tection and prevention systems, industrial control systems used
in critical infrastructure such as energy, water, and transporta-
tion systems, medical devices such as pacemakers and insulin
pumps are security-sensitive devices that could harm owners if
their security is threatened by intruders [118]. It is because, the
limited resources of CIoT devices can make it challenging to
implement robust security measures, leaving them vulnerable
to attacks [203]. CIoT devices are often deployed in physically
vulnerable locations, making them susceptible to tampering. In
addition, the low power and low data rates of CIoT devices can
make it difficult to implement strong security protocols, leav-
ing them open to network-based attacks. Moreover, the lack of
uniform standards for security in CIoT can lead to inconsisten-
cies in security measures across different devices and networks,
potentially exposing vulnerabilities. To address these risks, it
is essential to implement strong security measures such as en-
cryption, secure authentication, and access control, while also
establishing industry standards for securing the devices [204].
Moreover, Ni et al. [205] proposed a security authentication
system to protect device security during network slicing by iso-
lating IoT applications. Savic et al. [206] proposed a deep
learning-based anomaly detection, the anomaly detection mod-
ule (ADM) for IoT devices (ADM-EDGE) and the ADM at the
mobile core network (ADM-FOG), to enhance the CIoT secu-
rity and the mobile core network, respectively, by demonstrat-
ing it on smart logistics use cases. However, the trial is on
small-scale real-world use cases that should be examined on a
large scale. In [161], quantum resistance access authentication
is developed to achieve privacy protection and anti-quantum at-
tacks. However, numerous IoT devices with high-speed mobil-
ity still have security issues relating to moving from one cell to
another.

Interoperability and Integration Issues: Enabling different
IoT devices and applications to communicate with each other
and with the CIoT networks seamlessly is another barrier fac-
ing the CIoT. Due to the requirements for the device, network,
standardization, and security and the heterogeneity of the pro-
tocols, there are a variety of interoperability types, including in-
frastructure (device interoperability), architecture (network in-
teroperability), design (syntactical and semantic interoperabil-
ity), and platform interoperability [207], in which intelligent al-
gorithms should be implemented. However, ensuring seamless
and interoperable communication among numerous devices is
challenging because of its various data formats, protocol inter-
faces and application, and the complexity increases if two or
more devices communicate simultaneously [208]. It is neces-
sary to create a multifaceted technology approach to handle the
interoperability concerns. This approach requires the develop-
ment of standards, protocols, software tools and interfaces, data
formats, and more that can be used across networks and de-
vices.

Energy Efficiency/Power Consumption: One of the most
critical constraints for CIoT devices is battery life. Most CIoT
devices are battery-powered require constant sources of power
and need low power consumption with many years of deploy-

ment lifecycle in remote locations where supplying power is
spectacularly difficult. The reason why many years of deploy-
ment are employed is that activities include charging batteries
regularly, devices that are hard-wired to maintain electricity,
and a complete device replacement which causes human inter-
action too costly for the business case. For battery-powered
IoT devices, energy efficiency is a highly critical factor [154].
Often, IoT devices are designed to be low-power and energy-
efficient, but this is not easy to achieve with cellular networks,
which requires new approaches to network design and man-
agement to ensure the network can support low-power devices
while providing the necessary performance and coverage. How-
ever, there are still compromising power consumption issues
in the CIoT. One method of saving energy in the age of AI
is applying the recommended deep neural network techniques.
However, due to frequent memory access, executing power-
intensive deep neural networks on low-resource IoT devices
increases power consumption. To address these problems, a
study [209] suggested that reducing the number of MAC opera-
tions and data precision saves energy. In addition, the recursive
access class barring technique provides resource-efficiency and
energy-efficiency solutions [198]. However, a trade-off occurs
between energy efficiency and other performance factors, such
as high data transfer rates, poor network coverage, and complex
data processing (to mention a few that could be balanced), and
further investigation is required.

Cost: As the deployment of numerous IoT devices increases
exponentially, it can result in high costs for network providers
and end users. Network providers and IoT device manufac-
turers explore partnerships and collaborations to reduce costs,
share resources, and leverage each other’s expertise and ca-
pabilities. Among other solutions, significant factors of the
CIoT to make IoT devices more accessible and affordable for
a wider range of applications and use cases are using low-cost
devices and employing technology that stabilizes the costs for
the device, network, maintenance, data management, and oth-
ers [25, 28, 155]. Often, IoT devices are designed to be low
cost, which requires new approaches to network design and
management to ensure that the network can be deployed and
maintained at a low cost. However, a low-cost design nega-
tively affects CIoT performance, spectral efficiency, and energy
consumption. In [210], the authors proposed a time allocation
algorithm to avoid the problem. Nonetheless, the support for a
massive number of devices can become limited.

Spectrum Efficiency: As IoT devices use a small amount
of bandwidth, the spectrum is a limited resource that must be
shared among a massive number of connecting devices. Effi-
cient spectrum allocation is vital for connecting many IoT de-
vices and preventing network disruptions. The author [211] in-
vestigated power-domain nonorthogonal multiple access as the
best multiple access technique for efficiently utilizing the ex-
isting spectrum resources in IoT networks from the multiple-
user scenario by assigning different power levels. However, the
number of frequency blocks in the IoT network in the frame-
work is limited. Al-Dweik et al. [212] mentioned that power-
domain nonorthogonal multiple access could be a prominent
solution for spectral efficiency from the same user perspective
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in which nonidentical power values can be assigned. However,
in large-scale IoT networks, spectral efficiency requires new ro-
bust approaches to spectrum management to ensure that the net-
work can support numerous low-power devices.

Quality of Service: The level of services and performance
of a network provider guarantees its customers to make the
IoT devices reliable is a highly important factor in the CIoT.
The technical challenges in the CIoT regarding the bandwidth,
power, delay, and error rate should be optimized to attain the
various QoS requirements, including reliability, low latency,
high throughput, low power consumption, security, scalabil-
ity, cost-effectiveness, and more. Indeed, IoT devices require
low-latency and high reliability communication, which is chal-
lenging to provide in cellular networks. Network optimization,
traffic management, and service-level agreement strategies are
good for preserving QoS [199]. Furthermore, deploying fixed
and mobile small cells due to the reduced Tx-to-Rx distance
is expected to improve the QoS with the ever-increasing data
demands [213]. However, challenges still exist, such as inter-
ference and resource management. Hence, new and robust ap-
proaches to network design and management are required to en-
sure the network can support low-latency, high-reliability com-
munication to achieve QoS.

10. Conclusion

In recent years, the CIoT has emerged as a promising so-
lution for providing a scalable, reliable, and secure infrastruc-
ture connecting a broad range of devices and applications. The
CIoT enables billions of devices to connect and share informa-
tion, creating new services and applications. With the ongoing
full deployment and integration of 5G networks, CIoT is poised
to gain further significance. The fact that 5G offers higher data
rates, lower latency, and massive device connectivity, which un-
lock new possibilities for CIoT applications, 3GPP and Erics-
son have been working on standardization of CIoT technolo-
gies to improve connectivity and communication between de-
vices. The LTE-M and NB-IoT have confirmed that they can
efficiently be integrated into the 5G and share its ultimate ben-
efits. The URLLC capabilities of 5G enable mission-critical
CIoT use cases, such as autonomous vehicles, remote surgery,
and industrial automation, that require real-time, reliable con-
nectivity is now achieved. Moreover, the CIoT is valuable be-
cause it reduces the cost and complexity of deploying and main-
taining IoT networks, provides a global and standardized solu-
tion for connecting IoT devices, and enables interoperability
while ensuring the security and privacy of data transmitted over
the CIoT network. To this end, in this paper, we have compared
the existing literature on CIoT technologies and discussed their
general network architecture. Moreover, we have elaborated on
the existing CIoT technologies with a complete overview from
the perspectives of their features and current state-of-the-art in-
cluding release enhancements, focuses, and applications. Fi-
nally, we have identified the major challenges in CIoT technol-
ogy that researchers, academics, and industry operators might
find interesting for further studies and efforts.
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[172] R. Salazar-Cabrera, Á. P. De La Cruz, J. M. M. Molina, Fleet manage-
ment and control system from intelligent transportation systems perspec-
tive, in: 2019 2nd Latin American Conference on Intelligent Transporta-
tion Systems (ITS LATAM), IEEE, 2019, pp. 1–7.

[173] F. Al-Turjman, A. Malekloo, Smart parking in IoT-enabled cities: A
survey, Sustainable Cities and Society 49 (2019) 101608.

[174] D. Cheng, C. Li, N. Qiu, The application prospects of nb-iot in intelli-
gent transportation, in: 2021 4th International Conference on Advanced
Electronic Materials, Computers and Software Engineering (AEMCSE),
IEEE, 2021, pp. 1176–1179.

[175] Y. Mehmood, F. Ahmad, I. Yaqoob, A. Adnane, M. Imran, S. Guizani,
Internet-of-things-based smart cities: Recent advances and challenges,
IEEE Communications Magazine 55 (9) (2017) 16–24.

[176] H. Fattah, 5G LTE Narrowband Internet of Things (NB-IoT), CRC
Press, 2018.

[177] L. Chettri, R. Bera, A comprehensive survey on Internet of Things (IoT)
toward 5G wireless systems, IEEE Internet of Things Journal 7 (1)
(2019) 16–32.

[178] J. L. Hernandez-Ramos, J. A. Martinez, V. Savarino, M. Angelini,
V. Napolitano, A. F. Skarmeta, G. Baldini, Security and privacy in in-
ternet of things-enabled smart cities: Challenges and future directions,
IEEE Security & Privacy 19 (1) (2020) 12–23.

[179] W. Xu, J. Zhang, J. Y. Kim, W. Huang, S. S. Kanhere, S. K. Jha, W. Hu,
The design, implementation, and deployment of a smart lighting system
for smart buildings, IEEE Internet of Things Journal 6 (4) (2019) 7266–

7281.
[180] M. Mahbub, Nb-iot: applications and future prospects in perspective

of bangladesh, International Journal of Information Technology 12 (4)
(2020) 1183–1193.

[181] X. Chen, X. Wang, H. Shen, Design of greenhouse environment moni-
toring system based on NB-IoT and edge computing, in: 2021 IEEE 5th
Advanced Information Technology, Electronic and Automation Control
Conference (IAEAC), Vol. 5, IEEE, 2021, pp. 1319–1324.

[182] M. Klymash, T. Maksymyuk, S. Dumych, O. Yaremko, Designing the
industrial and environmental monitoring system based on the internet
of things architecture, in: 2018 IEEE 4th International Symposium on
Wireless Systems within the International Conferences on Intelligent
Data Acquisition and Advanced Computing Systems (IDAACS-SWS),
IEEE, 2018, pp. 187–190.

[183] Y. Zhao, Y. Yu, J. Kang, Y. Zhang, Intelligent irrigation system based
on nb-iot, in: 2022 IEEE International Conference on Mechatronics and
Automation (ICMA), IEEE, 2022, pp. 1419–1424.

[184] P. Deligiannis, S. Koutroubinas, G. Koronias, Predicting energy con-
sumption through machine learning using a smart-metering architecture,
IEEE Potentials 38 (2) (2019) 29–34.

[185] A. M. Abbas, K. Y. Youssef, I. I. Mahmoud, A. Zekry, NB-IoT optimiza-
tion for smart meters networks of smart cities: Case study, Alexandria
Engineering Journal 59 (6) (2020) 4267–4281.

[186] Y. Li, W. Zhan, L. Dai, Rate-Constrained Delay Optimization for Slot-
ted Aloha, IEEE Transactions on Communications 69 (8) (2021) 5283–
5298.

[187] F. Al-Turjman, E. Ever, H. Zahmatkesh, Small cells in the forthcoming
5G/IoT: Traffic modelling and deployment overview, IEEE Communi-
cations Surveys & Tutorials 21 (1) (2018) 28–65.

[188] H. Zhang, J. Li, B. Wen, Y. Xun, J. Liu, Connecting intelligent things
in smart hospitals using NB-IoT, IEEE Internet of Things Journal 5 (3)
(2018) 1550–1560.

[189] F. J. Dian, R. Vahidnia, A. Rahmati, Wearables and the internet of things
(iot), applications, opportunities, and challenges: A survey, IEEE access
8 (2020) 69200–69211.
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