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Abstract

In recent years, we have witnessed a major expansion of wireless communications, extending from terrestrial to aerial spaces to
facilitate novel user services. While aerial access infrastructure is widely accepted to be an essential part of a comprehensive sixth-
generation (6G) network, underwater wireless communications (UWC), unfortunately, are neglected. This observation questions
us about the maturity of UWC technologies and its potentials for 6G. First, we describe an overview of 6G access infrastructures,
revealing the gaps concerning underserved spaces and services. Next, we investigate current developments of cutting-edge technolo-
gies that enable heterogeneous multiaccess UWCs. Furthermore, we introduce UWC-enabled application scenarios that possibly
improve the popularity of 6G in aquatic environments. Then, we analyze a feasible approach for a UWC integration to comple-
ment the 6G infrastructures, achieving a fully comprehensive framework. Finally, open challenges are discussed to drive future
studies toward the maturation of UWC. This study is expected to facilitate interested researchers and engineers with a systematical
reference framework of state-of-the-art UWC knowledge and information.
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1. Introduction As a response, an extensive literature review in [12]] demon-
strated that the aerial access infrastructure has been accepted
as a native component complementing the 6G network. Hence,
airborne platforms at various altitudes and satellites may func-
tion as mobile access points to provide wireless connectivity to
underserved areas, both on the ground and in aerial spaces [13]].
A reference model of aerial access network integration into the
6G infrastructure adopts the following two standards: the 3rd
. ) ’ Generation Partnership Project (3GPP) technical specification
challenges. As .the.mternatlonal Cf?ntral body in cha.rge. of 3GPP TS 23.501 [14]] for mobile architecture frameworks; and
network standardization, the International Telecommunication the European Telecommunications Standards Tnstitute (ETST)

gnion—Tehecorfnmunication NStandirgiOZ;(t)ion gect.c;r (ITU_,Ti technical report ETSI TR 103 611 [15] for possible intercon-
as started a focus group Network- to identify potentia nection models of satellites/airborne platforms and mobile sys-

technologies and innovations for the architectural design and tems. This unified air-ground access infrastructure enables

determine the scope of services of 6G networks. In partic- . . . e .
L N . various emerging user services such as inflight infotainment,
ular, the four key characteristics include (i) time engineered L. . . .S
. .. . ) aerial information harvesting, remote and distributed Internet of
communications, (ii) multi-sense systems, (iii) coexistence of . R
things (IoT) systems, and regular Internet connectivity in iso-

heterogeneous access infrastructures, and (iv) complex and . . .
. . . . lated areas. These services significantly promote diverse hor-
constrained environment [[1} 2| 3]. These characteristics drive . . . . .
: : izontal business sectors, e.g., intelligent transportation, smart
the development of 6G infrastructures, making them more . . .
agriculture, search and rescue, and aerial surveillance.

comprehensive and universal to facilitate emerging horizontal

and vertical services. While the aerial space continues to be captured by the in-
creasing number of mobile devices and services as part of the
tu.ngo@ut.edu.vn (Ngo Hoang Tu), thanh.tran@ut.edu.vn (Tran Thien Internet ,Of I_Everythmg (IoE) revolution, underwater wireless
Thanh), baovng@ptithem. edu.vn (Vo Nguyen Quoc Bao), communication (UWC) appears to be an external network that
wsna@kongju.ac.kr (Woongsoo Na), srcho@cau.ac.kr (Sungrae Cho) minimally interacts with the emerging 6G ecosystem. Most ex-

Following the successful commercialization of fifth-
generation (5G) networks worldwide, the interest of academia
and industry is now focused on sixth-generation (6G) net-
works. Recently, a large number of 6G proposals have
been investigated to define the 6G network from many as-
pects, such as system requirements, network architecture,
foundational technologies, envisioned services, and open
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Table 1: Comparison between our study and other related studies.

Reference

Research scope

Contributions

(4]

Magnetic induction
communications

This study provided a comprehensive review on underwater magnetic induction communications from several per-
spectives such as channel models, transmission distance, communication reliability, and performance improvement
along with the respective constraints.

(51

Optical wireless com-
munications

This study reviewed UWOC s to shed light on the challenges, advancements, and visions of the technology. The
relevant specifications at each network layer are evaluated, from the bottom physical layers to the top application
layers.

Lol

Secure acoustic net-

works

This study discussed major vulnerabilities and security threats at the physical and transport layers in underwater
acoustic communications (UAC). In addition, existing countermeasure mechanisms, security protocols, and trustful
network architectures are analyzed to evaluate the resistance capability of the networks against security attacks.

(71

Communication relia-

bility

This study reviewed underwater communication technologies and network models that provide high reliability in
underwater communications. In particular, routing protocols at the data link and network layers are investigated in
underwater multimodal networks.

(8l

Localization protocols

This study taxonomized existing localization algorithms in underwater communication networks. The taxonomy
is developed based on various system parameters, with considerations of node mobility and network architecture
models.

(1

Formation controls

This study focused on formation control problems associated with AUV operations. A classification framework is
proposed to compare existing methods of joint automation engineering and network architecture in terms of vehicle
performance and communication capabilities.

(10]

Data gathering and mo-
bility

This study provided an analysis of existing studies on data gathering techniques and solutions in underwater wireless
sensor networks. Simulations are conducted to evaluate related approaches in various static and mobility models by
adjusting the communication metrics such as transmit power, latency, and drop rate.

(11]

Routing protocols

This study classified existing underwater communications routing protocols into three categories: energy-aware,
data-aware, and geographic-aware protocols. Communication efficiencies as well as the advantages and disadvan-
tages of existing protocols are summarized systematically.

Our paper

UWC integration into
6G networks

Our study analyzes the feasibility of UWC integration into 6G access infrastructure. In particular, we investigated
state-of-the-art technologies and solutions in UWC and suggested an integration model to seamlessly interconnect
air, ground, and underwater systems in a fully comprehensive access framework.

isting 6G proposals and studies did not address UWC in their
envisioned technologies and applications. This may be be-
cause of a number of barriers between airborne and underwa-
ter communication environments. First, the longstanding chal-
lenge of continuous wireless transmission through water-air
surfaces is difficult to resolve efficiently owing to signal reflec-
tion problems. Second, the uncertainty, instability, and high ab-
sorbency of underwater environments are considered unfriendly
to wireless network infrastructure deployments. Third, human
activities are limited with exceptional services in the aquatic
space [16]. Although these obstacles are significant, we con-
tinue attempting to overcome any challenges for the develop-
ment of UWC. This situation prompted us to investigate state-
of-the-art UWC technologies and determine whether the UWC
is sufficiently mature for possible integration into the emerging
6G systems toward a fully comprehensive access infrastructure
interconnecting three pillars: air, ground, and underwater com-
munications.

To support the aforementioned approach, we first reviewed
relevant surveys and tutorials in the field. Table [I| presents a
comparison of the present and related studies. A number of
studies have been performed, each focusing on specific areas
of UWC research. For instance, Li ef al. provided a compre-
hensive survey on underwater magnetic induction communica-
tions, in which fundamental aspects of the wireless channels
are investigated [4] and Saeed et al. studied underwater wire-
less optical communications (UWOCsSs) to obtain a better un-
derstanding of current statements of the technology [S]. From
another perspective, Jiang et al. discussed security problems in

an underwater acoustic networking environment [6]] while com-
munication reliability and localization issues were clarified by
the studies of Li ef al. [7]] and Islam er al. [8], respectively. In
addition, the formation control of a single autonomous under-
water vehicle (AUV) and AUV swarms [9], the data gathering
mechanisms in static and mobile networking models [[10]], and
routing protocols at multiple network operation layers [11]] are
also thoroughly examined. Although these literature reviews at-
tracted attention among researchers working toward the devel-
opment of UWC, we have not found any existing study devoted
to studying UWC connectivity in a 6G context.

Hence, the aim of this study is to address the aforementioned
gap. To this end, we designed the survey scope and method-
ology to conduct the study as shown in Fig. The survey
comprised the following steps:

o First, we start with the widely accepted 6G access net-
work, with aerial infrastructure as its natural integral com-
ponent. Here, the network architecture and access inter-
face are analyzed to evaluate the interconnectivity of the
entire network. Thus, underserved services and areas, par-
ticularly in underwater environments, are justified. More
details are provided in Section 2}

e Second, we analyzed current developments of heteroge-
neous multi-access UWCs by reviewing their enabled net-
working, communication, and computing technologies.
Existing solutions are classified based on their goals to-
ward realizing critical operations such as transmission dis-
tance, data rate, communication reliability, formation con-



Table 2: Nomenclature

[ Abbreviation | Description | [ Abbreviation | Description
3D Three-dimensional MIMO Multiple-input multiple-output
3GPP Third Generation Partnership Project ML Machine learning
ABS Aerial base station MMSE Minimum mean square error
AILSOMP Adaptive iterative local searching OMP MPL Movement prediction location
ANS Acoustic navigation system MSA Maritime situational awareness
ASV Autonomous surface vehicle MRC Maximum ratio combining
ATR Automatic Target Recognition NOMA Non-orthogonal multiple access
aUE Arial user equipment NRZ-OOK Non-return-to-zero on-off keying
AUV Autonomous underwater vehicle OFDM Orthogonal frequency division multiplexing
BER Bit error rate OMP Orthogonal matching pursuit
BPSK Binary phase shift keying OWF Offshore wind farm
CCS Carbon capture and storage PAM Pulse amplitude modulation
CE Channel estimation PID Proportional—integral—-derivative
CNN Convolutional neural network PNE Post nonlinear equalization
CRLB Cramer-Rao lower bound QAM Quadrature amplitude modulation
DFE Decision feedback equalizer QoS Quality of service
DMT Discrete multi-tone QPSK Quadrature phase shift keying
DRL Deep reinforcement learning RAN Radio access network
DVL Doppler velocity logger RF Radio-frequency
ETSI European Telecommunications Standards Institute RIS Reconfigurable intelligent surface
GNS Geophysical navigation system RMSE Root-mean-square-error
GPS Global positioning system ROV Remotely operated vehicle
gUE Ground user equipment RSS Received signal strength
HIS Hierarchical identity-based signcryption SBL Short baseline
IDMA Interleave division multiple access SDD-CS Static-dynamic discriminative compressed sensing
MU Inertial measurement unit SiPM Silicon-photomultiplier
INS Inertial navigation system SNR Signal-to-noise ratio
IoE Internet of Everything TMF Trust management framework
ToT Internet of Things ToA Time-of-arrival
ITSWLS Improved three-stage weighted least squares TDoA Time-difference-of-arrival
LBL Long baseline UAAV unmanned aerial-aquatic vehicle
LCRLA Logarithmic cost recursive least absolutes UAC Underwater acoustic communication
LCRLS Logarithmic cost recursive least squares ULES Underwater localization evaluation scheme
LCLMA Logarithmic cost least mean absolute USBL Ultra-short baseline
LCLMS Logarithmic cost least mean squares UuSv Unmanned surface vehicle
LDPC Low-density parity check UWC Underwater wireless communication
LED Light-emitting-diode UwoC Underwater wireless optical communication
LSMSE Least square mean square error UWSN Underwater wireless sensor network
MCM Mine countermeasures wUE ‘Water user equipment
MEMS Microelectromechanical system

trol, localization and navigation, as well as security and
privacy protection. Finally, we drew conclusions from
these analyses, see Section [3| for further details. In addi-
tion, we envisioned potential underwater application sce-
narios that would benefit from UWC infrastructure (Sec-

tions [4).

e Third, we investigate a feasible UWC integration into the
6G network. In particular, on-shore interconnections with
air and ground systems provide backhaul links to the Inter-
net, whereas off-shore access networks provide fronthaul
connections to underwater user devices. Section [5] ana-
lyzes this model in detail. Then, open challenges are pre-
sented to drive future research toward UWC maturation in
the context of 6G in Section [6]

The contributions of this paper are as follows. The survey
provides potential readers with a systematical reference frame-
work, where they may find state-of-the-art knowledge and inno-
vations in the field. UWC systems are used in the context of 6G
networks, demonstrating their ability to complement the net-
work toward achieving a fully comprehensive access infrastruc-

ture, where air, ground, and underwater communications are
seamlessly integrated. From the UWC perspective, on-shore
and off-shore components and interfaces are anatomized thor-
oughly. In addition, supporting technologies and algorithms
for heterogeneous multiaccess UWCs are being investigated to
concretely justify the feasibility of the proposed architecture.
Finally, potential applications and open challenges in UWCs
are highlighted. Table 2| summarizes common acronyms used
in this paper.

2. 6G Access Infrastructures Analysis

A thorough investigation in [12] revealed that potential 6G
access networks include aerial vehicle platforms (e.g., satel-
lites, aircraft, and drones), which function as additional base
stations in air, along with typical terrestrial base stations, as
shown in Fig. [2] Thus, this section is dedicated to studying
state-of-the-art advances in such 6G access infrastructures as
well as their limitations in supporting underwater services.



Section II. 6G Access Infrastructure Analysis
| 2.1. Terrestrial access networks

| 2.2. Aerial access networks

| 2.3. Underserved services

Section III. Current UWC Development

| 3.1. Cable-assisted communications
| 3.2. Transmission distance

|—3.3. Data rate

| 3.4. Communication reliability

| 3.5. Formation control

| 3.6. Localization and navigation
|—3.7. Security and privacy protection

Section IV. Underwater Application Scenarios

| 4.1. Military applications
| 4.2. Science applications
| 4.3. Industry applications

Section V. Feasible UWC-Integrated 6G Access Networks

| 5.1. On-shore interconnections
| 5.2. Off-shore access networks

Section VI. Open Challenges

Figure 1: The survey scope and methodology.

2.1. Terrestrial Access Networks

Since the first generation, terrestrial access networks have
been considered the basic infrastructure that constitutes any
mobile network. Many terrestrial access components, tech-
nologies, and architectures retained from the five predecessors
play important roles in 6G networks [17, [18]]. In particular, hi-
erarchical and heterogeneous access networks involve macro-
cells for wide coverage to simultaneously serve a large num-
ber of user devices, smallcells (e.g., microcells and picocells)
for data rate boosting in specific local areas, and portable cells
for dynamic coverage and data rate enhancements. In 6G net-
works, such components would be upgraded by embedding
emerging technologies such as beamforming to align transmis-
sion directions, ultra-massive multiple-input multiple-output
(umMIMO), and novel multiplexing and scheduling schemes
for better spectrum efficiency (e.g., orthogonal/non-orthogonal
multiple access and rate splitting multiple access) [[19] 20, 21,
22,1231 1241125, 126, 127, 128]]. To optimize spectrum efficiency, an-
tenna arrays would be deployed at remote locations, rather than
being centrally located at base station towers, forming new con-
cepts of remote radio heads within cell-free models. In addition,
new designs of antenna elements have been proposed, such as
intelligent reflecting surfaces and backscatter communications,
which leverage multipath effects of wireless signals to improve
channel gains after being reflected and/or amplified at antenna
elements in the surfaces [29} [30]. Moreover, 6G encourages
several public and private technologies to function as additional
gateways and alternative paths for users accessing the networks
such as Wi-Fi-assisted hotpots, low-power Bluetooth gateways,
and peer-to-peer communications. All the aforementioned tech-
nologies enable a comprehensive terrestrial 6G access infras-
tructure.

From a spectrum allocation perspective, 6G involves a broad
range of frequencies to support the new radio (NR) access in-
terfaces for on-the-ground devices, i.e., ground user equipment

(gUE). In particular, the macrocells generally utilize sub-6 GHz
bands for long transmissions to provide conventional wireless
connections in indoor and outdoor environments, whereas the
small cells utilize high frequencies such as mmWave and THz
bands for robust data rates over short distances. As a result, a
variety of user services are enabled such as mobile broadband
Internet access for rich media content (e.g., videos on-demand,
social media, multiplayer interactive online gaming, distance
learning) [31], Internet of things (IoT) services [32], industrial
IoT networks [33} [34]], smart home/buildings applications [35]],
precision agriculture applications [36]], and vehicular ad-hoc
network [37,138]]. Moreover, low-latency remote services bene-
fit from diverse access technologies for stable connections, such
as telehealthcare (i.e., e-Health and m-Health) services (e.g.,
telemedicine, medical transportation services, Internet of med-
ical things, online training sessions for healthcare profession-
als) [39, 40, 41l 42| 43]], and disease detection using in-body
nano-sensor communication [44, 45,146, [47]]. With THz bands,
heavy-traffic services that request ultra-high data rate can be
efficiently facilitated [48] including high-definition live video
streaming [49], holographic teleportation [50} I51], and meta-
verse [52].

Additionally, terrestrial base stations need an effective re-
source management mechanism for radio, computing, and stor-
age resource optimization locally and globally in the entire net-
works [53) 154155156} 157,158 591 160]. As a response, a new air
interface driven by artificial intelligence (Al) technology (re-
ferred to as intelligent radio [61]) has been proposed for effi-
ciently optimizing communication schemes for any hardware,
radio environment, and application in the context of 6G opera-
tion [62] (63| 164]. Although the aforementioned technologies
enable the terrestrial access networks to supply Terabit-per-
second links, some applications are hardly deployed by using
only terrestrial base stations. With fixed-location characteris-
tics, these types of base stations (e.g., terrestrial cellular and
WLAN systems) cannot provide efficient wireless coverage for
ground users living in rugged mountain terrains and off-shore
areas as well as for aerial/space users while they are traveling
by planes or spaceships. Consequently, flying base stations be-
longing to aerial access infrastructures function as dynamic net-
works to provide communication links for such kinds of users
[65)166].

2.2. Aerial Access Networks

In the aerial access networks, there are three tiers called low-
altitude platforms (LAPs), high-altitude platforms (HAPs), and
low Earth orbit (LEO) satellite constellations. Airborne objects
such as drones, aircraft, unmanned aerial vehicles (UAVs), bal-
loons, and airplanes equipped with wireless transceiver anten-
nas function as an aerial base station (ABS) to supply wireless
communication services. These ABSs are located at different
altitudes of 0—10 km (LAPs) and 20-50 km (HAPs) relative to
sea level. In the network, ABSs connect directly to end users
via radio fronthaul links, whereas they connect to the core net-
work via the backhaul links, which may be served by satellites
or terrestrial base stations [67]. The LAP/HAP networks can
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Figure 2: 6G wireless access networks involving terrestrial and aerial infrastructures (FH—fronthaul and BH-backhaul).

be the most appropriate candidate for providing temporary ac-
cess networks in some situations, such as disasters (e.g., large-
scale or urban) [68, |69]], public healthcare surveillance and res-
cue services [70} [71], disaster relief [72l], maritime search and
rescue [73} [74], maritime wireless communication among ves-
sels [[75], precision agriculture [76} [77], intelligent transport
systems [78, 79,80} [81]], and in unusually crowded places (e.g.,
shopping centers, airports, and hospitals in rush hours) [82].

In the LEO range of 500—1500 km, there are two kinds of
spaceborne satellites: CubeSats and ComSats. The function of
CubeSats is to provide high-speed Internet services, whereas
the function of ComSats is to assure service availability [83]].
These satellites connect to terrestrial core networks through
ground stations via satellite links operating at Ku, Ka, V, and
THz bands [84], whereas inter-satellite links between LEO
satellites can be either free space optical or THz-band commu-
nication links [83]]. In particular, with regenerative payload con-
figuration, satellites can communicate directly with terrestrial
base stations or ABSs (LAP/HAP) [86, 87]]. Furthermore, LEO
satellites potentially provide traffic offloading or backhauling
for both LAPs/HAPs and terrestrial networks [88], [89]. In this
case, a UE can reach the core network for data access, option-
ally through a 6G terrestrial base station or an ABS, and then
be delivered on the backhaul links via LEO satellite constella-
tions. By contrast, terrestrial base stations and/or ABSs can be
presented at backhaul links of satellites for enhancing the net-
work performance [90], as shown in Fig.

Typical end users using satellite communication links can be
shipborne objects, people devices on ships traveling on the seas,

generally called water user equipment (wWUE), or gUE in rural
areas or isolated areas, or aUEs utilizing space travel services
or on a flight. Generally, the main function of LEO systems
is to provide permanent and cost-effective Internet connectiv-
ity worldwide, which can be classified into fixed, broadcast,
and mobile satellite services [91} 92 93]]. Prime examples can
be maritime services used by wUEs such as maritime broad-
band, maritime safety, and maritime navigation [94, |95, 196]).
For aUEs, LEO communications provide high-speed THz fron-
thaul connectivity for a vast number of airplanes [97)98]. Par-
ticularly, with LEO satellite communications, enormous novel
services can be promoted in the near future, such as aeronau-
tical services (e.g., space travel or space exploration), space
industry, deep space telescope, earth observation (e.g., predic-
tion of crop yields at rural sites [99, [100] or urban monitor-
ing), earth remote sensing, and learning from outer space (e.g.,
training astronauts on space facilities). With conjunction be-
tween terrestrial and aerial access infrastructures, 6G promis-
ingly provides a complete heterogeneous service solution (e.g.,
super-smart society) for jointed and diverse ecosystems with
immense ultra-smart electronic IoT elements involved, such as
eEducation, eCity [101} 102} [103]], eIndustry, eCommerce, eA-
griculture, and eGovernment [104} (105} [106].

2.3. Underserved Services

Although the aforementioned 6G multi-tier space-air-ground
access infrastructure can provide global Internet connectivity,
the quality of services in numerous usage scenarios may not
meet the users’ expectations. For instance, the latency of satel-
lite communication links is not always assured in several cases,



including, emerging applications for wUEs in which a low
latency requirement is mandatory. Additionally, swarms of
UAVs as ABSs can efficiently function in on-shore areas but
not off-shore owing to a lack of long-lasting power for op-
eration or difficulties in maintenance, or even cannot be de-
ployed in underwater environments (e.g., Internet services for
broad-sea and deep-sea activities such as underwater surveil-
lance, exploration, and photography). Recently, a new concept
of a network formed by a swarm of floating objects, e.g., float-
ing cellular towers or unmanned surface vehicles, to provide
Internet connectivity for both off-shore marine and maritime
IoTs to perform professional applications such as marine mon-
itoring and sensing of vast ocean [107) [108] was introduced.
In addition, these floating networks assist the communication
between the terrestrial base stations and ships [[109]. These
proposed architectures focused mainly on the sea-surface net-
works and neglected underwater communications, which pro-
vide emerging underwater use cases such as holographic imag-
ing of real-time underwater observation and on-land real-time
tracking systems for tourists’ safety while participating in deep-
sea tourism. Consequently, the 6G access architecture is ex-
pected to require a novel complement underwater platform in-
tegrated into the aforementioned parts, including terrestrial and
aerial access networks to form a comprehensive wireless access
network around the globe.

3. Current UWC Development

To achieve the prospective UWC integration into 6G net-
works, we devote this section to discussing several key pillar
aspects of heterogeneous multi-access UWCs, such as cable-
assisted communications, transmission distance, data rate,
communication reliability, formation control, localization and
navigation, and security and privacy protection.

3.1. Cable-Assisted Communications

In emerging 6G scenarios, fulfilling communication require-
ments among the aerial, terrestrial, and underwater infrastruc-
tures has become very important and challenging. Because of
the high attenuation characteristics of water environments, di-
rect wireless transmissions among network terminals seem in-
tractable. For example, water-aerial and water-terrestrial com-
munications are challenging owing to high bottom and sur-
face reflection losses, whereas UWCs suffer from high path-
loss, absorption, scattering, geometric diffusion, and outward
energy radiation [7]. Submarine cable is known as an effec-
tive traditional solution with the potential to provide certainty,
stability, and reliability for cable-based sink nodes because
of its superior performance in terms of ultra-reliability, low-
latency, high data rate transmission, and long distance propa-
gation [110L 111, (112 (113} [114]]. In particular, [110] provided
a comprehensive overview and summary of the authors’ prac-
tical experience over decades in submarine optical fiber cable
engineering, structures, features, installation, maintenance, op-
eration safety, information management, and some on-working

Figure 3: State-of-the-art schematic map of the submarine cable network
around the world [[115].

projects. In [[111]], the technologies for optical submarine ca-
bles used in the past, present, and future to improve the capac-
ity have been reviewed. Furthermore, [112]] provides an un-
derwater cable route design using an AUV, where the described
method of using an AUV with an automatic decision-making al-
gorithm has been demonstrated to provide an efficient route for
the designed underwater model. In addition, [113] character-
ized the nonlinearity of submarine cables, where the fiber effec-
tive area has been accurately estimated in long-distance exper-
iments. Furthermore, Eid et al. [114] measured and compared
signal gains among various optimization methods for optic fiber
systems, including hybrid optical amplifiers, gain-flattened fil-
ters, glass composition, and fiber Bragg grating. These opti-
mization algorithms can be performed individually or simulta-
neously to improve the data rates for the fiber optic systems
significantly.

A state-of-the-art schematic submarine cable map around the
world is illustrated in Fig. In this figure, we can observe
that submarine cables are widely employed today, which yields
a promising figure for the hybrid cable-assisted and UWCs to-
ward a fully comprehensive access 6G infrastructure. However,
because of the expensive cost of implementation and mainte-
nance for submarine cables in water environments as well as the
particularity of underwater applications, dense configurations
should be adopted only in some sensitive areas, e.g., attractive
and commercial islands and straits, whereas sparse installations
should be established in others. In academic studies for cost
savings, Downie et al. [116]] compared overall costs and ca-
pacity performance among various configurations for underwa-
ter systems, including single-core fiber full C-band, single-core
fiber C+L-band, and multiple-core fiber full C-band. Their nu-
merical results have revealed that single-core fiber full C-band
offers not only the lowest overall cost but also the greatest ca-
pacity. Unlike [[116], the authors in [[117] investigated an over-
all system cost/bit metric for submarine cable systems using
a massive space-division multiplexing technique, which was a
more techno-economically conclusive optimization metric than
the capacity. Some key findings in [117] include reducing con-



sumed system bandwidths, 40% cost/bit savings compared to
the state-of-the-art approaches, improving cable capacity by
threefold, and indicating the tradeoff between power efficiency
of optical amplifiers and noise figure in a cost-optimized sys-
tem. Furthermore, an automatic inspection system has been
studied in [118]], where localization, path planning, and inspec-
tion missions for submarine cables are conducted by an AUV.
When a submarine optical cable’s life span could be shortened
by changes in underwater environments (e.g., human activities
and natural disasters), [118]] contributed not only to substantial
cost savings for routine inspection and maintenance, but also
to reducing potential risks for maintenance tasks performed by
people in aquatic environments.

Based on cable-assisted communications, wireless links
among cable-based sink nodes and mobile underwater de-
vices/vehicles are within a short distance range. In such a sce-
nario, underwater acoustic waves and wireless blue-green lights
can be utilized in each cell, leading to a significant improvement
in UWC performance, which promises to meet demands for
high-performance and broadband underwater information in 6G
networks. An applicable network integration of UWCs into 6G
infrastructures is shown in Fig.[T0] where a hybrid infrastruc-
ture between cable-assisted communications and UWCs can
be observed. In [119], a hybrid platform of acoustic, optical,
and fiber optic underwater communications has been proposed,
where experiment results have demonstrated high achievable
performance in terms of ultra-reliability, high data rate, low
power consumption, and long distance propagation. Further-
more, Cossu et al. designed optical ethernet modems for
UWCs, which were tested in seawater at the La Spezia harbor.
Their testbed prototypes have demonstrated fully compatible
and practical characteristics with 10Base-T Ethernet support for
UWCs. Although open-sea and deep-water transmissions were
not examined in [120]], laboratory calibrations based on tested
turbidity and extinction coefficient estimations allowed predic-
tion of an achievable transmission range of a minimum of 40 m
in deep waters. In addition, [121] and [122] proposed hybrid
underwater fiber and wireless communications with a fully pas-
sive optical lens installed at the front-end of fiber optic cables,
where an underwater laser beam from a front-end extender has
been experimentally demonstrated to provide an effective incre-
ment in UWC transmission distance.

3.2. Transmission Distance

To transmit over long distances in aquatic environments, the
conception of UACs has been adopted owing to their low atten-
uation characteristic. The overall attenuation for an UAC over
distance d (m) at frequency f (kHz) can be modeled in dB as
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deep waters), and 1.5 for the practical spreading. In (1)), @ (f)
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Figure 4: Illustration of the UAC attenuation, where k = 1.5, & = 17.56 dB,
and dy = 100 m.

represents an absorption loss of an acoustic wave, which can be
expressed in dB/km at f (kHz) as follows [124]:

0.1£2
1+ f2

L4
4100 + £2

a(f) = +2.75x 10742 +0.003.  (2)

Fig. ] shows the numerical results of UAC attenuations with
different distances and frequencies, assuming k = 1.5, & =
17.56 dB, and dyp = 100 m. The results in Fig. [ reveal that
it is possible to transmit within several kilometers in aquatic
mediums by using acoustic waves. In addition, we recognize
that in the low frequency range, the attenuation of UAC does
not change substantially over various distances, whereas the
corresponding attenuation varies dramatically in the high fre-
quency regime. Therefore, transmitting over a long distance
and at a high frequency is a considerable challenge to combat-
ing the UAC attenuation. Zhou et al. conducted an exper-
iment for the UAC performance at the frequency of 85 KHz in
the Gulf of Mexico, where a channel estimation (CE) based on
decision feedback equalizer (DFE) and quadrature phase shift
keying (QPSK) was designed to process communication mea-
surements and modulations, respectively. Their preliminary re-
sults demonstrated the capability to transmit over 1.5 km and
achieved a 34 Kbps data rate. In [126], a similar experiment
for UWC characteristics was deployed in the roadstead of Brest
in France. The testbed model in [126] involved a least square
mean square error (LSMSE)-based CE and a QPSK modulation
for multiple-input multiple-output (MIMO) UWC systems that
transmitted via 0.5 km at the frequency of 23 KHz and achieved
a data rate of 20.17 Kbps. Furthermore, [127] compared the
performance of massive MIMO systems for IoT UWCs using
acoustic, RF, and optical technologies, where a linear mini-
mum mean square error (MMSE)-based CE and a maximum
ratio combining (MRC) technique were leveraged. The re-
sults revealed that at 180 KHz, the transmission range of an
acoustic channel can be achieved up to 3 km with an achiev-
able 96.7 Kbps data rate, whereas propagation distances for
RF and optical technologies are only 100 m but achieve higher



data rates, e.g., 70.6 Mbps and 85.7 Mbps for RF and optical
channels, respectively. It is worth noting that the research in
(125, [127]] mainly focus on long distance propagation us-
ing acoustic waves, despite the fact that they suffer from very
low achievable data rates.

In addition to the contributions of [127], there are
some recent studies related to a long propagation distance for
UAG:s, including novel throughput analysis, CE, adaptive mod-
ulation, machine learning, and real-time video transmission,
which potentially promote 6G integrated applications. In par-
ticular, [128] provided a comprehensive throughput analysis for
UAC channel models, where a space-time inconsistency inter-
ference, a binary phase shift keying (BPSK) modulation, and
a MMSE-based CE were considered. The results have shown
that a propagation range was achieved within up to 2 — 7 km
at the frequency of 10 KHz by assuming a raw data rate of
1 Kbps. Furthermore, Kari et al. proposed robust adap-
tive algorithms to enhance the CE efficiency for UACs, in-
cluding those based on logarithmic cost least mean absolute
(LCLMA), logarithmic cost least mean squares (LCLMS), log-
arithmic cost recursive least absolutes (LCRLA), and logarith-
mic cost recursive least squares (LCRLS). The realistic ex-
periment results in have demonstrated the capability to
communicate over a 1| km propagation range in an underwater
medium operating at 15 KHz, and they still provide efficient
CE via the proposed estimators. Subsequently, [130] proposed
a novel estimation method, named static-dynamic discrimi-
native compressed sensing (SDD-CS), which achieved better
UACs’ performance than those based on classic estimators
(e.g., least square QR-factorization, individual/simultaneous or-
thogonal matching pursuit (OMP), compressed sensing Kalman
filter, and LCRLS). The working system in [130] was operating
at 16 KHz with a 1 km transmission range. Furthermore, in
[131]], a deep learning-based receiver was proposed to predict
the performance of UAC channels, where the model was per-
formed in the South China Sea. Experimental results demon-
strated that the proposed deep learning scheme achieves bet-
ter performance with lower training overhead than the tradi-
tional DFE-based CE. For example, at the 12 KHz operating
frequency, it can transmit with a communication range of 8 km
and an average data rate of 2.4 Mbps. Unlike [131], the authors
in [132] proposed machine-learning-based adaptive modulation
schemes promoting an extremely long propagation distance for
UACSs, where (i) the experiment was conducted in the sea trial
of Northern Israel within a 100 km communication range at the
frequencies of 0.9 — 1.5 KHz, and (if) a BPSK/QPSK modula-
tion and a DFE-based CE were also utilized to perform commu-
nication measurements. Even for mismatched environmental
information, the machine-learning-based algorithms proposed
in still provided a performance improvement in realistic
channels, leading to an accurate prediction of the best modu-
lation scheme. In addition, Bocus et al. [133] investigated a
Turbo-coded massive MIMO system to boost the throughput of
a 1 km UAC channel operating at the frequency of 32.5 KHz.
This allowed an achievable higher data rate that promoted real-
time video transmission over long distance acoustic underwater
links, resulting in an acceptable real-time video quality.
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Figure 5: Impact of propagation distance and frequency on the RF UWC atten-
uation, where o = 4.3 S/m.

3.3. Data Rate

Owing to the higher attenuation of RF UWCs and UWOCs
than that of UACs, RF and optical technologies cannot be lever-
aged to transmit over long propagation distances. Nevertheless,
they can provide a significantly higher data rate in short-range
communications. We can appropriately adopt each kind of tech-
nology for specific purposes. This part pays more attention to
the achievable high data rate for UWCs. Therefore, RF and op-
tical communications dominate as the most efficient candidates.

The channel attenuation for a RF UWC over distance d (m)
at frequency f (Hz) is typically modeled in dB as [134]]

A(d, f) = \ropgd*f, 3

where g = 47rx 1077 (H/m) denotes a vacuum permeability and
o (S/m) denotes a water conductivity. We note that o is a func-
tion of temperature and salinity, being approximately 4.3 S/m
and 0.001 —0.01 S/m for seawater and fresh water, respectively.
Fig. ] illustrates channel attenuation properties for RF UWCs.
The influence behaviors of d and f on channel properties in
Fig. 5] are similar to the characteristics in Fig. @ However,
in the typical range of RF operating frequencies, shorter dis-
tances are beneficial for a low attenuation as compared to UAC
propagation distances, owing to the aforementioned tradeoffs.
Inspired by this, Pavan et al. conducted experiments us-
ing RF signals at frequency 6.78 MHz for multihop UWCs and
their models were performed in a shallow water of the Ara-
bian Sea and Bay of Bengal. It is revealed that 2 Mbps of a
data rate can be achieved over 200 m of a propagation distance.
Subsequently, in [136], Pavan et al. also investigated experi-
ments for characterizing properties of RF UWCs in the same
locations as in [133]]; however, they further considered multi-
hop multiple-cluster networks. Unfortunately, the achievable
data rate in [136] is only 1 Mbps for a distance of 100 m. Re-
cently, employed a massive MIMO system to boost a sys-
tem data rate for RF UWCs. As expected, the results in
have demonstrated that at 180 KHz and 100 m, up to 70.6 Mbps



for RF UWC channels can be achieved. In addition, [127] also
showed that at the same frequency and propagation distance, the
achievable data transmission rate of 85.7 Mbps was determined
for UWOC:s. It is noted that, by considering shorter propagation
distances, RF UWCs do not offer substantial gains in achievable
data rate, whereas UWOC:s can provide significant data rate im-
provements. In other words, for some UWC links that require
shorter propagation distances, using optical communications is
more appropriate than using RF communications.

The attenuation of a UWOC signal over distance d (m) can
be defined as [[137]]

A(d) = 10dc (1) log, (o), 4

where c (1) represents a beam attenuation coefficient that char-
acterizes absorptions and scattering losses. The typical values
of ¢ (1) in pure seawater, clear ocean, coastal ocean, and tur-
bid harbor underwater mediums are 0.056, 0.150, 0.305, and
2.170, respectively. Fig. [f[a) depicts the attenuation property
versus the propagation distance d with various typical aquatic
environments. The main difference between RF UWCs and
UWOC:s is propagation medium characteristics [138]]. In par-
ticular, a water medium is handled as a dielectric for optical
channels, whereas it is observed as a conductor for RF chan-
nels. Because an electromagnetic wave in a dielectric medium
suffers from lower attenuation than in a conductor medium,
UWCs using optical technology can provide higher data rates
than those using RF for a propagation range limited to tens
of meters. Furthermore, Fig. [6{b) shows that the visible light
wavelengths provide the lowest attenuation, particularly for the
blue-green region. Inspired by these advantages, many sci-
entists around the world have recently paid more attention to
research into blue-green transparent windows for light aquatic
communications, which not only improves the data rate but also
enhances the transmit range for UWOCs. Specifically, Kha-
lighi et al. [139] introduced the utilization of pulse amplitude
modulation (PAM) with silicon-photomultipliers (SiPMs) for
clear-UWOCs using a blue wavelength, where a data rate of
50 Mbps was achieved at a maximum distance range of 20 m.
In [140], an over 100 Mbps full-duplex UWOC using the green
light with a photodiode module and a high-speed pin detector
was experimentally demonstrated, where the propagation dis-
tances of 16 m, 4.8 m, 3.2 m, and 1.6 m were the maximum
ranges to achieve 100 Mbps for the pure seawater, clear ocean,
coastal ocean, and turbid harbor mediums, respectively. Fur-
thermore, in [[141], a data rate of 500 Mbps was achieved by us-
ing the blue-green-based laser diode and pin detector for coded
clear-UWOC:Ss that were transmitted over 7 m. [142] proposed a
novel SiPM and utilized attenuation length indicator for green-
laser-diode-based turbid-UWOCS to enhance the data rate with
up to 1 Gbps at a 32 m transmission distance. Subsequently,
2 Gbps has been a further improved data rate in [143], through
leveraging an autoencoder for clear-UWOCs that were trans-
mitted over 20 m, whereas up to 2.175 Gbps within 1.2 m was
achieved by utilizing multi-pin MRC reception and quadrature
amplitude modulation (QAM) for green light-emitting-diode
(LED)-based pure-UWOCS in [144]. In addition, for clear-
UWOOC:s using the blue-green-based laser diode, the works in

[[145] and [146] experimentally demonstrated that the use of
non-return-to-zero on-off keying (NRZ-OOK) modulation can
achieve 2.2 Gbps within 12 m and 2.7 Gbps within 34.5 m,
respectively. Liu et al. [147] proposed an OOK modulation-
based clear-UWOC system utilizing the white light, generated
by mixing the green, blue, and red laser diodes, where an al-
lowable peak real-time data rate of 3.4 Gbps was obtained at
2.3 m. In addition, [[148] provided a clear-UWOC proposal us-
ing series-connected Gallium Nitride micro-LED arrays oper-
ating at the blue wavelength with QAM loaded into the orthog-
onal frequency division multiplexing (OFDM) subcarriers. The
experimental results in [[148]] have demonstrated the achievable
rates of up to 4.92 Gbps, 3.22 Gbps, and 3.4 Gbps at the 1.5 m,
3 m, and 4.5 m transmission distances, respectively. In addition
to improving the data transmission rate and enhancing the com-
munication distance for clear-UWOC systems, Fei et al. [149]
leveraged discrete multi-tone (DMT) and post nonlinear equal-
ization (PNE) technologies at the blue wavelength. Specifically,
the rates of 16.6 Gbps, 13.2 Gbps, and 6.6 Gbps have been ex-
perimentally achieved corresponding to the transmission dis-
tances at 5 m, 35 m, and 55 m, respectively.

3.4. Communication Reliability

Communication reliability represents the probability that the
destination can successfully receive the signals sent from trans-
mitter(s), which is typically evaluated through the bit error rate
(BER) performance. We note that the lower value of BER is
expected to achieve higher communication reliability. Nev-
ertheless, this issue becomes more challenging in UWC net-
works because of the aforementioned underwater characteris-
tics. This part describes related works on the high communi-
cation reliability purpose for UWCs. For example, in [150],
two coding schemes, including Turbo code and low density par-
ity check (LDPC), integrated with the MMSE-based CE and
OFDM scheme, were investigated for UWOCs to achieve a
10~ BER with the transmit range of 12 m. It is also shown
that, at BER = 1073, the Turbo code can achieve a power
gain of 2 — 4 dB for three types of water (i.e., pure seawater,
coastal ocean, and turbid harbor) compared to the LDPC cod-
ing scheme. Jain et al. [151] examined the non-orthogonal
multiple access (NOMA), OOK modulation, and maximum
likelihood detection assisted turbid-UWOCs using visible light
wavelengths, where a 4.2 x 10~ BER was obtained at a signal-
to-noise ratio (SNR) of 50 dB. However, we note that the SNR
value of 50 dB is considerably large for communication sys-
tems because it can cause the interference to other systems or
channels. Furthermore, [152]] proposed a hybrid chaotic sys-
tem that can be integrated into arbitrary transducers for high
reliability UACs. The results in [152] showed that, at a fre-
quency of 50 KHz and a fixed data rate of 1 Kbps, a 4.5 x 1073
BER was achieved at SNR = 18 dB over a 1 km communica-
tion link. Huang et al. [153] proposed a novel convert UAC
system based on chaos signal and mimic ship-radiated noise.
Based on the sea testbed environment in [153], at operating
frequency and data rate assumptions of 44.1 KHz and 50 bps,
respectively, the proposed scheme can reliably transmit with
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Figure 6: Channel properties for UWOCs and transparent window for light aquatic attenuation.

1073 ~ 107* in the order of BER over 10 km of the commu-
nication distance. In addition, the use of a software-defined
UAC was studied in [[154] with real-time physical-layer adapta-
tion mechanisms that enable either joint adaptation of channel
coding rate and modulation constellation or seamless switch-
ing between OFDM and direct sequence spread spectrum. The
experimental results in [154] have revealed a tradeoft between
BER and data rate such that BER = 2 x 107 with 104 Kbps
and BER = 1073 with 208 Kbps are obtained in real time over a
200 m communication link. In [155]], Ramavath et al. proposed
a MIMO turbid-UWOC system using OOK modulation and
Reed-Solomon code to achieve a 107> BER at SNR = 1.2 dB
with the assumption of a 30 m distance link and a 500 Mbps
data rate, where the proposed system offered the transmit power
gain of a minimum of 35 dB compared to the uncoded single-
input single-output system.

In addition to the long distance propagation and high data
rate purposes, [128| 126} [133] [143] [135] [146| [139] (147} [148|
149]] contributed the high communication reliability. Specifi-
cally, a 107* BER was achieved with the proposed systems in
[128} 1126} [133]]. The multihop RF UWC relaying network in
[135] offered BER = 4.3x 1073 over a 200 m distance link. Fur-
thermore, the proposed DMT and PNE mechanisms for clear-
UWOOC:s in [[149] provided a 3.8 x 1073 BER at maximum data
rate and propagation distance. In the same manner as the BER
observation at maximum data rate and propagation distance for
clear-UWOC systems, the works of [147]], [148]], and [139] of-
fered BER = 3.5x1073, BER = 1.5x1073, and BER = 1073, re-
spectively. Subsequently, the NRZ-OOK-based clear-UWOCs
proposed in [146] can provide a 2 x 107 BER at 90.7 m but
with only a 0.15 Gbps data rate. In addition, [143]] considered
the tradeoffs among long distance propagation, high data rate,
and high communication reliability. At a fixed 20 m link, the
proposed autoencoder for clear-UWOCs obtained a 9 x 1073
BER with a 2 Gbps data rate, whereas only a 10~ BER was
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achieved but with 1.5 Gbps.

In summary, the state-of-the-art studies on the tradeoffs
among long distance propagation, high data rate, and high com-
munication reliability for UWCs are provided in Table 3] In
this table, we denote P-UWOC, C-UWOC, CT-UWOC, and T-
UWOC as the pure, clear, coastal, and turbid water types for
UWOC:s, respectively. In addition, the columns entitled “A”
and “E” indicate the model being investigated by either the
analysis or experiment measurements.

3.5. Formation Control

Because AUVs have widely emerged as one of the essen-
tial tools for UWCs, AUV operations in the hostile underwater
environment are worth considering. As a result of the UWC
integration with 6G infrastructures, the deployment density of
AUVs can be very high, which would lead to unexpected colli-
sions in the network if the AUV trajectories and formation are
not investigated. In addition, mystery thermals and some po-
tential threats from the unknown ocean floor and sea can cause
trouble for the AUV operation. Formation control in hetero-
geneous UWCs is the cooperative control for AUVs to follow
a predetermined trajectory while maintaining a desired relative
network architecture, which is beneficial to fulfilling UAV tasks
with better scalability, flexibility, and adaptability [9]. This sub-
section provides details on the classification of formation archi-
tectures and control strategies.

3.5.1. Formation Architectures

Based on the decision-making process, the formation archi-
tectures can be categorized into three pillar classifications: cen-
tralized, distributed, and hierarchical.

Centralized Architecture. In the centralized formation archi-
tecture, a centralized controller plays a main role in the ac-
tion decision-making for AUV swarms in the whole network,



Table 3: Summary of state-of-the-art UWC studies on the tradeoffs among distance, data rate, and reliability.

Frequency/ . R .
Ref. Year Network A Wavelength Distance Data rate Reliability Techniques/Remarks
[125] | 2017 UAC v 85 KHz 1.5 km 34 Kbps DFE-based CE, QPSK
[126] | 2020 UAC v 23 KHz 0.5 km 20.17 Kbps 0.9999 LSMSE-based CE, MIMO, QPSK
UAC 180 KHz 3 km 96.7 Kbps Linear MMSE-based CE, MRC receiver,
[127] | 2021 RFUWC v 180 KHz 100 m 70.6 Mbps massive MIMO
UWOC Blue-green 100 m 85.7 Mbps
Throughput analysis for a new interfer-
[128] 2020 UAC v 10 KHz 2 —7km fixed 1 Kbps 0.9999 ence UWC model, MMSE-based CE,
BPSK
Adaptive CE with LCLMA, LCLMS,
[129] | 2017 UAC v 15 KHz 1 km 0.999 LCRLA, and LCRLS
[130] | 2020 UAC v 16 KHz 1 km fixed 4 Kbps 0.9 -0.999 SDD-CS-based CE, QPSK modulation
[I31] | 2019 UAC v 12 KHz 8 km 2.4 Mbps 0.99 ggl;—(based CE, deep learning-based CE,
09-1.5 BPSK: 234 bps Machine-learning-based adaptive modu-
1152 2020 UAC v KHz 100 km QPSK: 466 bps lation, DFE-based CE, BPSK/QPSK
[133] | 2018 UAC v 32.5 KHz 1km 224 Kbps 0.9999 Turbo code, massive MIMO, real-time
video transmission
[135] | 2019 RF UWC v 6.78 MHz 200 m 2 Mbps 0.9957 Multihop relaying network
[136] | 2020 RF UWC v 6.78 MHz 100 m 1 Mbps Multihop multiple-cluster network
[139] | 2020 | C-UWOC v Blue 20 m 50 Mbps 0.99999 PAM, SiPMs
P-UWOC 16 m 0.9998
C-UWOC 4.8 m . 0.99978 Full-duplex communication, photodiode
11301 | 2018 |\ —~rwoc v Green 32m 100 Mbps 0.999983 module, high-speed pin detector
T-UWOC 1.6m ~ 1
[141] | 2020 C-UWOC v 7m 500 Mbps Channel coding, laser diode, pin detector
[142) 2020 T-UWOC v Green 39m 1 Gbps A novel Sl.PM, attenuation length indica-
tor, laser diode
2 Gbps 0.991
[143] | 2021 C-UWOC v Green 20 m 1.5 Gbps 0.999 Autoencoder
[144] | 2018 P-UWOC v Green 1.2m 2.175 Gbps QAM, LED, multi-pin MRC reception
[145] | 2017 C-UWOC v Blue-green 12m 2.2 Gbps NRZ-OOK, laser diode
345m 2.7 Gbps 0.9966 .
[146] | 2017 C-UWOC v Blue-green 907 m 0.15 Gbps 0.99999% NRZ-OOK, laser diode
3.4 Gbps 0.9965
[147] | 2018 C-UWOC v White light 23m 3.2 Gbps 0.9964 OOK, laser diode
3.1 Gbps 0.9963
1.5m 4.92 Gbps Series-connected Gallium Nitride micro-
[148] | 2020 | C-UWOC v Blue 3m 3.22 Gbps < 0.9985 LED arrays, QAM, OFDM
45m 3.4 Gbps
Sm 16.6 Gbps
[149] | 2018 C-UWOC v Blue 35m 13.2 Gbps < 0.9962 DMT, PNE
55m 6.6 Gbps
P/CT/T- LDPC, Turbo code, OFDM, MMSE-
[150] | 2017 UWOC v Blue-green 12m 0.999 based CE
[151] 2020 T-UWOC v Visible light | Normalize 0.9958 NOMA, OOK, maximum likelihood
[152] | 2018 UAC v 50 KHz 1 km fixed 1 Kbps 0.9955 Hybrid chaotic system
(531 | 2020 | UAC v | 441KHz 10 km fixed S0bps | 0.999 — 09999 |  novel convert UAC with chaos signal
and mimic ship-radiated noise
104 Kbps 0.99998 Software-defined architecture, real-time
[154] | 2018 UaC v 100 KHz 200 m 208 Kbps 0.999 physical-layer adaptation mechanisms
[155] 2020 T-UWOC v Blue 30 m 500 Mbps 0.99999 OOK, Reed-Solomon code, MIMO

as shown in Fig. [7[a). With this architecture, the global infor-
mation of all AUVs and environments (e.g., locations, speeds,
and obstacles) is gathered at a central controller based on the
help of network sensors, from which the actions (e.g., avoid-
ing obstacles, moving to destination, maintaining formation)
are decided [156, [157]. Here, the communication between a
centralized controller and each AUV is regarded as the transmit-
feedback relationship. Rehman et al. [156] investigated a
centralized approach for the formation control where propor-
tional-integral-derivative (PID) controllers were utilized as

centralized controllers for the motion control in each direction
to follow the desired trajectory of two hovering AUVs. In addi-
tion, the nonlinear coupled dynamic model was developed for
transportation by considering the effects of hydrostatic, hydro-
dynamic, and thrust factors. The numerical results in [[L56] have
revealed that, although the system cannot compromise the sta-
bility requirement because of the characteristics of a rigid struc-
ture in the nonlinear coupled dynamic model, the transportation
tasks for desired motion in the horizontal plane, overcoming un-
certainties, maintaining the desired formation, and a tolerance
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tracking of +5% are satisfied. In [[157], the authors designed a
centralized formation control system that leverages centralized
controllers for an AUV swarm while maximizing range-related
information for target localization and tracking missions. By
computing the control actions for each agent from the supervi-
sor and utilizing a discrete event law, the trajectories of AUVs
were well scheduled with a low collision probability.

Distributed Architecture. Fig. [](b) illustrates the distributed
formation classification, where each AUV has a controller to
share the computing and communication burden. In this ar-
chitecture, both controllers and AUVs can exchange informa-
tion with network environments, and each AUV can share its
information with a subset of AUVs in the network. Accord-
ingly, based on local information about the AUV swarm, each
controller can decide independently, and an AUV can main-
tain the desired speed and distance with neighbors. Therefore,
maintaining formation requires synchronization among related
AUVs [[158]. From the theoretical and experimental perspec-
tives, [[159] studied a robust distributed formation controller for
an AUV swarm, where a position control loop and an attitude
control loop are designed to effectively control the translational
motion and rotational motion of multiple AUVs, respectively.
In addition, they considered the dynamic factors (e.g., non-
linearity, external disturbances, and parametric uncertainties)
for more practical scenarios. The strong robustness of the pro-
posed distributed formation control method has been validated
by the numerical simulation results. Furthermore, Yuan er al.
[[160] introduced a novel concept of formation learning control
for multi-agent AUVs with heterogeneous nonlinear uncertain
dynamics, which consists of two layers: a decentralized deter-
ministic learning controller at the lower layer and a distributed
adaptive observer at the upper layer. In a lower layer, they
leveraged radial basis function neural networks to train data
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(c) Hierarchical formation

Formation architectures for AUVs in the underwater infrastructure.

and perform the formation control protocol for each local AUV
agent, where a fully distributed fashion was considered with-
out utilizing any global information. In an upper layer, based
on graph theory and multi-agent consensus, a distributed adap-
tive observer was constructed. The simulation and experimental
results in [[160] have demonstrated the effectiveness of the pro-
posed system.

Hierarchical Architecture. Because a centralized cluster for-
mation requires too much overhead from the centralized con-
troller to perform a network and a distributed cluster formation
brings huge challenges to collaborative communications, the hi-
erarchical formation architecture has been inspirationally uti-
lized [161}[162]]. As shown in Fig. c), the hierarchical archi-
tecture can be regarded as an extension of the centralized clas-
sification, which includes a centralized controller and one or
multiple sub-controllers that organize AUV swarms into clus-
ters. A centralized controller can decide based on the global in-
formation of all AUVs, sub-controllers, and environments and
then send commands to sub-controllers. Sub-controllers pro-
cess and transmit the commands to their own cluster. Subse-
quently, AUVs in each cluster perform the received commands.
Eventually, they send feedback in the inverse direction sequen-
tially. In [161], Haghighi et al. presented a hierarchical frame-
work for multiple UAVs to perform formation maneuvers that
are determined by some agile and time-independent trajectories
led by virtual leaders. Based on the path-following guidance
method and inherent collision avoidance pattern, they showed
the admissible performance of the proposed system with low
computational complexity. Similar to [161], [162] also con-
tributed to a hierarchical architecture for AUV cluster forma-
tion to perform task allocation strategies. The employed strate-
gies dealt with local hierarchical cluster information and uti-
lized a priority sampling method to sample and store them in



the experience pool. The actor-critic dual network was sub-
sequently leveraged to derive optimal strategies for evaluation,
which yielded the fast convergence speed with a small number
of iterations.

Each architecture has its own set of benefits and drawbacks
that are listed in Table[dl We note that the aforementioned draw-
backs in Table [4] are relative and can be remedied with appro-
priate designs.

3.5.2. Formation Control Strategies

To offer a robust formation with its own purpose, different
formation control strategies have been proposed to meet vari-
ous missions [[163]], which can be roughly categorized into the
following:

o Leader-follower strategies: A single or multiple AUVs
play the leader role, whereas others act as followers that
track the locations and orientations of the leader(s) to per-
form formation [[162, 164, [165]. In addition, a virtual
leader strategy is further proposed [161]], which can be re-
garded as a moving reference node with a predefined tra-
jectory of the whole formation.

e Behavior-based strategies: Each AUV is oriented to adopt
several desired behaviors with their own purpose, includ-
ing maintaining formation, moving to a destination, and
avoiding collision. [166}167].

e Virtual structure strategies: AUVs maintain a geometric
shape with a rigidly virtual structure (i.e., fixed relative
distances and bearing) [168]].

e Graph theory-based strategies: Each node in a graph is
represented as an AUV. If any AUV has an influence on
another AUV (e.g., interdependence on their states), it is
categorized into a directed graph classification, in which
there exists a directional edge between AUVs [160, [159].
Alternatively, it belongs to an undirected graph classifica-
tion, in which the length of an edge is measured by the
distance between two AUVs.

o Artificial potential function strategies: These strategies de-
pend on attractive and repulsive potential functions that
represent the potential energies of desired locations and
obstacles, respectively [169]]. In addition, the movements
of AUVs in these strategies depend on a potential force.
If a potential force moves AUVs, their potential energy
will be reduced. We note that desired locations offer an
attractive potential force to orientate AUVs toward their
desired locations, whereas obstacles offer a repulsive po-
tential force to move AUVs away from these.

e Lyapynov function-based strategies: Each AUV has its
own auxiliary functions that are generated by utilizing
the Lyapynov method (i.e., converting a formation control
problem into a stabilization problem) [[170} [171]. In these
strategies, the entire formation can be determined by iden-
tifying an equilibrium point that is regarded as a solution
of the Lyapynov function.
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Each kind of strategy has different benefits and drawbacks,
as summarized in Table[d] To satisfy multiple missions flexibly,
the aforementioned strategies can also be simultaneously com-
bined together. Specifically, Chen et al. [172] introduced an
integrated approach involving the virtual structure and leader-
follower formation control strategies, which significantly im-
proved the stability, rapidity, and accuracy of multiple AUVs.
Here, the proposed framework [172] utilizes a fusion control
method with a redistribution algorithm and two path updating
methods with a hybrid bio-inspired self-organizing map mech-
anism to achieve the feasibility of real-time formations in three-
dimensional UWC environments. In [[156], the behavior-based
and virtual structure formation control strategies were mixed
together to perform multiple tasks for multiple AUVs. Further-
more, [[157] leveraged the benefits of both the leader-follower
and behavior-based strategies for multiple AUV missions. The
obtained achievements in [156]] and [[157]] were mentioned in
the centralized formation architecture classification. Subse-
quently, [166] investigated a novel joint formation control strat-
egy for multiple AUVs in which a triangular structure com-
prised of a leader and two followers was established based on
graph theory. Moreover, the formation task for moving to the
destination was decomposed into different subtasks with dif-
ferent priorities, where the obstacle avoidance subtask was de-
signed as the highest priority. In [[167]], a rigid virtual structure
with triangles of nodes in UWC networks was constructed for
high formation control performance in terms of reliability and
efficiency, which was referred to as TRiForm. The results in
[L67]] have revealed that TRiForm can successfully control mul-
tiple AUVs in the network to reach the predefined destination
and perfectly maintain the formations under motion and dis-
tance measurement errors. Gao et al. [173]] adopted the forma-
tion tracking control for multiple AUVs with graph theory uti-
lization, where the follower AUV can track all the leader AUV
states that are globally stabilized within a given settling time.
In [169], the artificial potential and a novel formation control
algorithm for an AUV swarm were designed, which were suit-
able for both followers and leaders to perform the trajectory and
velocity tracking missions as well as maintain the predefined
formation. Moreover, it has been demonstrated that the pro-
posed algorithm in [169] can improve the network performance
in terms of scalability, adaptability, and communication con-
sumption. Furthermore, a Lyapunov function-based stability
analysis for multiple AUVs with leader-follower relationships
was proposed in [170], where the multi-layer neural network,
sliding mode control, and adaptive robust techniques were de-
signed to establish the network controller. Some advantages of
the proposed framework [170]] could be highlighted as follows:
(i) prior knowledge of hydrodynamic damping and external dis-
turbances was not required, leading to easy practical implemen-
tation, (if) the system greatly reduced the inherent chattering
of the sliding mode controller, and (iii) only the line-of-sight
and angle sensor information of the leader AUV were required.
Similar to [170], [L71] also handled two of the same aspects
(i.e., leader-follower and Lyapunov function-based formation
control strategies). However, in [171], a three-dimensional co-
ordination controller was further employed by integrating back-



Table 4: Summary of advantages and disadvantages of UWC formation control classifications.

[ Aspect [ Classification | Advantages [ Disadvantages |
Convenient and straightforward to deploy, low-cost imple- | Weak robustness in the face of centralized controller fail-
Centralized mentation ures, lack of scalability owing to restricted communication
range, required global information
. Better robustness and scalability than centralized architec- | High-cost implementation from the required number of
Architecture - . . L . . o .
Distributed ture, sharing computing and communication burden with | controllers corresponding to the AUV density, it requires
each AUV, not required global information synchronization among related AUV
. . High scalability, sharing computing, and communication | Weak robustness with respect to centralized controller fail-
Hierarchical . . . R
burden with sub-controllers ures, required global information
Designs in formation control functions are only required | Weakness in robustness because followers do not commu-
Leader-follower for leaders, resulting in a low complexity of controller | nicate with one another, if a leader fails, the entire forma-
configurations tion led by this leader also fails
. .. . . . . Low stability, difficulty in designing basic behaviors and
Behavior-based Minimum information exchange is required among AUVs oW STAbUILy, GUCuiLy 1 desighing basic behaviors i
local control planning
. Easy description for coordinated behaviors of AUVs, | Poor adaptability and flexibility because of the character-
Virtual structure A . .. . ..
Strategy well-maintaining formation based on the rigid structure istics of the rigid structure
Graph Sufficient theoretical support for formation control with | High complexity in designing and solving a graph theory-
theory-based well-developed graph theory based implementation
Artificial Low complexity and easy implementation of real-time | Difficulty in finding the local minimum value because of
potential function | controls without considering the minimum value the complex designed function
Lyapunov . . o High computational complexity because of the conversion
function-based High stability and controllability of stabilization problems with auxiliary functions

stepping technique and sliding mode control into the leader-
follower AUV approach with a triangular prism formation. The
simulation results in [[171]] have demonstrated that the designed
controllers can perform well in the desired formation and the
coordination control mechanism is effective.

3.6. Localization and Navigation

Localization and navigation are two of the most crucial chal-
lenges for UAVs to perform collaborative missions. It is evident
that the localization and control mechanisms using the global
positioning system (GPS) are not efficient in the medium and
deep underwater regions because of the UWC characteristics.
Even if GPS is utilized, it only applies to the shallow water ap-
plication scenarios or surface buyos that are integrated into the
whole network. In this subsection, we primarily focus on the
design capability of location estimation and navigation strate-
gies in the general UWC networks. The survey framework and
major topic organization for localization and navigation are de-

picted in Fig.

3.6.1. Localization

Because most of the underwater applications require the
sensed data along with location information of network nodes
(or even obstacles), the design of localization algorithms has
become one of the emerging and essential key pillars for
UWCs. According to the computational design, the localization
algorithms for UWC networks can be categorized into central-
ized and distributed [8]].

Centralized Localization. In the case of centralized localiza-
tion designs, a positioning algorithm for location estimates is
computed at a central location (e.g., sink node, AUV centralized
controller) through the globally collected information. In [174],
a received signal strength (RSS)-based localization algorithm
was investigated to estimate the positions of static nodes in
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UWOC networks, where the Cramer-Rao lower bound (CRLB)
was also investigated to determine the best achievable expec-
tation of the estimator. The results in [174] have shown that
the root-mean-square-error (RMSE) of the positioning estimate
is significantly lower than the baseline and manifold regular-
ization. Lin er al. [175]] proposed compressive sensing-based
self-localization using RSS indicators for mobile nodes in UAC
networks, where the random way-point and layered-scan mod-
els were considered to tackle the distance problem of the mov-
ing path. The objectives in [175] were to achieve high localiza-
tion accuracy while reducing the network cost and energy loss.
In [176], the authors proposed a virtual node assisted localiza-
tion method for UACs, where (i) the algorithm was conducted
via the static and dynamic virtual node classifications, (ii) an
auxiliary node was leveraged for virtual node setup, RSS in-
dicator ranging, and error measurement, and (iif) an on-board
GPS was equipped in each network node that utilizes virtual
node and geometry. The proposed scheme in [176] has demon-
strated high localization coverage, small localization errors,
and low communication overhead. Furthermore, [[177] stud-
ied an RSS-based localization framework for energy-harvesting
UWOC networks. The sensor nodes begin communicating only
when they have accumulated enough energy harvested from the
ambiance. The network localization was performed by mea-
suring the RSSs of network nodes and then computing block
kernel matrices. Extensive simulations in [177] have revealed
that the proposed framework reduces the estimation error of the
shortest path of each block kernel matrix, leading to an achieve-
ment very close to CRLB. Subsequently, Saeed et al. [178] pro-
posed a robust three-dimensional (3D) localization algorithm
based on low-rank matrix completion and outlier removal meth-
ods for UWOCs. Additionally, the optimal anchor placement
was investigated in [178]]. In [179], the authors first designed
a consensus-based unscented Kalman filtering algorithm for
asynchronous passive localization in UAC networks. To elimi-
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Figure 8: Survey framework and major topic organization for UWC localization and navigation.

nate the effect of asynchronous clocks, the authors established
the relationship between the propagation delay and the posi-
tion by adopting the ray-tracing approach without requiring it
to be synchronized. In addition, the proposed localization op-
timization problem was formulated to minimize the measure-
ment errors’ summation. The converge conditions and CRLB
were also achieved. Furthermore, Yan et al. [[180] adopted deep
reinforcement learning (DRL) to perform the localization algo-
rithm for mobile sensor nodes in UAC networks. In this system
model, surface buoys were equipped with GPS to provide self-
localization and synchronization for AUVs, whereas the loca-
tions of AUVs could be estimated through their direct interac-
tion with surface buoys. The time synchronization of AUVs,
active, and passive sensor nodes was not required in real time.
The proposed algorithm reduced the RMSE of positioning esti-
mates and achieved CRLB.

We note that [[174, 175} (176} (177} (178, [179] proposed local-
ization algorithms are based on the local clock of each network
node, which may no longer provide efficient solutions when
UWC networks experience clock offset and clock skew phe-
nomena [181]. To handle these problems, time synchroniza-
tion has been further performed in the UWC localization sys-
tems. Specifically, an AUV-aided joint time synchronization
and localization was proposed for mobile nodes in UAC net-
works [182]], where the leveraged methods included time-of-
arrival (ToA) measurement of received packets, on-board GPS
receivers and inertial navigation sensors, and solving the non-
linear equations via an efficient linear algorithm. Based on the
results from simulations and closed-form positioning and syn-
chronization error analysis, the convergence of the proposed
method to CRLB was demonstrated. Similar to [[178]], Saeed
et al. [183] also employed a robust 3D localization algorithm
based on low-rank matrix completion and outlier removal meth-
ods for UWOC networks. Nonetheless, the time synchroniza-
tion problem in [183]] was additionally determined based on
the ranging method and the assumption that ranging informa-
tion was available in the network. The simulation results have
revealed that the proposed method substantially outperforms
the benchmark (i.e., the iterative majorization method). Jiang
et al. [184] designed a robust joint time synchronization and
localization system for UAC networks, where the adaptive it-
erative local searching OMP (AILSOMP) algorithm was uti-
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lized for time synchronization and the improved three-stage
weighted least squares (ITSWLS) localization algorithm us-
ing the time-difference-of-arrival (TDoA) was employed for
positioning estimates. Furthermore, [[185] specified the pos-
sibility of employing Doppler shift measurements for the lo-
calization of mobile UAC network nodes. With the on-board
GPS and inertial sensors, the AUV could localize and synchro-
nize itself efficiently. The high-accuracy position information
of the target devices was also achieved by using a two-phase
linear algorithm. In addition, the convergence between the
closed-form localization error and CRLB was presented. Sub-
sequently, the authors in [[186] proposed a movement prediction
location (MPL) algorithm for the mobile UAC network nodes.
The proposed algorithm included two phases: mobile predic-
tion and node location, which utilized the grey wolf optimizer,
and a ToA-based ranging strategy with the time synchroniza-
tion requirement. Extensive simulations have confirmed that
the proposed MPL scheme achieves higher localization per-
formance than the benchmarks (i.e., target-scale localization,
scalable localization with mobility prediction, and genetic al-
gorithm for scalable localization with mobility prediction). In
[[187], an accurate 3D localization technique for mobile UWOC
network nodes was designed by optimizing the anchor’s loca-
tion for a set of smart objects, where spectral graph partition-
ing was utilized for valuable sensor selections. Further, the
time synchronization problem between the smart objects and
surface buoy was also indicated. We note that the optimiza-
tion of the anchor’s location for all smart objects is unneces-
sary, which would lead to unessential high complexity. There-
fore, the proposed framework achieved significantly low com-
putational complexity while the positioning error variance con-
verged to CRLB. [[188]] proposed a localization algorithm based
on synchronized UACSs using an auto-regressive protocol. The
algorithm initially localized the source and destination sensors
to the sink node. When the permissible delay was success-
fully synchronized with the sensor clocks, the network initially
performed the data transmission under the constraints of prop-
agation delay and bandwidth efficiency. The auto-regressive
model was subsequently applied to the transmission, synchro-
nization, and localization loops, which were found to have bet-
ter performance than the benchmark (i.e., time synchronization
for high latency). Additionally, Shams er al. [189] studied



a joint algorithm for multihop localization and time synchro-
nization for mobile UWOC network nodes. A connection be-
tween sensors by point-to-point directed links was established
and the model for synchronization was analytically formulated,
whereas the localization was conducted based on the measure-
ments of angle-of-arrival, ToA, sensor identification, and pseu-
docode algorithm. The experimental results in [189] have re-
vealed that the proposed algorithm outperforms the benchmark
schemes (i.e., multi-dimensional scaling—mapping, multi-stage
localization, double rate localization, and no reference node)
and the RMSE of the positioning estimate can converge to
CRLB.

Distributed Localization. In the distributed localization
schemes, sensor nodes execute localization algorithms individ-
ually to estimate their positions, based on the collected data
essentially related to location estimation. In [190], the authors
were concerned about the position estimation for node mobility
and clock asynchronization in UAC networks, where an
asynchronous localization algorithm with mobility prediction
and iterative least squares estimators was designed to solve the
optimization problems, which are formulated as minimizing
the sum of all measurement errors. The convergence between
the analysis and CRLB for localization errors were also
provided. The simulation results in [190] confirmed that the
proposed scheme can effectively compensate for the impact of
node mobility and clock asynchronization while reducing the
localization time compared to the well-established exhaustive
search method. Qiao et al. [191] proposed a novel localization
algorithm for UWC networks, namely the communication sig-
nal propagation loss localization scheme (CSPLLS). CSPLLS
is a passive, cooperative, and asynchronously distributed
localization method, in which the target only uses communi-
cation RSSs from anchor nodes. The benefits of the proposed
framework [191] are highlighted as follows: It achieves as
low as 2.2% positioning error with centroid optimization,
reducing the localization time, saving the network node energy,
and eliminating the asynchronization issue. Furthermore, a
novel unscented transform-based localization algorithm was
proposed for the UAC network nodes’ localization [192],
where the ray-tracing approach was adopted to characterize
the stratification effect. The numerical results in [[192] have
shown that the proposed algorithm achieves a lower RMSE
than existing works and can converge to CRLB. Subsequently,
[193] investigated an energy-efficient tracking issue for mobile
UAC targets, which subjected to the constraints in terms of
the power restriction, asynchronous clock, and noise mea-
surement. To solve the concerned issue, an asynchronous
localization algorithm and a consensus-based Bayesian filter
with a consensus fusion strategy and duty-cycle mechanism
were effectively developed. Yan er al. [194] designed an
AUV-aided localization solution for UAC networks, which
subjected to the time asynchronous, stratification effect, and
node mobility constraints. Based on the iterative least squares
estimator, the relationship between the positioning estimation
and propagation delay could be established. In addition, two
asynchronous localization algorithms with active and passive

16

sensor nodes were employed to improve the localization
accuracy. The simulation and experimental results in [194]]
have confirmed the convergence between the error variance
of the proposed scheme and CRLB. Furthermore, the mobile
node localization problem in UWC systems was investigated
in [195]], where a modified TDoA-based localization method
was proposed to handle the problem without considering the
time synchronization requirement. The proposed scheme
demonstrated the capability to localize passive sensor nodes
with high localization robustness and low energy consumption.

Similar to the centralized localization classification, the time
synchronization problem is also investigated in distributed
strategies to compensate for the clock skew and clock offset
phenomena. Specifically, Zhang et al. [[196] introduced a uni-
fied framework to execute joint synchronization and localiza-
tion for UWC network nodes. A ray-tracing approach was uti-
lized to model the stratification effect, whereas the maximum
likelihood estimator was leveraged based on the Gauss—Newton
algorithm for non-convex optimization. In addition, CRLB was
analyzed as a benchmark reference. The proposed framework
[196] demonstrated superior performance in both localization
accuracy and energy efficiency compared to the existing meth-
ods. The authors in [197] proposed a confidence-based localiza-
tion algorithm using an ultra-short base line system for UWCs.
The error characteristics of the localization methods studied in
[197] were specified based on the ToA trilateration, dead reck-
oning utilization, and ultra-short base line system, which al-
lowed the implementation of up to 100 tracked mobile sensor
nodes. In [[198], a localization framework, namely underwater
localization evaluation scheme (ULES), was proposed for the
UAC network’s mobility nodes. Specifically, to improve the
localization accuracy under beacon node drift scenes as well
as to combat the inter-node time synchronization problem, the
ULES algorithm utilized an analytic hierarchy process and a
grey correlation method simultaneously. The superior perfor-
mance of ULES was confirmed via the simulation results. [199]]
first introduced an anchor-AUV localization geometry in UAC
networks through an isogradient sound speed profile analysis.
A multivariate and nonlinear optimization problem that mini-
mized the trace of CRLB was formulated under the angle and
range constraints of anchor-AUV geometry. Although exten-
sive simulation results in [199] validated the theoretical anal-
ysis and demonstrated the high localization accuracy of the
proposed optimization framework, the considered isogradient
sound speed profile may not guarantee the performance in real
deployment because the speed characteristic varies nonlinearly
in practical scenarios. Furthermore, Yao et al. [200] pro-
posed a novel solution, based on an expectation maximization-
type method, for a joint time synchronization and positioning
estimation problem in UWC networks. The proposed solu-
tion yielded better localization performance than conventional
schemes (i.e., least squares, weighted least squares, and gener-
alized total least squares estimators).

Motivated by academic researches [[196} 197, (198199, 200],
scientists worldwide have recently paid more attention to
proposing advanced algorithms for distributed localization with
time synchronization [201} 202} 203| 204, 205} 206]]. Specif-



ically, the least square estimation-based symmetry correction
was leveraged to perform the localization algorithm in UAC
networks [201]]. Here, the authors in [201]] investigated a re-
alistic circumstance, where (i) passive positioning was realized
by the ToA ranging strategy, (ii) the actual sound speed profile
was uncertain, and (ii7) the estimated targets with mobility were
considered. According to the simulation results, the good per-
formance of the proposed framework was exhibited. [202] stud-
ied a single-leader-multi-follower Stackelberg game using an
energy-efficient localization algorithm to estimate the positions
of mobile UWC network nodes, where the two-way message
exchange was assumed to provide time synchronization among
participating nodes. The proposed framework offered an energy
saving of up to 48% while providing desirable localization cov-
erage with reasonable error and delay constraints. In addition,
[203]] expanded the contributions of [[179] by further considered
the time synchronization problem account for UWC networks,
but the localization processing was conducted in a distributed
manner. The surface buoys utilized an on-board GPS to ac-
quire their locations and global time references, which would
lead to self-localization and clock synchronization for sensor
nodes. A consensus-based unscented Kalman filtering algo-
rithm with feedback control and a proportional-integral estima-
tor were designed to perform efficient networking localization.
Unlike [199], a practical sound speed profile with a nonlinear
variation characteristic was indicated in [204]], where the posi-
tioning estimation for mobile UWC network nodes was solved
via a precision-improved passive localization method. The sim-
ulation results have shown that the proposed framework [204]
outperforms the localization benchmarks (i.e., those based on
TDoA and ToA without ray-compensation). In [203]], a joint lo-
calization and synchronization method with a duty-cycle work-
ing mode and an expectation maximization algorithm was pro-
posed, where AUVs served as mobile anchor nodes to provide
information for localizing and synchronizing the static sensor
nodes. Based on the simulation experiments, the proposed
framework demonstrated superior performance compared to
that of the least square algorithm. Eventually, to improve the
localization accuracy in the context of large-scale UACs and a
limited transmission range, [206] developed a mobile-beacon-
based iterative localization mechanism that realized the node hi-
erarchically positioning of large-scale multihop UAC networks.
In the system model, the mobile beacon nodes were utilized to
localize adjacent static sensor nodes. The proposed mechanism
not only achieved a low localization error in a short execution
time but also effectively balanced the energy consumption of
sensor nodes.

Some state-of-the-art UWC frameworks on localization are
summarized in Table [5] where the column entitled “M” indi-
cates whether the localization is performed for mobility net-
work nodes or not, whereas the columns entitled “A” and “P”
determine the active and passive localization strategieﬂ re-
spectively.

'A localization algorithm can have an active or passive communication
paradigm, which is determined based on whether the participating nodes trans-
mit during the localization process [207].
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3.6.2. Navigation

Underwater navigation is regarded as the process of monitor-
ing and controlling the movement of AUVs from one place to
another, which can be divided into three main categories: iner-
tial navigation, acoustic navigation, and geophysical navigation
[208} 209, 210].

Inertial Navigation. In UWC networks, inertial navigation sys-
tems (INSs) operate based on inertial principles, where they
utilize inertial measurement units (IMUs) with dead-reckoning
techniques to measure and estimate both the position and veloc-
ity of mobile UWC network nodes. Dead-reckoning character-
izes the process of computing the current position of a mobile
vehicle (i.e., an AUV in UWC networks) by utilizing a previ-
ously determined location and orientation, and then coopera-
tively estimating the vehicle’s velocity and acceleration [211]].
INSs are self-contained (i.e., they do not exchange any external
signals) and are responsible for solving the inertial navigation
equations of the AUV by using data obtained from the IMU
[208]]. Because of the processing nature of dead-reckoning,
the position and velocity estimates suffer from the drift phe-
nomenon over time, which leads to navigation errors for long-
term missions. In other words, INSs can provide short-term
missions with negligible navigation errors.

In [212]], Wang et al. proposed a novel characteristic pa-
rameter matching algorithm for gravity-aided underwater INSs,
where both the gravitational field characteristic parameters of
a particle filter and the gravity anomalies of each point in the
fitting area were considered to increase the accuracy of match-
ing. Based on the experimental results, the proposed scheme
has demonstrated superior accuracy performance compared to
the conventional vector matching algorithm. In [213]], fully
autonomous navigation in UWC networks was successfully
achieved by utilizing parallel tracking, parallel mapping, and
IMU data merged through an extended Kalman filter algorithm.
The trajectory tracking was accomplished via a proportional in-
tegral derivative controller, where a pressure sensor, a magne-
tometer, and an extended Kalman filter provided feedback for
depth control, yaw, and remaining states, respectively. Even-
tually, real-time experiments were conducted to validate the
analytical proposal. Furthermore, Duecker et al. [214] inte-
grated guidance, navigation, and control missions into an ar-
chitecture with a robust, high-accuracy, and marker-based vi-
sual self-localization system in UWC networks, where the lo-
calization module consisted of a camera, an IMU, and a single-
board computer. The developed concept was investigated, and
it achieved small-scale submerged AUVs with reliable informa-
tion on their absolute position and orientation. Therefore, the
corresponding control was commanded by using only low-cost
components. Subsequently, [215] developed an improved parti-
cle filter-based matching algorithm with a gravity sample vector
for gravity-aided underwater INSs, which greatly reduced the
latitude and longitude estimated errors. Furthermore, Xiong et
al. [216] proposed a novel underwater gravimetry method uti-
lizing INSs and a depth gauge under the trajectory constraint.
Here, the track of gravimeters was fitted to a straight line be-
cause of the uniform motion characteristics, and the depth ob-



Table 5: Summary of state-of-the-art UWC frameworks on localization.

Classification ‘ Ref. ‘ Year ‘ Network ‘ M ‘ A ‘ P ‘ CRLB ‘ Algorithms/Remarks
[174] | 2018 UwocC v v RSS-based localization
o E [175] | 2019 UAC v |V Compressive sensing-based self-localization using RSS indicators
E E [176] | 2019 UAC v |V Virtual node assisted localization, on-board GPS, RSS indicators
é Ag [177] | 2019 UwWOC v v RSS-based localization, energy-harvesting
-
§ '§ [178] | 2019 UwoC v Low-rank matrix completion and outlier removal methods
o > [179] | 2020 UAC v v Consensus-based unscented Kalman filtering, ray-tracing approach
-% [180] | 2020 UAC v v | v v DRL-based localization, on-board GPS
% [182] | 2018 UAC v v v On-board GPS receivers and inertial sensors, ToA-based linear algorithm
§ g [183] | 2018 UwWOC v Low-rank matrix completion and outlier removal methods
E "5 [184] | 2019 UAC v TDoA-based localization using AILSOMP and ITSWLS
= E On-board GPS and inertial sensors, doppler-based positioning estimates usin
< o ’ pp p g g
% % L8] | 2020 UAC Y v two-phase linear algorithm
o ;» [186] | 2020 UAC v v ToA-based ranging strategy, MPL, grey wolf optimizer
2 Selected smart objects-based localization using spectral graph partitioning for
E‘ s | 2020 uwoc v v v sensor selections : e S ¢
<
S [188] | 2020 UAC Auto-regressive protocol
[189] | 2021 UAC v v v Angle-of-arrival, ToA, sensor identification, pseudocode algorithm
Asynchronous localization algorithm with mobility prediction, iterative least
120} 2018 UAC v v v v squares estimators
o & [191] | 2019 UAC v vV | Vv CSPLLS, RSS measurements
g E [192] | 2019 UAC v v Unscented transform-based localization, ray-tracing approach
52 Asynchronous localization algorithm, consensus-Based Bayesian filter with
S
é % 123 | 2019 UAC v v consensus fusion strategy and duty-cycle mechanism
= g Iterative least squares estimator, two asynchronous localization algorithms
s (1941 | 2020 UAC Y v with active and passive sensor nodes
[195] | 2021 UwC v v Modified TDoA-based localization
g Ray-tracing approach, maximum likelihood estimator, Gauss—Newton algo-
=]
'E L26) | 2017 uwe v v rithm for non-convex optimization
% [197] 2018 UwWC v v Confidence-based localization, ToA trilateration, dead reckoning utilization
:f [198] | 2018 UAC v |V ULES using analytic hierarchy process and grey correlation method
% é [199] | 2018 UAC v |V v Isogradient sound speed profile, CRLB trace optimality
= g 200] | 2018 UWC v Expectation maximization-type method
7] =
A e ToA-based ranging strategy, least square estimation-based symmetry correc-
[a) =] ging 2ys q Yy Yy
§ L01h | 2019 UAC v tion, actual sound speed profile
@ Single-leader-multi-follower Stackelberg game using energy-efficient localiza-
é’ (2021 | 2019 uwc VY tion algorithm, two-way message exchange
é On-board GPS, consensus-based unscented Kalman filtering algorithm with
E [0 | 2019 uwe Y feedback control, proportional-integral estimator
[204] | 2019 UwC v v Precision-improved passive localization method, practical sound speed profile
[205] | 2020 UAC v Duty-cycle working mode, expectation maximization algorithm
[206] | 2021 UAC v Mobile-beacon-based iterative localization mechanism

servations were measured by depth gauge to correct the errors
of INSs. To conclude, the proposed framework [216] attained
parallel accuracy compared with the benchmark (i.e., the multi-
data fusion method), which would lead to a good application for
gravimetry data processing. In addition, because Doppler ve-
locity loggers (DVLs) could be used as an additional integration
along with INSs to provide high precision underwater naviga-
tion and positioning, the authors in [217] adopted a strap-down
INS, a DVL, and a pressure sensor to design a tightly integrated
navigation novel method for UWC networks. The simulation
and experimental results confirmed that the proposed method
[217] achieved 32.5% higher accuracy than that of the conven-
tional loosely integrated method. Although the combination of
DVLs and INSs can significantly improve navigation and posi-

tioning accuracy, it can also be easily affected by the external
environment because DVLs are instruments based on Doppler
frequency shift to measure velocity. Inspired by this, Li et al.
[218]] designed an integrated novel navigation algorithm based
on deep learning model to handle DVL malfunctions in UWC
networks. The proposed framework [218] was fundamentally
accomplished via two phases: (i) In the training phase, a ro-
bust Kalman filter based on the Mahalanobis distance algorithm
was applied to eliminate outliers, and then trained the nonlinear
auto-regressive with exogenous input model, namely NARX,
with available DVLs; (if) When DVLs were interrupted, the
prediction phase executed the DVL estimations as the output
of the NARX model and continued integrated navigation. Ex-
perimental results in [218]] have shown that the NARX-robust
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Kalman filter proposal can effectively provide the high accuracy
of the DVLs’ prediction and outperform existing methods.

Acoustic Navigation. In UWC networks, acoustic navigation
systems (ANSs) utilize a number of techniques involving the
exchange of acoustic signals between a set of acoustic bea-
cons and AUVs, thereby estimating the locations and navigate
the path planning of network vehicles. In ANSs, there are
three classifications, namely the ultra-short baseline (USBL),
the short baseline (SBL), and the long baseline (LBL), which
are determined based on the baseline term that represents the
connection between primitives (i.e., receivers or transponders)
in UWC networks. Specifically, (i) USBL has a baseline length
of less than 1 m, (ii) SBL operates with a baseline length of
20 m to 50 m, and (iii) LBL has a baseline length of 100 m
to 2000 m [209, Table 3]. ANSs can provide navigational aids
with robust position fixing, although they usually have a low
update rate, and the deployment of external devices is also re-
quired.

In [219], a LBL ANS using underwater acoustic modems was
investigated through sea under-ice trials. To provide navigation
missions for AUVs, the graphs of the measurement occurrence
frequency distribution corresponding to the different distances
between the underwater acoustic modems were plotted. Based
on the experimental results, it was shown that the estimation er-
rors obtained by using the proposal were negligible compared
to the actual distance. Rypkema et al. [220]] presented the first
endeavor to implement closed-loop experiments using a minia-
ture, a low-cost SandShark AUV, and a custom-designed and
inexpensive acoustic system in UWC networks, where results
were validated using an independent LBL. ANS system. The ex-
perimental results revealed that closed-loop operation was the
close coupling of conventional phased-array beamforming and
particle filtering, which allowed for real-time configuration, a
reduction in the computational complexity, an increase in par-
tial count, and an improvement in navigational accuracy com-
pared to the benchmark (i.e., the two-stage beamforming plus
particle filtering process). Furthermore, Harris and Whitcomb
[221]] reported a preliminary investigation for the AUV commu-
nication and navigation utilizing a fully dynamic vehicle pro-
cess model, where an USBL ANS consisted of an acoustic mo-
dem, attitude, and depth sensors, whereas an autonomous sur-
face vehicle (ASV) was equipped with an acoustic modem and
GPS. In both the simulations and the JHU Iver3 AUV for at-sea
experimental trials, it was suggested that the proposed frame-
work [221]] offered a significant benefit in accuracy over the
benchmark (i.e., the purely kinematic model) even without the
frequency and high-accuracy velocity measurements. Subse-
quently, a similar preliminary study as [221]] was conducted in
[222]], additionally considering the combined control and coop-
erative navigation. Anecdotal simulation results have suggested
that both the control and cooperative navigation could be main-
tained with the low-cost implementation. Subsequently, the re-
search group of Harris ef al. additionally developed an USBL
ANS with DVL in UWC networks [223]], where a novel null-
space least squares parameter identification method and prelim-
inary evaluation were conducted for a fully nonlinear second-
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order six-degree-of-freedom dynamic process model. Based on
the experimental and simulation results, the nonlinear model
identification with six-degree-of-freedom AUV model parame-
ters, control-surface parameters, and thruster-model parameters
was first evaluated, simultaneously accomplished, and then pro-
vided the high-accuracy cooperative navigation missions. Fur-
thermore, [[224] investigated a robust leader-follower LBL ANS
based on the Student’s #-based extended Kalman filter in UWC
networks to combat the outlier in the process and measurement
noises. Instead of AUVs, two survey vessels were utilized,
equipped with an underwater acoustic modem (i.e., S2CR 7/17
produced by Evologics). Herein, the leader vessel was equipped
with a GPS to provide its own positioning information, whereas
the follower vessel was equipped with a magnetic compass and
a DVL to measure its own heading angle and velocity, respec-
tively. In addition, a PHINS produced by iXBlue worked in in-
tegrated mode and was installed on the follower vessel to pro-
vide the benchmark for position, velocity, and attitude. The
experimental and simulation results in [224] have revealed the
efficiency and superiority of the proposed algorithm compared
with the benchmark algorithm (i.e., the conventional extended
Kalman filer-based ANS).

Geophysical Navigation. Geophysical navigation systems
(GNSs) execute localization and navigation missions based on
the physical features of the environment, which can be divided
into terrain-aided geophysical navigation and geomagnetic-
aided geophysical navigation [209]. The geomagnetic-aided
geophysical navigation measures the related information based
on magnetic sensors, which are passive sensors, whereas
terrain-aided geophysical navigation utilizes sonar sensors,
which are active sensors. The terrain-aided geophysical naviga-
tion compares the obtained terrain profile with a pre-stored ter-
rain database to calculate the current positioning information,
from which the positioning errors can be corrected and com-
pensated. Similarly, geomagnetic-aided geophysical navigation
performs the missions with the same operation as terrain-aided
geophysical navigation, although it leverages the geomagnetic
field information for a pre-stored database and real-time infor-
mation collected by AUVs. GNSs are also self-contained, how-
ever the reliability of their navigation is difficult when the map
database is limited.

In academic studies, Jung et al. [225] conducted experimen-
tal research for a geomagnetic-aided GNS in inland waters (i.e.,
the Jang-Seong reservoir in South Korea). In the employed sys-
tem model, a magnetometer was rigidly attached to the vehicle
and not towed by a cable, which significantly reduced the sys-
tem size and complexity; however, it required a calibration pro-
cedure to compensate for magnetic distortion. Compared to the
public magnetic field data, the proposed scheme [225] offered
much higher resolution and a lower update frequency, which
showed potential for refining the existing public geomagnetic
field database. In [226]], an adapted motion search strategy was
proposed based on deep learning to solve the optimization prob-
lem for a geomagnetic-aided GNS, where the activation rule
was defined to provide an interactive self-learning that mini-
mized the cost function. The numerical results confirmed the



reliability and effectiveness of the proposed algorithm. By the
same analysis on a geomagnetic-aided GNS, [227] further pro-
posed a geomagnetic gradient-assisted evolutionary algorithm
with long-range navigation. The objectives of the proposed
methodology were not only to optimize a navigation path based
on a heading angle prediction from a geomagnetic gradient,
but also to enhance the reliability and accuracy of a naviga-
tion path based on an evaluation function improvement. The
efficiency of the proposed algorithm was confirmed via simula-
tion results. Unlike [225) 1226} 227]], a terrain-aided GNS was
investigated in [228]], where a terrain-aided position confidence
interval model was first proposed to compensate for the large
particle filter initialization error and particle coverage interval
caused by changes in an AUV operation depth. The validity
of the proposed algorithm was finally validated via playback
simulations, which confirmed the performance improvement in
terms of convergence speed and filtering accuracy of the terrain-
aided GNS. Furthermore, both types of geophysical maps (i.e.,
terrain and geomagnetic field strength maps) were simultane-
ously constructed in [229] to utilize underwater geophysical in-
formation for a GNS. The combined terrain-geomagnetic-aided
GNS was investigated in an inland water environment (i.e., the
Jang-Seong lake in South Korea), where the navigation algo-
rithm utilized a terrain adaptive particle filter and the authors
designed observation models for each geophysical sensor to
augment geomagnetic field strength. Experimental results in
[229] have validated the superior performance of the proposed
framework compared with those of the INS-DVL and conven-
tional terrain-aided GNS.

Integrated Navigation. To capture the strengths and eliminate
the drawbacks of each individual navigation approach, some
of the aforementioned navigation strategies can be integrated
with each other [210]. Some typical state-of-the-art integrated
navigation studies are described below.

Integrated navigation systems composed of INSs and GNSs
can achieve high-accuracy navigation missions by compensat-
ing the cumulative error of INSs in real-time using the geophys-
ical fields of GNSs. For example, Wang et al. [230] designed
a multipath parallel iterated closest contour point algorithm for
an INS and terrain-aided GNS integrated model. The proposed
method is based on multi-beam bathymetric data acquired by
a multi-beam echo-sounder (one of the main instruments of
water depth measurement) and data point choices at the edge
of the sounding swath data. The effectiveness and high accu-
racy of the proposed scheme were evaluated via simulations.
Furthermore, Quintas et al. [231] conducted experiments on a
MEDUSA AUV equipped with a towed magnetometer using a
magnetic-based GNS algorithm for the integration of an INS
and a geomagnetic-aided GNS. The proposed system required
the configurations for inertial and body-fixed frames, the acqui-
sition of prior magnetic maps in an area offshore of Lisbon, and
the execution of data-acquisition tests witha MEDUSA AUV. A
realistic assessment in real-time of the proposed methodology
was shown in both simulations and experiments, confirming its
superior performance. [232]] described a robust integrated navi-
gation system including both INS and GNS, where a MEDUSA
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ASV (equipped with a GPS), a marine magnetic explorer, a
VectorNav VN-100 sensor (combined an IMU, an attitude head-
ing reference system), and a LinkQuest NavQuest 600 Micro
sensor (equipped with a DVL) were leveraged to experiment
a very shallow-water lake testbed in Lisbon. The authors pro-
posed a sequential estimation algorithm with a complementary
profile correlation method to perform the high-precision navi-
gation missions for the integrated navigation system. Recently,
the research group of Quintas et al. developed an integrated mo-
tion planning, GNS, INS, and control system for AUVs [233],
where the rapidly-exploring random tree algorithm, a sequen-
tial estimation algorithm, and a path-following controller were
employed to perform the missions. Real-time performance was
evaluated via hardware in the loop simulations, which claimed
the realization of in-water tests of the proposed system.

For the combined models of ANSs and GNSs, [234] and
[235] contributed significantly. In particular, [234] addressed
the field applications of an ASV to simultaneously perform
two tasks: underwater acoustic-source searching and under-
water terrain-geomagnetic field data gathering. The motion
was measured using a GPS compass and an attitude heading
reference system. The model was programmed to gather un-
derwater terrain and geomagnetic data. However, underwa-
ter acoustic data was utilized to validate the LBL ANS ap-
proach, terrain data and geomagnetic data were leveraged to
build an underwater geophysical map for the GNS. The experi-
mental results in [234] validated its practical application along
with high-precision navigation and mapping missions. Subse-
quently, [235]] was extended from the framework [234] by fur-
ther integrating power and electrical propulsion, control, com-
munication, and navigation devices for an ASV. In detail, an
ASV platform was equipped with a multi-beam echo-sounder,
a DVL, a gradiometer, a GPS compass, and an acoustic hy-
drophone array, along with other sensors and electronic-control
units. For surface navigation, way-point tracking and obsta-
cle avoidance were evaluated by the ASV navigation technol-
ogy. For underwater navigation, acoustic-based simultaneous
localization-mapping and terrain-based localization were devel-
oped. Based on the field tests conducted in an inland water
environment [235]], the realistic performance in terms of high-
accuracy navigation was confirmed.

In integrated INS—ANS systems, ANSs can provide initial
positions to be transmitted to INSs, which leads to the sup-
pression of long-term drift of INSs. Therefore, the navigation
precision of integrated INS—ANS systems is significantly im-
proved. For instance, Kepper e al. [236] built an extended
Kalman filter, including IMU bias estimation and coupled with
arange filter, that propagated a kinematic constant acceleration
model to determine the position, velocity, and acceleration of
small AUVs in UWC networks. Based on a consumer-grade
microelectromechanical system (MEMS) IMU and a vehicle’s
dynamic model velocity with a DVL, the degree of bounding
positioning error of AUVs was evaluated. Subsequently, by ap-
plying a minimal navigation strap-down sensor suite and a sin-
gle beacon one-way-travel-time LBL ANS, the reported navi-
gation solution in [236]] possessed the power consumption and
cost degradation, allowed applicability, and accuracy thresh-



old comparable to existing methods. In [237]], a condition-
adaptive gain extended Kalman filter algorithm was designed
for AUVs in an USBL ANS-INS integrated navigation subject
to uncertainties of UWC networks. Through [237], the long
voyage of sea-trials in the South China Sea verified the supe-
rior performance of the proposed method in terms of the ro-
bustness, smoothness, practicability, and a very effective trade-
off between accuracy and computational load. Furthermore,
[238]] introduced an interacting multiple model and unscented
Kalman filter aided strap-down INS-USBL ANS. The pro-
posed methodology was constructed via two key pillars: (i) the
transponder position, level-arm, and misalignment angle were
simultaneously estimated by using the slant range, USBL in-
clination angles, and depth information from the depthometer;
(i) an interacting multiple model and unscented Kalman filter
algorithm were applied to mitigate the decreasing calibration
precision caused by the single filtering parameter under com-
plex UWCs. Simulation results in [238]] indicated that the pro-
posed methodology earned a faster convergence rate and better
calibration results than other existing solutions, as well as main-
tained its robustness even when the observation quality varied.
Wang et al. [239] presented a robust Student’s #-based Kalman
filter for a strap-down INS-USBL ANS integrated system. The
proposed prototype system was first constructed using an IMU
and an USBL acoustic array in an inverted configuration. Fol-
lowing that, an improved robust Student’s ¢-based Kalman fil-
ter was designed with a degree-of-freedom parameter to effi-
ciently address the acoustic outliers in the measured range and
direction information. Finally, both the mathematical simula-
tion test and field trials in [239] were performed to demonstrate
the superiority and feasibility of the proposed mechanism. In
[240], the authors introduced a novel scheme using the Demp-
ster—Shafer theory augmented by least squares-support vector
machines and a virtual DVL signal estimation method to per-
form navigation missions of an integrated system that consisted
of strap-down INS and USBL ANS. The experimental results
demonstrated its effectiveness in terms of long-term missions
and high accuracy. Recently, Zhang et al. [241] reorganized
Student’s 7-based Kalman filter with adaptiveness and robust-
ness for the existing strap-down INS-USBL ANS integrated
navigation systems. In the designed model, the adaptiveness
was achieved by estimating the unknown measurement noise
statistics via a variational Bayesian approximation, whereas the
robustness was obtained by handling the Student’s #-based mea-
surement outliers. The superiority and feasibility of the pro-
posed methodology were confirmed via both simulations and
experiments.

In Table [6] we summarize the main algorithms and/or re-
marks of the state-of-the-art UWC navigation frameworks,
where the columns entitled “Terr” and “Geom” determine the
terrain-aided GNS and geomagnetic-aided GNS classifications,
respectively.

3.7. Security and Privacy Protection

Unlike the security and privacy requirements of terrestrial
and aerial wireless networks, those for UWCs are different be-
cause of the particularities and characteristics of aquatic en-
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vironments and necessitate some special constraints, which
mainly comprise following objectives [6]:

o Confidentiality: Preventing unauthorized nodes from cap-
turing sensitive data transmitted over the network.

e Data integrity: To ensure that the received data is not al-
tered or interceded by unauthorized nodes.

o Authentication: Authorizing users to utilize the network
resources or perform the communication legitimately.

e Non-repudiation: To ensure that the sender cannot deny
what has been sent by themselves, which provides proof
of the data’s origin and integrity.

The security and privacy issues of underwater networks to
fulfill the aforementioned objectives can be categorized into
cryptography management, trust management, localization se-
curity and privacy, and routing security.

3.7.1. Cryptography Management

Cryptography enables sensitive information to be delivered
in insecure networks, which requires constructing and analyz-
ing protocols that prevent unauthorized users from reading pri-
vate data. In [242], a fully hashed Menezes—Qu—Vanstone key
agreement protocol was proposed to enable secure UACs, in
which two honest parties can share a common secret session
key starting from an authenticated public key. The experimental
results in [242]] have confirmed that not only the network secu-
rity but also the implementation gains in terms of computational
time and energy consumption. Furthermore, Ghannadrezaii et
al. [243] investigated the vulnerabilities of the Janus-based
flooding routing protocol in a hybrid cellular/ad-hoc topol-
ogy for UACs, and suggested applying a light-weight data en-
cryption and the elliptic-curve Diffie—Hellman key agreement
to enhance the communication security through its secret key
and large-sized encrypted packets. In [244]], a novel three-tier
framework, called SenseVault, was proposed for securing data
collections in UWC networks. Particularly, (i) a cubic clus-
ter formation and cryptographic hash functions were leveraged
to derive secret keys for the participating node authentication;
(ii) a light-weight node revocation and the tripartite coopera-
tion update scheme were utilized for an authentication key up-
date; and (ii7) a virtual phase shift deterministic quantization
was utilized to secure the generation of secret keys. Subse-
quently, a hierarchical identity-based signcryption (HIS) tech-
nique for UWC networks was considered in [245]. In particu-
lar, HIS adopted both the signature and encryption processes in
a single logical step and the private keys for the network nodes
are generated based on the node’s identity. This study reported
that the HIS scheme outperformed elliptic-curve cryptography-
certificate authority [246], group and layered key management
[247]], and addition of matrices [248]] algorithms in terms of en-
ergy consumption and time cost while maintaining the same se-
curity functions. [249] developed a new deterministic key dis-
tribution mechanism for UAC networks, which yielded that for
shared-key discovery, it broadcasted minimal or no information



Table 6: Summary of state-of-the-art UWC studies on navigation.

Ref. | Year | INS ANS GNS Algorithms/Remarks
Terr | Geom
[212] | 2019 v Characteristic parameter matching algorithm with particle filter and gravity anomalies
[213] | 2019 v Extended Kalman filter algorithm with parallel tracking, parallel mapping, and IMU data
[214] | 2020 v Guidance-navigation-control cooperative missions
[215] | 2021 v Improved particle filter-based matching algorithm with gravity sample vector
[216] | 2021 v Underwater gravimetry method with INSs and depth gauge under the trajectory constraint
[217] | 2020 v Tightly integrated navigation method with strap-down INS, DVL, and pressure sensor
[218] | 2021 v Deep learning-based integrated navigation algorithm with robust Kalman filter and NARX
[219] | 2017 LBL Measurement occurrence frequency distribution graphs
[220] | 2018 LBL Closed-loop operation with miniature, low-cost SandShark AUV, and acoustic modem
[221] | 2018 USBL Fully dynamic vehicle process model
[222] | 2018 USBL Combined control, communication, and navigation
223 2018 USBL dD;/gizeT)lfl_l;:eaggnlleg;; :gll,ilzlr;:()s:;zsirgeézre 1identiﬁcation method, fully nonlinear second-order six-
[224] 2018 LBL Student’s #-based extended Kalman filter, DVL, PHINS
[225] | 2018 v Rigid magnetometer
[226] | 2020 v Deep learning-based adapted motion search strategy
[227] | 2020 v Geomagnetic gradient-assisted evolutionary algorithm
[228] 2020 v Terrain-aided position confidence interval model
Terrain adaptive particle filter, observation models for each geophysical sensor, constructed both
(2291 | 2020 v v terrain and geomagnetic field strength maps
[230] | 2018 v Multipath parallel iterated closest contour point algorithm
[231] | 2018 v v Magnetic-based GNS algorithm
[232] | 2018 v v v Sequential estimation algorithm with complementary profile correlation method
[233] | 2019 v v v Rapidly-exploring random tree method, sequential estimation algorithm, path-following controller
[234] | 2018 LBL v v Underwater acoustic-source searching, underwater terrain-geomagnetic field data gathering
Way-point tracking and obstacle avoidance algorithms for surface navigation, acoustic-based simul-
L2300 | 2019 LBL v taneous localization-mapping, and terrain-based localization for underwater navigation
2361 | 2019 v LBL E)‘(te.nded Ka_lma.n filter, consumer-grade MEMS IMU, vehicle’s dynamic m9d61 velocity with DVL,
minimal navigation strap-down sensor suite, single beacon one-way-travel-time LBL ANS
[237] | 2019 v USBL Condition-adaptive gain extended Kalman filter algorithm
[238] | 2020 v USBL Interacting multiple models and unscented Kalman filter algorithm
[239] | 2020 v USBL Robust Student’s #-based Kalman filter
pa0] | 2021 v USBL 6l:)sczirlnnp;sttie(:)rn—rsriegle;dtheory augmented by least squares-support vector machines, virtual DVL signal
[241] | 2021 v USBL Student’s r-based Kalman filter with adaptiveness and robustness

at all, leading to enhanced network security and privacy. Fur-
thermore, the proposed mechanism ensured that any two autho-
rized nodes could share common key(s) with 100% probability.
In addition, a secure authentication with protected data aggre-
gation method for UWC networks was employed in [250], in
which the cluster head is authenticated by the gateway to avoid
compromised data, and the participating node within this clus-
ter securely handled its data via encryption. The results of this
study revealed that the proposed methodology offered security
improvements while reducing delays and energy consumption.

3.7.2. Trust Management

Trust management frameworks (TMFs) are related to the de-
velopment of some reliable models or technological solutions
to address the insecurity and lack of privacy in UWC networks.
For example, Jiang et al. [251] and [252] proposed a novel TMF
based on cloud theory to solve the uncertainty and fuzziness of
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UAC networks. These studies reported that the proposed model
improved the detection accuracy of malicious nodes, success-
ful rate of networking communications, and network lifetime.
Nevertheless, it required the position information of network
nodes, which was a major drawback for network security. To
address this issue a TMF based on multi-domain metrics and
a cloud model without requiring the position information of
UAC networks was proposed in [253]]. A trust model defended
against attacks using machine learning, whereas a cloud model
addressed the uncertainty of harsh network trust. By combining
two frameworks, the proposed model combated the fuzziness
and randomness of uncertainties as well as greatly improved
trust management. Furthermore, Han ef al. [254] introduced a
synergetic TMF based on the support vector machine to predict
the accurate trust value for UAC networks. Three kinds of trust
evidences and the mechanism of double cluster heads were also
presented to reflect most of the malicious attacks, leading to en-



hanced network security and lifespan. In [2535]], a new anomaly
and attack resilient TMF was investigated for UACs, which was
referred to as ITrust. The proposed ITrust model could detect
defective nodes effectively and achieved high detection accu-
racy by considering two phases, including (i) obtaining the trust
metrics (i.e., data trust, communication trust, energy trust, and
environment trust) and (ii) evaluating the derived trust dataset
by utilizing the isolation forest algorithm. Subsequently, Su
et al. [256] adopted a new TMF based on fast link quality
assessment to obtain stability and accuracy for the node trust
evaluation in UAC networks, which was suitable for the limited
energy and computing ability scenarios. Furthermore, a TMF
with the multi-armed-bandit-based hierarchical defense learn-
ing algorithm was presented in [257] to combat the intelligent
attackers and protect UAC links. As reported in [257]], based on
the optimal spoofing scheme and a strategy that the identities
of network nodes were changed periodically to hide the criti-
cal routing paths, it misled the attackers and then alleviated the
potential threats from invaders.

3.7.3. Localization Security and Privacy

Location estimation is one of the crucial components in
source detection and tracking applications as well as for per-
forming network communication. Without the location infor-
mation, an UWC network cannot identify the best relay node(s)
to forward data or define the best route. Localization security
and privacy in UWCs allow a network to determine the location
of participating nodes even when malicious attacks are present.
Specifically, [258] designed a modified secure localization al-
gorithm based on the well-established gradient descent method
to remove the misleading information in UWC networks. The
numerical results in [258]] have shown that, based on the pro-
posed scheme, the authorized nodes can securely cooperate
with each other, leading to the localization estimation error
degradation, network lifetime improvement, and significant en-
ergy saving. In [259]], a TMF-based adaptive neuro-fuzzy in-
ference system was proposed to evaluate trustworthiness and
improve location privacy of UWC networks. By utilizing the
Markov decision process and fuzzy interference learning rules,
the authorized nodes can conduct the trust behavior of forward-
ing subsequent nodes without leaking the location information,
and then successfully eliminate malicious attacks. Furthermore,
a location privacy-preserving scheme proposed in [260] has
been demonstrated to provide effective protection of localiza-
tion in UWC networks. With the construction of random fake
paths in the directed routing phase, the proposed method can
interfere with the attackers’ tracking, offer high safe-time, and
strengthen the location privacy protection. Wang et al. [261]]
adopted the node collaboration-based method and semantic en-
capsulation conception to prevent the adversary from recogniz-
ing the precise geometric locations of the users effectively in
UAC networks. In [262]], a novel stratification-based source lo-
cation privacy strategy was employed for UACs, where fake
data streams and fake source nodes were incorporated into
the network cluster structure to render the adversary’s estima-
tion inaccurate. Furthermore, a privacy-preserving localization
protocol utilizing DRL for estimators was further adopted for

23

UWC networks in [263]], where neural networks are trained to
assist the agent(s) to obtain the global localization optimization
solutions in real-time manner. The proposed scheme has been
demonstrated to (i) effectively hide the private position infor-
mation of network nodes, (if) provide the optimal solution for
nonsmooth and nonconvex localization problems, and (iii) sub-
stantially enhance the estimated location accuracy.

By considering both the location privacy and asynchronous
lock problems, Meng et al. [[165] proposed a privacy-preserving
asynchronous-localization algorithm with a ray compensation
strategy for UWC networks. The experimental and simulation
results have revealed that the proposed scheme can not only
hide the position information of network nodes but also elimi-
nate the asynchronous clock’s impact. Subsequently, in [264],
privacy-preserving summation and privacy-preserving diago-
nal product algorithms for location estimators in conjunction
with the asynchronous-localization protocol were designed for
UWCs, where the outstanding performance in terms of local-
ization tasks, position information’s leakage avoidance, asyn-
chronous clock elimination, and estimated location accuracy
were confirmed. To further enhance the performance in [163]]
and [264], an advanced integrated model was investigated for
UWC networks in [265]], where a ray compensation strategy
was incorporated into location estimators that utilize a RSS-
based detection strategy.

3.7.4. Routing Security

In UWC networks, the participating nodes must exchange
information with each other to construct the network topol-
ogy, which is required to perform one of the routing proto-
cols (i.e., reactive, proactive, and hybrid). Routing security
involves secure routing protocols and secure data forwarding,
where an UWC network can not only share routing information
precisely but also prevent invaders from understanding, mod-
ifying, tampering, and dropping the traffic. For example, in
[266], a distributed detection and mitigation approach was pro-
posed to combat routing attacks in UWC networks, where a
sliding window at each network node was utilized to store and
monitor the ongoing traffic. The theoretical model provided
in [2660] has shown the networking security benefits of detect-
ing malicious activities and increasing the probability of ma-
licious node isolation. [267] investigated a novel agent-based
secured routing scheme to discover wormhole resilient neigh-
bors and lead the traffic to follow the secured path in UAC net-
works. By using the direction of arrival estimation and authen-
tication at agents, the secured neighbors could be determined
and the agents facilitated in providing adaptable and flexible
services for secure routing. Subsequently, a security protocol
suite was also developed with the pairwise key distribution to
further enhance the network security. Furthermore, Saeed et al.
[268]] proposed a secure energy-efficient and cooperative rout-
ing protocol to not only maximize the network lifespan but also
combat routing attacks for UWC networks. The research helps
readers to realize the impact of security attacks on UWCs and
further demonstrates their outstanding performance in terms of
transmission loss, throughput, energy tax, latency, and num-
ber of alive nodes. Additionally, to defend against neighbor-



ship attacks (typical dominants are wormhole attacks and sybil
attacks [6]]), which establish fake neighbors to divert normal
traffic to malicious nodes in UWC networks, the measurement
frameworks have been examined in [269] and [270]. Specifi-
cally, in [269]], the detection of wormhole attacks in UAC net-
works was efficiently evaluated through azimuth measurement
and distance outliers. In [270], an integrated framework be-
tween blockchain and TMF was adopted to detect sybil nodes in
UWC networks effectively, where the machine learning-based
hidden Markov model was utilized to evaluate. The information
about node behaviors and the obtained trust values was stored
in the blocks of the blockchain. Any other network nodes could
check the blockchain status and sense the trust values without
re-computing. Therefore, any sybil attacks attempting to copy
legitimate identification was detected.

A summary of state-of-the-art UWC contributions to security
and privacy protection is presented in Table

3.8. Lessons Learned

This section reviews key technological pillars for heteroge-
neous multi-access UWCs, where each aspect can show their
individual solid lessons as follows:

e First, Section [3.1] presents existing studies, primarily fo-
cused on submarine cable support for UWC integration
into 6G networks. When terminal transmissions with di-
rect wireless links are very challenging because of the high
attenuation characteristics of underwater environments,
the submarine cable can be leveraged as an effective sup-
port solution to reduce the UWC distance, leading to a sub-
stantial improvement in UWC performance. Applicable
network integration of cable-assisted communications and
UWCs into 6G infrastructures is depicted in Fig. [I0] In
addition, some effective cost-saving methods and perfor-
mance optimization for submarine cables have also been
provided in this section.

e Second, the considerable tradeoffs among long-distance
propagation, high data rates, and high communication re-
liability for UWC networks have been described in Sec-
tions and respectively. We observed that RF
UWCs and UWOCs can offer a significantly higher data
rate in short-range communications, whereas UACs pro-
vide the opposite behavior (i.e., a long transmission range
with low data rate and high latency). Channel properties
for UAC, RF UWC, and UWOC attenuation are illustrated
in Fig. @ Fig. [l and Fig. [0l respectively. We note that
the selection of which kind of classification will be de-
termined based on the initial purpose of communication,
where Table Bl can be utilized as a reference.

e Third, Section [3.5] utilizes the formation control perspec-
tive in UWC networks to fulfill UAV tasks with better scal-
ability, flexibility, and adaptability, where the cooperative
control for AUVs to follow a predetermined trajectory is
performed while maintaining a desired relative network
architecture. Here, a comprehensive review of formation
architectures and control strategies has been provided. We
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observe that the individual classification of both forma-
tion architectures and control strategies has different ad-
vantages and disadvantages, as summarized in Table [}
However, the drawbacks of each architecture are relative
and can be remedied with appropriate designs, a combi-
nation of some kinds of formation control strategies is en-
couraged to satisfy multiple missions flexibly.

e Next, the design capability of localization and navigation
strategies in UWC networks has been reviewed in Sec-
tion Specifically, localization algorithms are investi-
gated for positioning estimation of network nodes (or even
obstacles) aiming to serve underwater applications that re-
quire the sensed data with location information. We ob-
serve that when a localization algorithm is computed at
a central level using globally collected information, it is
referred to as a centralized classification. By contrast, a
distributed localization algorithm is executed individually
at each sensor node. In addition, the time synchroniza-
tion problem should also be considered to eliminate the
impact of clock skew and clock offset phenomena. Fur-
thermore, underwater navigation algorithms perform the
processing techniques of monitoring and controlling the
AUV movement in UWC networks, which are categorized
based on their own principles and features (i.e., inertial,
acoustic, geophysical). Integration of some navigation
strategies is also beneficial in capturing the strengths and
eliminating the drawbacks of each approach. Some recent
UWC frameworks on localization and navigation are sum-
marized in Table[5]and Table[6] respectively.

e Finally, Section[3.7|describes the security and privacy pro-
tection for UWCs. As UWC networks are expected to
fulfill the security and privacy objectives (e.g., confiden-
tiality, data integrity, authentication, and non-repudiation),
designing algorithms for cryptography management, trust
management, localization security, and routing security
deserves to be investigated. A summary of state-of-the-
art UWC contributions to security and privacy protection
is presented in Table

4. Underwater Application Scenarios

This section presents state-of-the-art underwater application
scenarios with three subcategories (i.e., military, science, and
industry) in the context of utilizing autonomous vehicles and
sensors for a specific application.

4.1. Military Applications

Developing military applications is an interesting but risky
business. Consequently, the most novel technologies are in re-
searches for the purpose of enhance war-fighting capabilities
and defensive ability [271]. AUVs are used in a number of mis-
sions in navy forces. These devices are used to not only actively
attack but also defense enemy invasions. Some AUV missions
presented in this article are mine countermeasure (MCM), anti-
submarine warfare, and maritime situational awareness (MSA).



Table 7: Summary of state-of-the-art UWC contributions to security and privacy protection.

’ Aspect ‘ Reference ‘ Year ‘ Network Algorithms/Remarks
[242] 2017 UAC Fully hashed Menezes—Qu-Vanstone key agreement protocol
_ 043 2018 UAC JDapus—based ’ﬂoodin'g routing protocol’s vulnerabilities, light-weight data encryption, elliptic-curve
2s iffie-Hellman key agreement
3 g SenseVault, cubic cluster formation, cryptographic hash function, light-weight node revocation, tripartite
éﬁ §> f24] 2018 uwe cooperation update scheme, virtual phase shift deterministic quantization
U% § 243) 2017 | UWC | HIS algorithm
[249] 2018 UAC Deterministic key distribution mechanism with shared-key discovery
[250] 2020 UWC Secure authentication with protected data aggregation method
[251L1252] | 2017 UAC Novel TMF based on cloud theory with uncertainty and fuzziness consideration
g [253] 2018 UAC Novel TMF based on multi-domain metrics and cloud model without requiring position information
‘g g%o [254] 2019 UAC Synergetic TMF based on support vector machine, trust evidences, double cluster heads
= g [255] 2020 UAC ITrust model with anomaly and attack resilient TMF, isolation forest algorithm
E [256] 2020 UAC Novel TMF based on fast link quality assessment
[257] 2021 UAC TMF with multi-armed-bandit-based hierarchical defense learning algorithm
[258] 2018 UwcC Modified secure localization algorithm based on gradient descent method
[259] 2019 UwC TMF-based adaptive neuro-fuzzy inference system
%‘ [260] 2019 UWC Location privacy-preserving scheme
§ 2 [261] 2020 UAC Node collaboration-based method, semantic encapsulation conception
g g [262] 2020 UAC Stratification-based source location privacy strategy
g _g* [263] 2020 UWC DRL-based privacy-preserving localization protocol
% | [165] 2020 UwcC Privacy-preserving asynchronous-localization algorithm with ray compensation strategy
S 6] 2020 UWC Focat_lon ?sFlfnators base‘d 01? pr}vgcy—preserV1ng summation and privacy-preserving diagonal product
algorithms, asynchronous-localization protocol
[265] 2020 UuwcC Location estimators based on ray compensation strategy, RSS-based detection strategy
[266] 2017 UwcC Distributed detection and mitigation approach with sliding window
.%D ? 2671 2017 UAC giz?zfiizejifﬁc:gﬁi IS:EZ}% jlc:;;rtr)l;:t,l ;lrllrectlon of arrival estimation, agent authentication, security pro-
E § [268] 2020 UwcC Secure energy-efficient and cooperative routing protocol
. [269] 2021 UAC Detection of wormhole attacks through azimuth measurement and distance outliers
[270] 2021 UwcC Integrated framework between blockchain and TMF, machine learning-based hidden Markov model

4.1.1. Mine Countermeasure

MCM missions involve tasks such as ensuring the safety of
national harbors and channels, as well as actively exploding sea
mines before a trike.

Using sonar detection technique for unmanned surface vehi-
cle (USV), Yang et al. developed an autonomous control tech-
nology of naval MCM problem [272]. Under investigating the
minesweeping tasks in unfamiliar and complex sea scenarios, a
designed USV’s shortest path planner with real-time moving
obstacle avoidance using hierarchical reinforcement learning
was verified in terms of output parameters including maximized
cumulative reward value and the map exploration rate.

The solution using MCM vessels in [272] is difficult to de-
ploy for bottom mines (i.e., mines sitting on the seabed). An au-
tomatic target recognition (ATR) system using high-resolution
forward-looking sonar for MCM mission deployed AUV on-
board to perform detecting seafloor mine-like objects was in-
vestigated in [273]. The proposed ATR system composes of
three main modules: a detector, one or more classifiers, and a
probabilistic grid map. The grid map not only enhances the
accuracy for the detector but also combines multiple detec-
tions into one. In addition, novel convolutional neural networks
(CNNs) which required limited amount of trained sonar data
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were used for both detection and classification phases. Accord-
ing to the experimental results, the proposed ATR can relocate
all targets if the relevant thresholds are aggressively set.

To handle buried mines, an effective continuous angle
alignment-based solution is extending the detection range for
the magnetic anomaly detection (MAD) [274]. With this solu-
tion, the false alarm rate was reduced compared to conventional
magnitude-based. In case of the buried mines attached thermal
sensors, a special design for unmanned underwater vehicles hull
was presented in [275]]. The hulls are covered by phase change
materials as thermal insulation.

4.1.2. Anti-Submarine Warfare

This part focuses on methods for vehicles actively and ef-
fectively hunt and chase or destroy submarines presenting in
confined waters.

An active cooperative combat system was designed to attack
an underwater target on purpose using two kinds of heteroge-
neous vehicles [276]. In an underwater target strike mission, an
unmanned aerial-aquatic vehicle (UAAV) and an AUV share a
coordinated path planning. After detecting the moving under-
water target, the flying UAAV dives into the water and commu-
nicates with a standby AUV to send the target’s position infor-
mation. Then, coordinated paths are computed by both vehicles
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Figure 9: Schematic framework for underwater application scenarios.

to attack it simultaneously with the minimum terminal position
error. This type of model provides an efficient way in reducing
AUVs’ time searching because of lack of global search ability.

A novel prediction planning interception method with multi-
ple AUV deployed for harbor security protection was designed
to identify and catch dynamically moving intruders [277]. This
swarm of AUVs operates in two modes: surveillance and in-
terception. In the first mode, AUVs travel in the underwater
environment with static obstacles and ocean current. The sec-
ond mode is turned when at least one AUV detects the intruder’s
presence. In particular, each AUV can independently perform
the prediction the intruder’s next intercept point according to its
own speed and the intruder’s movement trajectory. At the same
time, the swarm of AUVs forms a team to complete intercep-
tion task through a defined cooperative strategy. Compare to
traditional tracking interception method, the proposed method
has a higher interception efficiency.

A multi-channel interference based source location privacy
protection scheme was proposed to conceal underwater sub-
marine locations in an acoustic sensor network [278]]. This
scheme aims to protect the transmission of the source packets
by exploiting the multi-channel interference, thereby resisting
the eavesdropping attack as well as preventing eavesdropping.
Moreover, a fake packet technology combines with the time slot
control technique for reducing in the energy consumption and
in packet collision. Working under this scheme, the adversary
fails to track back the source packet to find the source location.
The proposed scheme was assessed by metrics including safety
time, energy consumption.

4.1.3. Maritime Situational Awareness

This part concerns with architectures of systems that can pro-
vide real-time information about a happening combat or site in-
spection (i.e., MSA), and techniques to enhance the ability of
entities used for surveillance and reconnaissance.

A comprehensive system for a coastal surveillance MSA ap-
plication was developed with multiple devices [279]. This
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system provides contextual information over a wider area by
exploiting the synergy between global view. This system is a
sensorized hybrid robotic network, which is comprised of an
onshore camera, specific robots (i.e., Wave Gliders) equipped
with passive sonars, and data fusion defined kinds of com-
plex events. The Wave Gliders also include satellite sensors
for use while working independently, instead of in cooperative
mode. They emit low noise during navigation and are difficult
for radar/optical sensors to detect. Their hybrid physical archi-
tecture consists of two parts (i.e., sea-surface, and submerged)
attached together via a tether. The sea-surface parts act as com-
munication relay nodes, supported by radio modules, between
the underwater robots and the command and control center.

An ontology of a MSA using heterogeneous sensor net-
work [280] addressed the information requirements of MSA use
case, where different situational views supplied by sensors and
platforms are combined with big data analysis, to obtain real-
time information about a situation for maritime security. In this
ontology, multiple classes of sensors, events, observation were
defined. In addition, data collected by global ocean networks
as well as observed events may be easily integrated in a MSA
application through this proposed MSA network.

To ensure the security of data transmitted among entities
in a underwater wireless sensor network (UWSN) for frontier
surveillance in naval operations, a security mechanism based on
symmetric-key cryptography was presented [281]. The entities
involved in this network are bottom-sea anchored sensors, float-
ing buoys with radio links to submarines, AUVs, ships. When
detecting the presence of other devices in its sensing area, the
sensor performs an authentication process or seeks help from
the nearest base station (e.g., on-shore base station, off-shore
base station). The proposed mechanism was tested under at-
tacks including denial-of-Service attack, masquerade, replay,
Sybil, and secret guessing attack. Moreover, the communica-
tion cost, computation cost, and the storage cost, energy con-
sumption are calculated and compared with other security pro-
tocols; the results showed that it consumes less computational,



communication, and storage overheads and can be deployed ef-
ficiently in naval operations.

Kim et al. proposed a novel signal processing algorithm ap-
plied electric field method used in detecting underwater mov-
ing target objects equipped acoustic stealth technology under
shallow water circumstances [282]. The effectiveness of the
proposed algorithm was validated in terms of signal to noise ra-
tio and root mean square error metrics of the target response.
Moreover, a real field experiment was conducted to affirm the
theoretical analyses.

4.2. Science Applications

4.2.1. Underwater Current Observation

Investigating the surface properties of ocean currents includ-
ing trajectory, diameter and center point is an interesting re-
search direction. Based on the collected and processed data,
marine scientists can characterize and investigate the principle
of the oceanic physics to obtain accurately predictive solutions
for global problems such as global climate, atmosphere, and
ecological environment changes.

The study [283]] contributed two methods based on oceanic
glider type mobile platform with an attached current meter for
ocean current observation problem. From the design perspec-
tive, these methods aim at enhancing accuracy of the measured
results as well as expanding the glider based framework to
broader ocean areas. In particular, the first method handles the
optimal installation position of the single point current meter
based on compensated inversion method, and the second so-
lution utilizes the ocean currents’ physical properties to build
a reliable current velocity observation system. The theoretical
proposals verified in an onsite sea trial showed that the mea-
surement accuracy was improve by 70% by average as com-
pared to conventional inversion method by solving the acoustic
Doppler to current profiler and can be used for non-pure water
environment, whereas the second method can be deployed in
underwater environment with high purity.

4.2.2. Underwater Environmental Monitoring

Underwater chemical contaminants and diverse trash can be
harmful for creatures living both on-land and underwater envi-
ronments [284]]. Therefore, detecting exactly underwater harm-
ing sources or polluted condition of the water can help to re-
solve the underwater pollution problem. In particular, based on
the information collected from underwater monitoring systems
such as types of debris materials (e.g., aluminum cans, ceramic
plates, plastic bags) or leaking chemical properties of contam-
inants [285]], or variation in plankton living in the researched
environment [286]], appropriate solutions for cleaning up the
existing pollutants and/or preventing pollution can be applied
appropriately.

A large-scale autonomous marine pollution monitoring sys-
tem model consisting of mobiles AUVs, surface stations (i.e.,
instrumented buoys mounted in specific locations, vessels), and
underwater sensor stations in fixed positions was presented in
[285]]. In this model, the AUVs transmit collected data and for-
ward to surface stations for further research activities. By us-
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ing optical sensing, the UAVs can classify pollutants in under-
water environments, particularly in oceanic environment. To
overcome the limitation of AUVs’ computational resources, a
collaborative algorithm is applied to the AUV network. Appar-
ently, this model can be utilized for many general purposes on
transmitting accurate information about the extent and charac-
teristics of pollutants.

Long-term in situ detection of microplastics on the seabed
can help to find out sources of microplastics in the drainage
systems, and this is helpful in providing reasonable solutions
for effective microplastic control as well as environmental pro-
tection projects from government. Classified into micro-sized
polluters, microplastics also present in various kinds of mate-
rials, for examples, polyethylene, polypropylene, polystyrene,
and polyethylene terephthalate. Therefore, the methods for
searching and identifying microplastics are different for each
type. Recently, some studies on microplastic detection pro-
posed underwater imaging systems. These imaging systems
are designed with progressive techniques in image processing
(e.g., hyperspectral imaging [287]], digital holography imaging
[288]] attached to appropriate classification algorithms. Many
diverse classifiers are used for microplastic identification, e.g.,
support vector machine, neural network, least squares—support
vector machine, and partial least squares—discriminant analysis
[287]]. Additionally, the accuracy of in situ microplastic detec-
tion is improved by applying underwater spectral image correc-
tion model. The proposed system can identify up to six types of
microplastics. However, the authors conducted the laboratory
experiment only with water of 0.3 m depth with a simulated
tank of water.

Carbon Capture and Storage (CCS) is one of techniques to
decrease CO, quantity in the atmosphere. In this technique,
CO; is captured from point source emitters, compressed and
then buried in geological formations in offshore storage sites.
To assess the environmental impact of ocean storage of CO,
as well as to understand the mechanisms of CO, leakage from
seabed into turbulent seawater, numerical models were pro-
posed in different scales (i.e., small and large scales), from
meters up to kilometers. Compared to the large scale mod-
els, the small scale models and laboratory experiments, which
can be relatively extrapolated to larger scale situations, are less
economic and environmentally expensive [289]]. A small-scale
model-integrated system functioned as a 3D comprehensive so-
lution for physicochemical detection and CO, leakage analy-
sis in coasted waters was proposed in [290]]. In this system,
the authors combined three reciprocal models namely PLUME,
FVCOM, and ERSEM. The PLUME simulates the interactions
of released CO, bubbles with seawater, the FVCOM models
the cascading hydrodynamics such as tides, currents, and turbu-
lence. Some outputs of the combination of the PLUME and FV-
COM are inputs of the ERSEM carbonate system. This model
was applied by two in-situ experiments which were set on the
tidally dominated north-west European continental shelf under
different aims. The first experiment resolved the anomaly de-
tection (i.e., CO, gas leakage) via leakage rate measurements.
The input parameters include site-specific data (i.e., location,
bathymetry, salinity, temperature, currents), and the release



rates to the seawater, bubble sizes, and pockmark distribution
map. The second experiment obtained the knowledge gained
from the first experiment to provide cost-effective environmen-
tal monitoring and seepage quantification techniques. In par-
ticular, remotely operated vehicles, AUVs, optical landers were
involved in mapping the investigated environment [291]]. Fur-
thermore, to measure the value changes of pH for quantifying
CO; release the water column, novel autonomous lab-on-chip
sensors were mounted on AUVs.

4.2.3. Living Creature Observation

Observation the changing of living creatures can help scien-
tists to assess the underwater environment quality.

In [286], an onshore monitoring system about the in situ sea-
water mesoplankton using optical imaging technique via im-
agers. These imagers are placed in the water and hanged below
approximately 1.5-3m under buoy-borne rafts. The imager sys-
tem sends raw captured images to terrestrial remote server via
4G wireless links. Subsequently, images are post processed by
a deep learning model deployed in the remote server function-
ing as cloud computing-based data center. To collect documen-
tary file about the variation of the mesoplankton community
structure in a coastal region, 1 545 187 images about plankton
and suspending particles automatically classified up to data set
of 90 categories containing 46 804 cropped regions of inter-
est of particles, bubbles, and various plankton. The experiment
showed that the data set shift is the result of the emergence of
new species related to the temporal and spatial variations of the
plankton.

Similarity, Mallery et al. [292] designed a cost-effective
robotic sensor system for water quality measurement by ex-
amining water particles in size, concentration, and identifica-
tion. Two main parts are composed in this system for individual
purposes. Particularly, a digital in-line holographic microscope
(i.e., sensor) is a set of battery, computer, laser, and camera to
obtain high resolution measurements. Next, this microscope is
integrated into an autonomous amphibious vehicle to enable the
system to three-dimensional motion throughout a large environ-
ment of interest. This designed system was tested for its utility
in real-world scenarios via an in-situ measurement of particle
concentrations in South Center Lake in Chicago, Minnesota. It
was deployed at a maximum depth of 5.5m, stayed there in three
hours and then returned to the surface to transmit recorded and
stored images via 801.11 wireless connection for further pro-
cessing externally.

Understanding underwater ecosystem alteration can be at-
tained by monitoring the size of key indicator species of fish.
A cost-effective large fish species identification system based
on fish size detection including underwater infrared cameras
can operate in both shallow and deep waters effectively and ef-
ficiently [293]]. With determined configurable minimum fish-
size parameter, the recording process can be triggered to record
videos for capturing the presence of large fishes over long time
periods. Moreover, by applying deep learning-based solutions
for object/movement detection models, the camera system con-
nects to the cloud computing platform for post-processing. In
addition, an software operating on proposed computer vision
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system was designed to both facilitate a minimal hardware con-
figuration and consume low power. There are five algorithms
concurrently applied in this software including (i) brightness
scenario classifier, (if) deep learning object detection, (iii) unsu-
pervised object detection, (iv) movement detector, and (v) size
analyzer. This system was tested in real deployment scenar-
ios under different depth and light conditions. New finding re-
lated to food sources for giant sponge-rich benthic community
found in ice-sea seamounts of Langseth Ridge within the Cen-
tral Arctic was presented in [294]. In particular, Morganti et al.
analyzed collected samples by combining advanced peculiarity
techniques such as composition assessment of sponge tissue,
isotope ratios of putative suspended and sedimented particulate
food sources, and omics techniques. To perform such research
in harsh conditions (e.g., weather, deepsea), a specialized re-
search vessel named Polarstern can release equipment devices
from its bottom. Before being launched into the sea, IXSEA
POSIDONIA acoustic transponder for geo-referencing to track
underwater vehicles and instrument positions is mounted to un-
derwater devices. Devices utilized for the under-ice extreme
environment exploration research include Nereid Under Ices
which can be configured in both AUV mode or remotely oper-
ated vehicle mode (ROV) with an appropriate camera for each
mode. In ROV configuration, the vehicle was attached with
a Kraft Telerobotics 7-function electro-hydraulic manipulator
arm and sampling equipment. In AUV mode, detailed and high-
resolution bathymetric map of the seafloor was automatically
achieved with in situ sensors mounted high on the forehead.

4.3. Industry Applications

This section describes commercial applications in which sen-
sors and AUVs or their collected data are used to reduce the
company’s expenditure. In addition, some applications are
aimed for increasing profit.

4.3.1. Oil Pipeline Monitoring

Marine oil pipeline system is one of economical solutions
for offshore oil transportation. However, this system can be re-
currently collapsed because of the corrosive effect of seawater
as well as the complexity and diversity of marine environment.
Therefore, underwater pipeline systems need to be protected
via discovery method such as leakage location detection. To
achieve this, the information of damaged positions can be col-
lected by sensors in UANs and then it is timely forwarded to
sinks for further processing. Apparently, this information can
be eavesdropped by attackers who attempt to steal oil from the
oil leakage. To solve this problem, a network architecture used
for hiding the positions of the source sensors was presented in
[295]. In particular, underwater sensors are placed randomly
along with the submarine pipelines connecting oil wells (on the
seabed) and oil storage vessels (on the surface). In addition, a
multi-AUV system is used for transferring data collected from
these sensors near the seabed whereas the sensors near the sur-
face send data to a sink through multihop transmission. After
detecting the damaged location, a sensor becomes the source



and sends the incident location to the sink. To ensure the poten-
tial attackers cannot determine the source node, a cluster includ-
ing fake sources with the real source node centered is formed
anonymously. In this cluster, fake sources are chosen to for-
ward fake data. The disguised AUVs are also set to stop at the
fake sources. In addition, an algorithm for data delivery in aim-
ing at reducing energy consumption was proposed. The simu-
lation results showed that the performance of proposed system
improved in terms of safety time and delay.

A solution for oil spill detection in deep water aimed at re-
ducing the economic loss through leak position estimation was
proposed in [296]. A distributed UWSN comprised of passive
acoustic sensors plays a role of leak detection system that is
capable of promptly detecting and positioning oil leakages in
subsea production systems. The authors investigated two dif-
ferent methodologies for leak detection and four algorithms for
leak localization. A realistic case study was conducted on Go-
liat floating production storage and offloading connected to one
subsea production system. In this design, the data represented
for leak detection is transmitted from local sensors to a fusion
center to provide an estimated position of the leak source by ap-
plying localization algorithms including maximum a-posteriori
estimation, minimum mean square error estimation, and two
heuristic centroid-based algorithms. Next, the reliability of an
upgraded spatio-temporal design of this system was analyzed
in [297]].

4.3.2. Offshore Wind Plan

Offshore wind energy is one kind of green forms of energy
and is encouraged by governments [298] 299 [300, 301} [302].
With careful planning, the deployment of offshore wind farms
(OWF) can reduce time and cost [[303}[304].

A large-scale OWF balanced design for potential site imple-
mentation suitability considering both opposing and supporting
factors was proposed in [303]. The integrated input parame-
ters are considered, including economics, ecological, and so-
cietal consequences of OWF deployment. In particular, these
input factors are technological properties of OWF (e.g., name-
plate power rating, height, installation, commissioning, mainte-
nance, and decommissioning costs), logistics parameters (e.g.,
distance to ports, and conservation areas), environmental prop-
erties (e.g., wind speed, seafloor type, water depth), ecological
parameters (e.g., underwater species and habitats), and societal
components (e.g., information about legislative restrictions, ex-
pected disturbance to people). Additionally, another work pro-
posed to select the optimum locations for floating wind farm by
ranking system based on expert judgments via utilizing Monte
Carlo and fuzzy analytic approach [304].

For damage assessment in the operation and maintenance
phase, an integrity monitoring approach for subsea power ca-
bles characterized a combination of low-frequency sensing-
based technique and appropriate machine learning (ML) tech-
nique performed by AUV was presented in [305]. This ap-
proach provides a novel means for external condition monitor-
ing of multiple types of subsea cables subject to abrasion and
corrosion failure modes. Among experimental results of ma-
chine learning techniques including support vector machine, lo-
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gistic regression, and CNNs, the best result in identifying cable
type was provided by the third solution with over 95% accuracy.

4.3.3. Flooded Mine Shafts

A cost-effective comprehensive solution using ROV for
maintenance and inspection of flooded mine shafts (e.g., coal)
was proposed in [306]]. This solution is an integration for sev-
eral commercial elements, including an ROV (i.e., BlueROV2)
housed multiple types of sensors, a RasPi camera, and can op-
erate periodically up to 1000 m depth. For remotely inspec-
tion and intuitive teleoperation of ROV, the authors developed
a graphical user interface by utilizing a commercial ROS 3D
visualizer software tool named RViz. Therefore, the depth in-
formation as well as the 3D model of ROV and its pose are
displayed in the scene for operator. Operating in a very harsh
environment (e.g., unexpected obstacles corroded or deformed
by the water break under low visibility, effect of water stratifica-
tion) can provide inaccurate results in navigation and position-
ing. To enhance the accuracy of underwater robot’s navigation,
a visual navigation system based on monocular visual odome-
try algorithm was also developed for pose estimation that could
function efficiently with the sensors and camera.

Another spherical designed robot, named UX-1 Robot, used
for underwater explorer for flooded mines, was presented
in [307, 1308]. Its outer shape was chosen to fit with its tar-
geted mines which are old abandoned and flooded European
mines. It assigned tasks are exploration motions suitable for
flooded mine shafts (e.g., vertical shafts, horizontal tunnels, un-
derground galleries), obstacle detection less than 20m in dis-
tances by DLV sonar, resource characterization (e.g., relevant
minerals). This robot was practical tested in operational mine
fields including Kaatiala mine (Findland), Idrija mercury mine
(Slovenia), Urgeirica mine (Portugal) [307]], and Ecton copper
mine (United Kingdom)[308].

4.3.4. Fish Farming

This part presents two kinds of underwater farming applica-
tions including fish farming and aquaculture farming.

A smart fish feeding system applied computer-visioned-
based deep learning in determining the time for stop feeding
was presented in [309]. Different from other studies that fo-
cused on image-based recognition analysis, the solution in this
study is based on analyzing the size of the waves caused by fish
eating. The system model consists of specific task modules: (i)
an image sensing module composed of an image sensor (i.e.,
camera) and a deep learning mechanism, (ii) a water quality
inspection model deployed by underwater sensors which can
monitor multiple parameters (i.e., the oxidation-reduction abil-
ity, dissolved oxygen, and pH degree) of water quality, (iii) a
fish feeder, (iv) a signal processing module with two submod-
ules used for control feeding actions as well as further data stor-
age and analysis via 3G/4G cellular network, and (v) a server
computer responsible for online control. The system was in-
stalled and tested in real working conditions for three weeks
at an outdoor black porgy pond, and its experimental results
showed that an accuracy of up to 93.2% can be achieved.



An implant wireless sensing tag with edge computing was
developed in [310]. Particularly, in biotelemetry tag, it func-
tions as an integrated kind of sensor that allow sensing in
vivo physiology, behavior, and ambient environment simulta-
neously. With miniaturized form, it is useful in investigating
small animals with high profit value in economy. Moreover,
raw data are stored in a flash memory attached to the tag and
can be post-processed via acoustic communication over a dis-
tance of up to 400 meters. Under experiments for up to four
weeks on three kinds of freshwater fishes (i.e., rainbow trout,
walleye, and sturgeon) with the designed tag implanted, these
tags did not cause severe negative effects on their natural be-
havior.

An aquaculture fish farm monitoring solution applies to very
large farms (>400 hectares) with hundreds of ponds [311]]. The
authors presented a framework of a hybrid aerial/underwater
robotic system in which subsystems were defined. These sub-
systems exist in 3D (air, underwater, and on-land) positions. On
the surface, LoRa communication network connects different
components. Underwater elements include submerged under-
water sensors. Collected data from sensors will be transmitted
to an on-land farm control center via radio links and then will be
analyzed by a ML-based water quality prediction model. This
model was applied in a real farm with 65 ponds for one month
to validate its effectiveness.

4.4. Lessons Learned

Current research trends in wide range of fields of underwater
application were investigated in three sub categories: military,
research, and industry. Military applications mainly focus on
completing solutions for navy forces to enhance the abilities in
defense and invasion. In particular, for MCM missions, the pro-
posed solutions are relevant to types and locations of underwa-
ter mines. To handle the reconnaissance of enemy submarines,
many strategy models combining many kinds of autonomous
vehicles (e.g., AUVs, UAAVs, ASVs) were investigated in har-
bor security protection, deep ocean. The wireless connection
types in military applications are mainly acoustic (for underwa-
ter section), RF, and satellite (for upper water surface section).

Science applications surveyed in this part focus on find-
ings about nature changes therefore suitable solutions can be
adapted. These uses are applied in many academic fields and
need specialized as well as interdisciplinary knowledge, e.g.,
oceanic physics, chemistry, biology, geoscience, bioscience,
and environmental science. The mobile UWSNSs play a signif-
icant role in collecting data, obtaining samples, detecting envi-
ronmental anomalies (oil or CO, leakage, waste microplastics),
measuring and quantifying specific substances (CO, storage),
observing living creatures. Most of the models in this subsec-
tion were experimentally deployed with real data.

The industry applications can be found in wide range of
fields. Contributions of surveyed papers can be used primar-
ily for cooperations, companies with large-scale production,
or exclusive companies. In particular, oil pipeline monitoring
can be detected by an UWSN. The concerns of this application
types include quick detection strategies, security in leakage po-
sitions and source node position, efficiency in cost, and relia-
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bility transmission. By contrast, subsea cables of offshore wind
plans are High voltage current. Any damage of these cables can
lead to a catastrophic disaster for ecological environment of liv-
ing creatures. Moreover, building a new site of OWF requires
massive expenditure. Therefore, the solutions concentrate on
managing subsea power cable asset, determining the suitable
places for deployment. In addition, aquaculture fish farms with
precision agriculture solutions with AUVs and/or fixed under-
water sensor network can increase in both the quality and quan-
tity of products.

5. Feasible UWC-Integrated 6G Access Infrastructures

The aforementioned investigation demonstrated the potential
of various technologies and developments in 6G access net-
works to support their envisioned applications, whereas under-
water communications were neglected. Therefore, this section
aims to shed light on an applicable scenario, where UWC can
be integrated into the 6G infrastructure to bridge the gaps.

5.1. On-Shore Interconnections

The on-shore interconnections involve heterogeneous infras-
tructures at the edge of 6G networks such as terrestrial access
(e.g., cables, satellite ground stations, mobile base stations—
gNodeB, and long-range wireless communications at low fre-
quencies) and aerial access (e.g., LAPs, HAPs, and satellites).
These infrastructures along with their access technologies en-
able the Internet capability to underwater devices via sink nodes
[S]. Here, the sink nodes can be an aggregate router on cable
links or a gateway router on ships and buoys. Figure [I0] il-
lustrates an overview of these scenarios. Owing to the various
technologies supported, the interfaces between on-shore 6G in-
terconnections and sink nodes of UWC are typically specified
as the following:

e Cable interface defines an aggregation point on the cable
routes, which is traditionally terminated at a station on the
coast to gather underwater cable links before reaching the
Internet via terrestrial cable systems. This interface pro-
vides a stable, high-speed connection to underwater de-
vices. However, cable installation under water is costly
and inflexible for operation and maintenance. Therefore,
this interface is suitable for fixed services and systems
such as underwater transmission grids of infrastructure.

o Cellular interface connects UWC sink nodes to 6G gN-
odeBs using the NR wireless access. As the 6G gNodeB
supports a broad range of frequencies from sub-6 GHz
to THz bands, transmission distances, accordingly, vary
from hundreds of meters to several Km. From the view
of 6G terrestrial networks, the UWC sink nodes are gen-
erally considered normal UEs with data transmission re-
quirements. This interface is appropriate for near-shore
underwater services such as sub and quality-of-water sen-
sors.
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Figure 10: Applicable network integration of underwater wireless communications into 6G infrastructures.

e Low frequency interface specifies long-range wireless
communications, where an Internet-enabled base station
on the shore modulates user information on low-frequency
carrier channels. Because low frequencies are utilized,
the signals obtain high resistance against attenuation and
therefore, achieve a high transmission distance at low data
rate. This interface efficiently facilitates critical services
on the sea, such as bad-weather warning notification sys-
tems and short-message communications.

Satellite interface provides a direct link between an
Internet-enabled satellite and a UWC sink node in the form
of a two-way satellite ground station (also known as very-
small-aperture terminals—VSATs) mounted on a ship or an
island tower. Similar to the cellular interface’s point of
view, the UWC sink node is considered normal user termi-
nal with Internet service requirements. This interface can
be useful for critical services or pleasure boats.

e Relay interface provides an intermediate medium to ei-
ther transform original interfaces such as cable, cellu-
lar, low frequency, and satellite, into supportive interfaces
in a particular UWC system (e.g., cellular (gNodeB)-
WiFi (UAV)-sink nodes, satellite—WiFi (VSAT/UAV)-
sink nodes, and satellite—tethered cable (VSAT)-sink
nodes) or extend the coverage. The relay interface is use-
ful in heterogeneous access environments, where various
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Internet paths can be unified to provide a single gateway
to the UWC system.

5.2. Off-Shore Access Networks

The off-shore access networks are constituted by two major
components, including a grid of cable transmission links and
underwater ad-hoc systems.

Connected to numerous aggregation routers on the shore, the
underwater cable grid establishes a stable transmission infras-
tructure for UWC systems. Benefiting from the cable grid, var-
ious UWC topologies are enabled, such as chain, star, ring, and
hierarchical models. Anchor points for each UWC system can
be installed along the cables to serve as local gateways (sink
nodes) of the system. These local gateways translate between
wireless signals used in UWC systems and optical waves trans-
mitted through the cables. Typically, the cable grids can be
either extracted as special branches of the submarine cable net-
works [[115]] (e.g., deep-sea exploration vehicles) or deployed as
separate cable lines dedicated to particular UWC systems (e.g.,
near-shore water quality measurements).

In underwater ad-hoc systems, one or several sink nodes
serve as gateways to provide Internet connections to the sys-
tems. The sink nodes can be cable-based anchor points, teth-
ered unmanned underwater vehicles (UUVs), or floating buoys
on the surface. Despite being different from terrestrial/aerial
ad-hoc networks in operational environments, the underwater



networks inherit all the advanced techniques from these ad-hoc
networks in terms of routing protocols, system organization,
and relative navigation and positioning. Distinctively, wireless
communications among UWC devices can be acoustic wave,
microwave, RF, and visible light. Owing to different charac-
teristics against attenuation, absorption, and scatter in under-
water environments, acoustic wave provides a high transmis-
sion range of up to tens of km at a low data rate, whereas RF
and laser expose high data rates but low transmission range
among these technologies. Thus, the optimal design of wireless
communication technologies and network structures mostly de-
pends on the requirements of user services and aquatic condi-
tions [312[3131[314]. For instance, fixed and stable transceivers
may utilize blue laser to obtain a high data rate at a distance
of several kilometers. In a short range, RF and tethered cable
may support mobile underwater devices with high throughput.
Meanwhile, deep-sea exploration should utilize acoustic wave
for long transmission range.

6. Open Challenges

Although existing studies have thoroughly addressed man-
ifold aspects of UWC to improve its performance, overcom-
ing future challenges concerning a seamless integration of the
UWTC as a native component into 6G networks requires further
efforts.

Cross-medium communications present a critical challenge
to a straightforward integration of UWC into the terrestrial
mobile networks owing to water-air boundary. Initial stud-
ies [315, [316, [317] discovered that translational acoustic-RF
communication (TARF) is feasible by exploiting the pressure
changes caused by acoustic waves at the water-air interface
and the surface displacement detection using airborne radar
receivers. However, adapting these laboratory experiments to
real scenarios poses several challenges such as one way trans-
mission (i.e., from underwater acoustic transmitter to airborne
radar receiver), ocean wave amplitude, short transmission dis-
tance, and misalignment. Moreover, state-of-the-art investiga-
tion exposes an achievable standard bitrate of approximately
400 bps [315]], which is considered low for a number of applica-
tions. However, the cross-medium technologies are still imma-
ture, relaying surfaces and components play important roles to
bridge the communications between UWC and terrestrial mo-
bile networks.

Submarine cable infrastructure installed at an average ocean
depth of 3682 m yields a prospective challenge for cable-
assisted communications [318]]. The vulnerability of the cable
components can be caused by many factors, including human
(e.g., fishing and anchoring), natural (e.g., tsunamis, seaquakes,
and currents), and external factors (e.g., electric grid or land
network outage, state failure, and operator bankruptcy). Ac-
cordingly, the maintenance of submarine cable infrastructure is
more frequent, which entails a huge amount of money for such
unexpected scenarios. It also faces the difficulty of replacing or
upgrading the cable-assisted system. In addition, because of the
wired characteristics, it is limited to serving UWC applications
that require high mobility.
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In an UWC system, reliable long-range high-throughput
communications are a major triple-facet metrics needed to pro-
mote diverse underwater applications [[132} 319] 320]. How-
ever, reliability, long range, and high throughput are of a Pareto
front, where optimizing an individual metric leads to reduc-
tions in the others. In addition, single existing wireless tech-
nology cannot support these features simultaneously. For ex-
ample, acoustic communications are highly reliable over a long
transmission range; however, the technology introduces high la-
tency and low throughput. RF transmissions offer high through-
put and short-range, owing to high absorption and attenua-
tion, whereas laser beamforming transmissions exhibit very
high throughput if no physical obstacles are present and precise
alignment is maintained. Although multipath techniques and
heterogeneous communications have been investigated to im-
prove the system performance [321], reliable long-range high-
throughput communications will remain crucial in future re-
search.

Regarding formation control, although all the mentioned
works make an effort to overcome theoretical communication
constraints, practical experiments receive less attention from
the research community. In addition, almost all the theoreti-
cal formation control studies in UWCs are made under solid
assumptions, which can be impractical. As a result, the devel-
opment of UWC formation control is still in the early stages.
Hence, qualified research with more realistic assumptions is
needed. Besides, we also note that AUV formation control per-
forms their work for a long time (up to several months or even
several years). Unpredictable disturbances can cause the fail-
ure of AUV formation control, requiring the design of robust
recovery mechanisms or adopting switching topologies.

In terms of localization, to our best knowledge, a low-cost
positioning and time-synchronization system with high preci-
sion has not been available yet to UWC networks until now.
Therefore, UWCs must rely on GPS-free localization or time
synchronization. Although the time synchronization problem
has been further considered for significant studies on GPS-free
centralized and distributed localization to compensate for the
clock skew and clock offset phenomena, perfect time synchro-
nization is still challenging in practical UWC applications due
to the sound speed variation and long propagation delay. Whilst
for navigation, developing INSs with high accuracy, small di-
mensions, low cost, and low power consumption is, first, chal-
lenging for small AUVs. Second, when ANSs utilize tech-
niques related to acoustic signals, they suffer from the limits
of underwater acoustic characteristics. Fixed position systems
can offer robust ANSs, but they are impractical. In addition,
the low update rate and the requirement of external devices for
ANSs also limit the usage of this single category. Third, the
spatial resolution of geophysical parameters approximated by
grid/spherical harmonic series in GNSs is low, which restricts
reliable navigation. Consequently, integrated navigation is mo-
tivated. However, the developments in both the algorithms and
technologies of integrated navigation to improve AUV naviga-
tion can expose new infeasible or impractical missions that have
been previously investigated. In addition, when some nonlinear
filtering algorithms that are more complicated are leveraged in



integrated navigation systems, the stability of these algorithms
cannot be guaranteed in practice.

Because of the peculiar particularities and constraints of
UWC networks, advanced security and privacy solutions are
difficult and costly to be directly utilized in practical applica-
tions. Although a significant number of security studies for
UWCs have been investigated, the number of empirical re-
search and experiments is relatively low, such that UWC secu-
rity and privacy protection are still in an early stage. Besides
that, UWC network security is a complex cross-layer issue.
For the problem of employing various security technologies
among these cross layers, the optimal solution to minimize ex-
tra resource consumption is non-trivial, especially for severely
resource-constrained UWC networks. In addition, in an aquatic
environment, the protection of each underwater node and the
detection of compromised nodes are challenging. It is worth
noting that the security methodologies are pre-installed on the
network nodes. If any participating node is compromised and
rejected from the network, more severe damage will be done.
In such a scenario, periodically reconfiguring security systems
is necessary, which requires a challenge in the design and real-
ization.

The emergence of Al has resulted in manifold improvements
in the performance of UWC systems. Undoubtedly, the rev-
olution toward intelligent communications is one of major di-
rections in future research. Recently, existing studies have been
efficiently leveraged the power of Al to address several complex
problems in UWC such as throughput maximization, energy
efficiency, traffic engineering, latency minimization, formation
control, and auto alignment [322} [323]]. Although these efforts
obtained remarkable achievements and illustrated the potentials
of Al in the fields, the complexity and uncertainty of aquatic
environment has been simplified within idea assumptions to
reduce the dimension of state spaces for a fast-learning con-
vergence and less resource consumption. Therefore, handling
such a dynamic aquatic environment and flexibly adapting ap-
propriate AI models in UWC systems are challenges for future
research.

In terms of network lifetime, different from terrestrial and air-
borne systems, electromagnetic energy harvesting methods are
considered inappropriate in the aquatic environment to wire-
lessly replenish energy for underwater devices. Although sev-
eral existing methods are available to harvest ambient energy
in the environment such as hydrokinetic turbines, piezoelec-
tric cantilevers, and hydrophones, their conversion efficiency is
limited because of the mechanical design constraints integrat-
ing into underwater devices [324,|325]]. Moreover, the complex
mechanical frameworks reduce the mobility of underwater de-
vices in such an unstable aquatic environment. To overcome
this issue, one feasible approach is to develop an optimal trajec-
tory for underwater devices to find charging stations mounted
on the cable systems after their battery reaches a predefined
threshold. This method exposes a shortcoming as the devices
must leave their positions (i.e., resulting in system formation
changes) during the charging time. Nevertheless, to facilitate
the UWC, wireless energy replenishment should be the focus
of future research.
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Underwater computing specifies the ability of temporarily
or permanently providing cloud computing capability in UWC
systems. Self-involving edge/cloud servers in UWC signifi-
cantly improves QoS in terms of low latency, low overhead, ro-
bust execution, and locality exploitation [326} 327]. Although
underwater network infrastructures are difficult to be main-
tained, its location benefits from low carbon emission and in
close proximity to underwater devices. Moreover, local cloud
computing is a key enabler to efficiently deploy modern Al al-
gorithms to optimize the networks. Positive impacts and advan-
tages of the underwater computing capability are undeniable.
However, implementing the technology in wireless underwa-
ter systems face several challenges as networking devices in
UWTC are typically resource-constrained equipment and the op-
erational environment is extremely dynamic. To achieve an ef-
ficient underwater computing platform requires high efforts in
future research to overcome these problems.

Finally, the key performances in UWC thoroughly discussed
in Section [3| should be continuously investigated within multi-
ple specific application scenarios and system models to clarify
any possible technical issues. In this regard, standard valida-
tion platforms are necessary to accurately measure and evaluate
the performances of the proposed solution compared to state-
of-the-art technologies. Moreover, as statement set of aquatic
environments is sophisticated and difficult to be formularized
properly, real experiments and trial implementation are strongly
encouraged for validation of potential proposals in future re-
search.

7. Concluding Remarks

This survey provided state-of-the-art knowledge and ad-
vancements of UWC with a reference to 6G development.
Our findings in this investigation demonstrate that the envi-
sioned 6G access infrastructures are insufficient to completely
serve diverse underwater applications directly. To complement
a comprehensive 6G access infrastructure, an integration of
UWC into the system is necessary. Regarding the maturity
of the technology, the achievements of a large number of re-
lated studies have significantly improved the performance of
UWC. However, UWC faces several critical challenges in fu-
ture research such as cross-medium barriers, reliable long-range
high-throughput communications, underwater computing, and
energy replenishment. Hence, the technology is considered im-
mature yet in its current state but potential for native integration
into future 6G systems. This survey is expected to enable inter-
ested engineers and researchers by updating them on current
technology trends through systematical reference material.
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